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I'. Bmax-Burpunosceka, B. Kpomkau

BUBIP METOJIUKHA OLIHIOBAHHS TOYHOCTI JUISI 3ABJIAHD
AHAJII3Y CTATUYHUX CIIEH HA OCHOBI 3T OPTKOBHUX
HEWUPOHHUX MEPEXK

O0’eKTOM BHBYEHHSI € METOJAMKM KUIBKICHOTO OI[IHIOBaHHS TOYHOCTI M HaJAIHHOCTI NPOTHO3IB 3rOPTKOBHX
HEMPOHHUX MEPEX Yy 3aBIAaHHIX aHANI3y CTATUYHUX CIIEH, 30KpeMa CEMaHTHYHA CErMEHTAllis Ta MOHOKYJISIpHE
METpUYHE  OIHIOBaHHA IMOWHKW. BukopucraHi TeopeTW4Hi, aHANITUYHI Ta  EMIIPUYHI  HAYKOBI
MeTOAH AOCTiKeHHsI: TTOPIBHAIBHUN aHaji3, CHHTE3, CHCTeMaTH3allisl, eKCIIePIMEHTAbHE MOJICITIOBAHHS TOIIIO.
AKTYyaJIbHICTh POOOTH 3yMOBJICHA TUM, L0 TPAAMIIITHI METPUKH OI[IHIOBaHHS TOYHOCTI HE 3aBXKI1 OEPYTh 10 yBaru
0COOIMBOCTI 3aBJaHb aHANI3y CTATHYHHUX CIIEH — MuCcOaaHC KIaciB, JIOKAI3aIiio Ta Mali 00’ €KTH, IIyM 94 3MiHHE
ocBiTiieHHs. lle 3HMXKye TOUHICTH pe3ynbTariB 1 MoTpedye BHPOBAKECHHS TiOPUAHUX METPUK, T'PaHUYHO-
OpIEHTOBAHMX 1 METPUK KiIIBKICHOTO OIiHfoBaHHA HeBU3HaueHocTi (UQ) st 3abe3meueHHs HamiiHOCTI W Oe3mexn
cucteM. MeTor0 10CTiKeHHS € OOTPYHTYBaHHS i BUOip HAMOLIBII e()eKTHBHOT Ta JTOIIFHOI METOTUKH OLlIHIOBAHHS
TOYHOCTI JUTS 3aBlIaHb aHAJi3y CTaTUYHUX CIIeH Ha OCHOBI 3TOPTKOBUX HEHPOHHUX MEpEX CrocoOOM MOpPiBHAHHS i
cucTemMarHu3anii HasBHUX METPUK, aHali3y iX rmepeBar i OOMeXeHb y pI3HMX KJlacaX 3aBJaHb 1 pO3pOOJICHHS
iHTerpoBaHOTO (HPEWMBOPKY JJIS TIIBUIICHHS SKOCTI OIiHIOBaHHA. J{JIs1 TOCATHEHHS OKpPECIEeHOi METH HEeOoOXimTHO
BHUKOHATY TaKi 3aBJIaHHS: MPOBECTH MOPIBHAIBHUAN aHAITI3 TPAJAUIIHHIX METPUK; TOCIIIUTH CYyJacCHI IiIX0A1 i BUOIp
pEIIeBaHTHUX METPUK 1 MPOTOKONIB IS KOHKPETHHX KJIACIB 3aBIaHb; PO3POOHUTH KOHIENITyadbHHU TiOpWIHUN
(dpeliMBOpK, MmO 3a0e3medye MOBHY BaliNaIlil0 MOJENTi, 3BaKAIOYM Ha TEPEKPHUTTSA, T'€OMETPHUYHY TOYHICTH 1
KaiOpyBaHHS BIEBHEHOCTI. YHACHIZOK MOCTI/DKEHHS C(OPMYIbOBAaHO BHUCHOBKH. {1 aHami3y CTaTHYHUX CIEH
ONTHUMAaIBbHO KOMOIHYBAaTH Taki METpUKH: accuracy ¥ F1— 3 meroto kmacudikamii, loU i mAP — nns peTexuii.
Haii6inpm edextuBHI — mAP mis CKIagHUX CIEH 1 UIA JeTeKIii Mainux 00’€KTiB. 3ampOorOHOBAaHO TiOpHIHUI
(GpeliMBOpK, MmO 3a0e3Meuye MOBHY BaNiAAIli0 MOJCII, MOKPUBAIOYM 3arajbHUN 00’€M, T€OMETPHUYHY SKICTh i
HamidHICTh. el ppelMBOpK MOEAHY€E TPAHUIHO-OPIEHTOBAHI METPHUKH IS 3a0e3MedeHHs] TeOMETPHUIHOI TOYHOCTI
Ta METOJIOJIOTIIO KUTbKICHOTO OIiHIOBaHHS HEBU3HAYCHOCTI [T KaTiOpyBaHHS BIICBHCHOCTI Ta JIOKATi3aIlii TOMHUJIOK.
Ie po3B’s3ye MpoOIIeMy HEBIAMOBIIHOCTI MiXK BUCOKOIO TOYHICTIO MOJIEICH Ta OOMEKEHICTIO CTAHAAPTHUX METPHUK
Baminmanii. [lepexin no Boundary IoU Ta meTpuk Binctasi, 3okpeMa Hausdorff Distance, 3a0e3meunTs MacIITaOHO-
30aJlaHCOBaHy Ta 3HAYHO BUILY YYTJIHMBICTH JI0 IIOMHJIOK Ha KOHTYpax, CIYIyBaTUME IHCTPYMEHTOM IIJIsl BUSIBIICHHS
KaTacTpo(ivyHUX JIOKAIFHUX TEOMETPHYHHUX BiaxwieHb. KoHIeNnTyanbHUH (QpPEeHMBOPK CTUMYIIOE PO3POOICHHS
OUIBII HAMIMHUX 1 TOYHUX apXiTekTyp SHM.

Kuro4oBi cjioBa: KoMII IOTEpHHUH 3ip; CEMaHTUYHA CETMEHTAIIisl; AETEKIis 00’ €KTiB; 3TOPTKOBI HEUPOMEPEKi;
METPHKH OL[IHFOBAHHSL.

1. Betyn

IIBuAKMIA PO3BUTOK apXiTEKTyp 3rOpTKOBHX HeWpoHHHX Mepexx (BHM) i1 ix mmupoxe
3aCTOCYBaHHS B 3aBIaHHIX aHalizy 300pakeHb (CEeMaHTUYHA CETMEHTAIlis, JeTEeKIlis,
kiacuikamis cueH) MpU3BiB A0 CUTyallii, KOJIM pe3ylbTaTH Pi3HUX POOIT BaXKKO MOPIBHIOBATU
yepe3 po30DKHOCTI B HAOOpax JaHUX, METPHKaX 1 MPOTOKOJAaX OLIHIOBAHHS. ABTOPU Cy4YaCHHUX
nociimpkens 2022-2025 pp. HaroJomymTh HAa HEOOXITHOCTI CTaHAapTU3amlii MiAXOMIB 0

© Bnax-Buepunosgcora I'., Kpomkau B., 2025
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OILIIHIOBAHHS, IHTErpalii METPHK JJIs KaliOpyBaHHSA W OLIHIOBaHHS HEBH3HAYEHOCTI, a TAKOXK Y
cross-dataset-6eHUMapKax, 1[0 MOJICTIOIOTh PEeaTbHI JOMEHHI 3CyBH.

TouHicTh OLIHIOBaHHS BiAIrpae BaXKJIMBY POJIb, OCKUIBKA CTaTUYHI CIEHH YacTO MICTATh
CKJIaJIH1 €JIEMEHTH, TaKl sIK MaJi 00’ €KTH, IIyM abo BapiaTUBHE OcBITJIeHHs. [Ipobiiema nossirae B
TOMY, 11O TPATUIIIIfHI METPUKH OILIHIOBAHHS, HANIPUKJIA 3arajbHa TOUYHICTh, HE 3aBXKIU OEpyTh
JI0 YBar" OCOOJIMBOCTI 3aBlIaHb, SIK-0T ArcOaIaHC KJIaciB a0o JOKaTi3aliio 00’ €KTiB.

3riIHO 3 OCTaHHIMH TEHJACHIISIMH TIepeXiJ BiJ KJIACHYHHX METPUK JI0 CIIeHialTi30BaHUX,
3okpema mAP ta loU, crae HeoOXiTHUM I 00’ €EKTUBHOTO TIOPIBHSUTLHOTO OLIHIOBAaHHS MOJIEIeH
3HM (CNN). Lle 0co0MBO aKTyaabHO B YMOBaxX MIBHIKOIO PO3BUTKY TIIMOOKOTO HaBYAHHS, JI€
HOBI apXITEKTypyd BHMAraroTh aJallTOBAaHMX METOJIIB OI[IHIOBAHHS JUIsl 3a0C3MEUYCHHS BHCOKOT
MPOJYKTUBHOCTI i y3arajabHEHHS.

Oco0imMBO BUCOKI BHUMOTH JI0 TOYHOCTI BHUCYBAa€ MOHOKYJISIDHE METPHYHE OLIHIOBAHHS
rmubunu (MMDE). Toxi sK TpaaulliifHi METOAM 9acTO MPOTHO3YIOTh JIWIIE BiTHOCHY TTTMOWHY,
MMDE tiparHe 10 OTpUMAaHHS KapT MTHOWHY 3 a0COTFOTHOIO MKasor. Llei mepexia € HeoOXiqHIM
JUTs 3a0€3MEeYeHHS T€OMETPHYHOI Y3TOKEHOCTI, 10 Aa€ 3MOTY HaIiHO pO3rOpTaTH CUCTEMH B
peaIbHOMY CBITI O€3 J0JTaATKOBOTO KaaiOpyBaHHS. 3 OTJISy Ha KPUTHYHI 3aCTOCYBaHHS, JIe BHCOKA
TOYHICTh 1 HQJIMHICTh € KUTTEBO BAXIMBUMH (HANPUKIAI, Y CAMOKEPOBAHMX TPAHCIIOPTHUX
3aco0ax a00 MEIUYHIN TIarHOCTHII), METOJMKH OI[IHIOBaHHA NMpoayKTuBHOCTI 3HM MatoTs Oyt

HE MEHII JOCKOHAJIMMH, HIXK cami Mozei [1].

2. AHaJi3 jJiTepaTypHHX [zKepeJl i MOCTAHOBKA NMPO0JIeMH J0C/iIKeHH

OcraHHI J0CHiKEHHS 11010 omiHoBaHHS CNN Uil aHalli3y CTaTUYHUX CIICH 30CEpeIKEH1
Ha BJOCKOHAJICHHI METPHK, 3BaXKAIOUW HA OCOOJIMBOCTI 3aBJaHb, 30KpeMa Ha JICTEKII0 MauX
00’€KTIB y CKIaQAHUX CIIeHaX 4u Kiacu(ikamiro 300paxkeHb. Hampukman, y poboti [2],
MIPUCBSYEHIN IeTeK1Ii MaIuX LiJeH y CKIaJHUX CTAaTUYHUX CIIEHaX, aBTOPU MPOMOHYIOTh MEPEXKY
IIHNet, ouiHmooun ii 3a gomoMoror mnpenwsii, moBHOTH, mAP 1 AP50, neMOHCTpyHOYH
nokparieHHs Ha 20—70 %, K10 mopiBHIOBATH 3 0a30BUMH MOJEISIMU, TaKUMU K Faster RCNN.

AHaJIOTIYHO B JOCII/DKEHHI BIUIMBY apXiTeKTypHuX (aktopiB CNN Ha kmacudikarito
300pakeHb B1IJIaJICHOTO 30HIyBaHHS BIPOBA/PKEHO METPUKH 3arajbHO1 TOYHOCTI (OA), KITBKOCTI
napameTpiB Ta FLOPs, moka3aHo, O 301IbIICHHS TIMOMHM MEpEeXi MOKpAIlye CEMaHTHYHE
HaBYaHHS, ajle HaJAMipHa riuouHa 3HmKye OA [3].

Cepen 3arambHux MeTpuk 1iasi CNN B 3aBOaHHSAX aHaNi3y 300pakeHb BHOKPEMITIOIOTH
accuracy, precision, recall, Fl-score, mAP 1 IoU sk ocHOBHI nis Kiacudikaiii,
nerekiii Ta cermMeHTari.

Jlitepatypuuit ornsin TogHocTi B CNN 11 BIIJTQICHOTO 30HIYBaHHS BHSBHB IEPEXiJl Bij
tpamuiiitaux Metpuk (OA, Kappa) no DL-cienudiuanx, TakuX gk F/-score (BUKOPHUCTOBYETHCS
B 59 % nocnipkens ajsi OiHapHuX 3aBaanb) Ta mAP (29 %), 3 akientom Ha P-R-KpuBi JUis
3aBJIaHb 3 MOporaMu. Y IOCIHIDKeHHI Kiacudikailii ciieH Ha maraceTi Places? 3aCTOCOBYETHCS
top-5 accuracy K OCHOBHa METPHKa 4epe3 HEOJHO3HAUHICTh MITOK, 3 ResNet-34 nocsraroun
38.57 % top-1 accuracy [4-6]. JocnmigHuku Bi3yalbHUX METOMIB TMOsICHIOBaHOCTI CNN
YIPOBAUKYIOTh HOBI METpPHKH, 30Kpema Average Drop Tta Insertion/Deletion scores,
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JUI OIIIHIOBAHHS TPAaBHJIBHOCTI TOSICHEHb, MOB’S3aHUX 13 TOYHICTIO MOJIENI B 3aBJaHHIX
knacudikamii 300pakeHb. YHaCIiJOK BUBYCHHS OCTAaHHIX HAYKOBHX IPAIlhb MOKEMO BUOKPEMHUTH
JeTaIbHI JOCIIIKEHHS KamiOpyBaHHS Ta HEBU3HAYEHOCTI, PO3BIIKH, IO aHAII3YIOTh OMUIIKH
METpPUK 1 1X IHTEpIIPETalil0 B pealbHUX 3aBJAHHIX, CEpell SKUX OINIAAU 3 KaniOpyBaHHs [7],
BEJIMKI CHCTEMAaTH4HI JOCHIHKeHHSI HeBU3HadeHOCTI Ta UQ [8], AKoCcTi HabOpiB MaHUX 1 HOBUX
ReM-Bepciit COCO [9], a TakoX CTaTTi, MPUCBAYCHI MOMUIKOBUM IHTEPIPETALISIM METPHK Y
300pakeHHsAX. 3aranmom TeHmeHmii 2022-2025 pp. BKa3dyrOTh Ha IHTErpamil0o  METpPUK
MOSICHIOBAHOCTI 3 TPAAULIHHUMH IS KPAIIOTO PO3YMIHHS MOBEIIHKH MEPEX.

VY coepi cemaHTHYHOT CerMeHTalii MOCTIHHHWIA PO3BUTOK EHKOIEP-ACKOIEp apXiTEeKTyp
CIpSIMOBAaHMW Ha IMJBHINCHHS TOYHOCTI, OCOONMBO Ha CTHKaxX 00 ekTiB. JlocimigHuku
PO3pOOJISIOTh METOJH, SKI MOCHUIIOITh BHYTPIIIHIO Y3TO/DKEHICTH 00’€KTIB 1 3a0€3MeduyroTh
"3arocTpeHHsl TpaHUlb". ICHYIOTh TakKOX MIAXOAH, MO0 MOEAHYIOTh riauboki 3HM 3 ymoBHO
BunagkoBumMu mnonssMu (CRF) miis eeKTUBHOTO 3aXOIJICHHS KOHTEKCTYaJbHUX 3B’SI3KIB MIXK
CEMaHTUYHHUMHU O3HaKaMH M O3HaKaMH TITTMOMHU, IO JEMOHCTPY€E MparHeHHs A0 MOKpPALIeHHS
TOYHOCTI Ha piBHI MoemoBaHH: [10].

VY KOHTEKCTI OLIHIOBaHHS TIUOWHU TPOTpec BiJl BIJHOCHOI O aOCOMIOTHOI METpPUYHOI
rnubunu (MMDE) € BupimanbHuM 11 3a0€3Me4eHHs] TeOMETPHUYHOI Y30 KEHOCTI, He0O0XiTHOT
g 3D-pekoHCTpyKIii Ta HaBiramii. OCKUIBKM 1i 3aBJaHHS BHMAaraloTb BHCOKOTOYHOTO
IIPOCTOPOBOTO OIIHIOBaHHSA, METOAM Bajijalii MaroTh 3a0e3nedyBaTH BHSABICHHS OyIb-sKUX
reOMETPUYHUX HETOYHOCTEH, 1110 MOXKYTh IPU3BECTH J10 3001B y peasibHux cucremax [11].

OcHoBHUMIT Henomik mnossirae B boundary un-awareness (HEUyTIUBICTH OO TPAHHIIb).
Lleit edexT 3yMOBICHHUH TUM, IIO0 PI3HULSA B TOYHOMY IMO3UIliIOBaHHI a00 ¢opmi rpaHMIi
HECYTTE€BO BIUIMBAE HA 3arajbHUN 0aj, JOKM IUIOINA TEPEKPUTTS 3AIUIIAETHCS HE3MIHHOIO.
Tpagumiiini METpUKM HE 37aTHI aIEKBAaTHO OIIIHIOBATH MOJIENi, ONTUMI30BaHI JUisi poOOTH 3i
CKJIaTHUMH CTPYKTYpaMH i TpiOHUMH IpaHy ISIPHUMH €JIeMEHTaMH.

HenockoHamicTe TpaguIifHUX METPUK TEPEKPUTTS IS OO0’ €KTUBHOTO OLIHIOBAaHHS
reomerpuuHoi ToyHOoCcTi 3HM, mopsa i3 3pocTaHHSAM MOTpeOM B KUTBKICHOMY OIiHIOBAaHHI
HAJIIHOCTI MPOTHO3Y, (hOpMYy€E KITFOUOBY MpoOieMy AociikeHHs. HeoOXiaHICTh yI0CKOHAICHHS
METOJIMK OI[IHIOBAHHS TOYHOCTI aHai3y CTaTUYHUX CIIeH Ha ocHOBI 3HM Bu3HauaeThCs nBOMaA
OCHOBHHMMH HampsiMamH, sIKi HOTpiOHO BUKOHATH OJJHOYACHO, a CaMe:

- po3pobieHHs a0 agamTallisi METPUK, sKi 3a0e3MedyloTh YyTIUBICTh 0 TPAHUYHHUX
MIOMUJIOK 1 TOTIOJIOT1i, BOAHOYAC 3aMIHUTH 200 JONOBHUTH OOMEXEHI METPUKU TIEPEKPHUTTS;

- IHTerpalis MeTOJOJOril KITbKICHOTO OIiHIOBaHHS HeBU3HAYeHOCTI (UQ) 1uisl OIiHIOBAHHS
Ha/IIHHOCTI Ta KaJiOpyBaHHS BIEBHEHOCTI.

3. MeTa i 3aBAaHHSA TOCTITKEeHHS

MeTtoro mi€i poOOTH € OOTpyHTYBaHHS Ta BHOIp HaWOUIBII €(EKTHBHOI Ta JOMUIBHOI
METOAMKHU OIIHIOBAHHS TOYHOCTI /I 3aBJaHb aHAJ3y CTAaTMYHUX CIIEH Ha OCHOBI 3rOPTKOBHX
HEHUPOHHUX MeEpeX CrocoOOM MOpIBHAHHA Ta CHCTEMaTH3alli HAasBHUX METPHK, aHali3y ix
nepeBar i OOMeKeHb y pi3HUX Kiacax 3aBlaHb i PO3pPOOJICHHS IHTETPOBAHOTO (PEHMBOPKY IS
[MABUILEHHS IKOCTI OI[IHIOBAHHS.
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JIJist nocSATHEHHS OKPECICHOT METH HeOOX1THO PO3B’sI3aTH TaKi 3aBIaHHS:

- TIPOBECTH TIOPIBHSIIBHHM aHaji3 mepeBar i OOMEXKEHb KIIOYOBHX METPUK, TAKHX SK
accuracy, precision, recall, Fl-score, loU Ta mAP, y KOHTEKCTi pi3HHX apXiTekTyp CNN,

- TOCTIANTHU CyYacHi MiAX0au i 00paTH peleBaHTHI METPUKH i MPOTOKOIH ISl KOHKPETHUX
KJIaCiB 3aB/IaHb;

- pO3pOOUTH KOHUENTyaJbHUH TIOpUAHUN (QpeiMBOpPK, 110 3a0e3nedye MOBHY BaiJalliio
MOJIEIT 3 OTJIAY Ha MIEPEKPUTTSI, TEOMETPUYHY TOYHICTD 1 KamiOpyBaHHs BIIEBHEHOCTI.

4. BukJjiajg 0CHOBHOI0 MaTepiary

AHani3 cratmyHUX CcreH 3a jgonomororo CNN mepenbavae 3aBmaHHs Kiacudikaiii,
cerMeHTarii Ta JeTeKiii 00’€KTiB, /¢ OIlIHKa TOYHOCTI € KPUTHYHOK. OCHOBHI METOJHMKH
OIIIHIOBaHHS MOYKHA ITOIITMTH Ha METPUKH, OPIEHTOBaHI Ha KJIacu(ikailito (HapuKIaI, accuracy,
precision, recall, Fl-score), 1 METPHKH, OpIEHTOBaHI Ha JIOKaJIi3aIlito
(manpuknan, Intersection over Union (loU) ta mean Average Precision (mAP)) 3 amanramisMu
JUIS1 KOHKpeTHUX apxiTektyp CNN.

MeTpUKM OLLIHKN TOYHOCTI

mAP
CepeaHA TOYHICTE NO Bumipioe BiacoTOK
Knacax, BAKOPUCTOBYETHLCA A NpaBUNbLHO
y BUABNEHHI 06'exTiB. { ! 1 knacubikosaHux 06 exTiB
oU T~
OujHioe ToyHicTs 7 '“'] Gl e Braaye Ha yacTKy
CermeHTaLlii Ta BUABNEHHA |_L 1 > : ¢ npaesunbHo
3a JONOMOToI0 NepekpuTTa | ! ] | ineHTUdIKOBaHMX
nnowyi S~ " No3UTHBHUX 06'EKTIB.
F1-ouiHka all
BanaHcye TOUHICTb Ta : = MNokasye YacTky
BiAryK, KOPHUCHO ANA (pau:m.xmmx.no:mmewx
He3banaHcoBaHWX KNacis 06'exTiB, AKi Gynu

NpaBunbHO KnacudikoBai

Puc. 1. MeTpuku OIliHIOBaHHS TOYHOCTI

Tpamumiitni meTpukn goctaTHi ans 30alaHCOBAaHMX HAOOPIB JaHWX Yy 3aBIaHHAX
kiacudikarii, mpore He30aIaHCOBaHI a00 MPOCTOPOBO CKJIAIHI CIIEHW B CTATUYHOMY aHaTi3l
BUMAararoTh riOpUIHUX MTPOTOKOJIIB, IO MICTATH SK TNI00abHI, TaK 1 MOMiKcenpHi omiHkH [12].
Accuracy BUMIPIOE YaCTKy MPAaBHIIBHUX MPOTHO31B CEpell yCiX 3pa3KiB, 3a0e3Meuy0qn MPOCTUi
r106anbHK iHAMKATOpP POAYKTUBHOCTI. [1 mepeBara mossrae B mpOCTOTI Ta iHTepIpeTalii As
30aT1aHCOBAaHUX 3aB/aHb Kiacudikalii 3 BAKOPUCTAHHIM apXiTEKTyp, TaKuX K ResNet, e BOHa
e(EKTUBHO OIIHIOE 3araJIbHy HaJIHHICTh MOJIEN B MapKyBaHHI CTATHYHUX CLEH (HAPHUKIAI,
MICBKUX cepenoBui). OmHaK accuracy nae 301 y He30aTIaHCOBaHUX HAOOpax JaHWX, TUIIOBHX




Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

JUTS aHAJTi3y CLIEH, JIe TOMiIHAHTHI KiacH (Hampukiaj, (JOHOBI MIKCelNi) 3aBUILYIOTh MTOKa3HHUKH,
MacCKyIOYH HEeBJIa4l Ha PIAKICHUX 00’ €KTax (sSK MPUKIIAJI, MIIOXO0IH).

Precision (TP/(TP + FP)) i Recall (TP/(TP + FN)) po3B’s3yt0Th OKpecCJCHI MpoOIeMH,
30CEPEKYIOUNCh Ha MPOAYKTUBHOCTI MO3UTHBHOIO Kiacy. 30KpeMa precision TepeBeplIye
B MiHIMIi3allli MOMUWIKOBUX TPUBOT y 3aBAaHHAX BUsABIEHHS 3 YOLO abo Faster R-CNN, Tonl sk
recall 3abe3nedye BceOlYHE OXOIUIEHHS €JIEMEHTIB cueHH. OOMeXeHHs nependadaroTh
YYTIUBICTH JO TMOPOTIB YINEBHEHOCTI Ta HE30aTaHCOBAHOCTI KIJIACIB, IO MOXE MPHU3BOIHTH
JI0 KOMITPOMICIB y pealbHOMY Yaci CTAaTUYHOTO BHsIBIICHHS [ 13].

Fl-score — mue rapmoHiiiHE cepeaHe MDK precision Ta recall, mo Oanancye ix,
BUKOpUCTOBYEThCS B 40-59 % mociimkeHp A MyJbTHKIACOBHX 3aBlIaHb. Merpuka Fl-score
MIPOTIOHYE CTIMKICTh I He30aJaHCOBAaHUX CTAaTUYHUX CIIEH y KiIacupikaropax ado AETEKTOpax
CNN 1 € 0coOIMBO KOPHCHOIO JJISl OIIHIOBaHHS BapiaHTiB U-Net y ceMaHTHYHIN cerMeHTarlii,
ne xoedimieHT Dice (exBiBajeHT F/ st OlHApHUX BHITAJKIB) KIJIBKICHO OIIHIOE TEPETHH,
JOCATAI0YM BUCOKHX MTOKa3HUKIB y HAOOpax TaHUX MiCbKOTO KepyBaHHs. OnHak F'/-score irHOpYe
IIPOCTOPOBI HIOAHCH, OOMEXYIOUH HOT0 KOPHCHICTh B apXiTEKTypax, II0 BUMararoTh TOYHOCTI
MeK, Takux sk CNN Ha 0a3i po3mupeHrx KOHBOJOLIN (Hanpukiuan, DeepLab).

IoU omiHioe mpocTopoBwii TepeTuH (TepeTuH / 00’€qHaHHS) MK TepeadadyeHUMH i
peaTbHIMH PEriOHaMHM, IO € KPUTHYHUM Ui CETMEHTAIlil B CTATUYHHUX cleHax. OOMeKeHHs
nependavaTh HEYYTIMBICTH IO IMOMHJIOK MEX 1 IMOMWJIKOBHX TO3WTHBIB 1032 pErioHaMu
nepeTuny, pooistun loU MeHI 1/1ealbHUM ISl 3aBAAHb 3 IPIOPUTETOM Ha BUSIBICHHS.

mAP arperye cepeiHIO TOYHICTh 10 Kjacax Ta noporax loU, nepeBepllyioun y BHUSBJICHHI
00’extiB 3 YOLOVS, ne dikcye Bapiamii macmTa0iB y craTHdHUX cueHax (Hampukian, mAP 0.88
y TIOPIBHSUTBHUX JOCIipKeHHX ). Henonikom mAP € o6uncimoBaabHa IHTEHCUBHICTD 1 3aJI€KHICTD
BiJl BHOOPY MOPOTY, 110 MOKE€ HEJIOOI[IHIOBATH MO/IEII B PO3PIKCHUX CLICHAX.

VY tabn. | cucremaTn30BaHO iHPOPMALIiIO TIPO METPHUKH, SIKI HaYaCTille BUKOPUCTOBYIOTHCS,

iX mepeBaru i HEJJOJIKH.

Tadmuus 1. [lopisusivha xapakmepucmuxa mpaouyitiHux Mempux

PexomennoBane
Metpuka | 3acTocyBaHHA IlepeBaru Henodiku 3aCTOCYBAHHA B
apxitektypax CNN
IIpocra
P ’ Bpasnusa no
IHTYITUBHA; . ResNet
.. He30a1aHCOBAHOCTI; R
Accuracy Kiracudixkartis nmobpe mist TUTSL KacuQikarii cieH
MAacCKy€ TTOMILITKA B
30aJIaHCOBAHUX . (manpuknan, ADE20K)
PIAKICHHUX Kiacax
JIAHHUX
Minimizye
TTOMHUJIKOBI . YOLO/Faster R-CNN
. IrHOpY€E MOMHITKOBI
MO3UTHBHI; . JUTS BUSIBJICHHSI B
.. . HEeTaTUBHI; .
Precision Jetexis KOPHCHA JIJIs . CHOCTEPEKEHHI
3aJ1CKUTh B1J]
YHUKHEHHS
mopory
IIOMHIIKOBHUX
TPHUBOT
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Kineyv mabauyi 1

PexomengoBaHe
Metpuka | 3acTocyBaHHSA IlepeBaru Henoniku 3aCTOCYBAHHA B
apxirekrtypax CNN
3abe3neuye
. Moske Tpu3BOANTH
BUSIBJICHHS BCIX U-Net niist cerMeHTAaIlli
. .. 10 OaraTbox .
Recall JeTexis 00’ €KTIB; B MEAMYHOMY aHai3i
ITOMMJIKOBHX
KpUTHYHA IS
IMO3UTHUBHHX
ITOBHOTH
banancye precision | IrTHOpye pocTopoBi IopunHi Momem s
Fl-score CermMeHrariis Ta recall; cTilika 10 | JeTalli; IpUITycKae | iMOalaHCOBaHUX HAOOPIB
He30a1aHCOBAHOCTI | PIBHY BayKJIUBICTh
Bumiproe
MIPOCTOPOBY Heuytnusa 1o HRNet/PSPNet
IoU Jlokamizanis TOYHICTh; CTiHKa MMOMHJIOK MEX; HE JUUI CEMAaHTHYHOT
JI0 iMOaJiaHCy Ut Kiacudikarii cerMeHTarlii
KJIaciB
Arperye no
KJIacax Ta YOLOvS s BusiBieHHS
. . OO0YHCITIOBAIIBHO .
Kommnexkcui nmoporax; Bce0iuHa 00’€KTIB Yy CTATUYHHX
mAP CKJIaJTHA; 3aJICKUTH
CLICHH JUIST . CIIeHaX
Bix Bubopy loU
0araToOKJIaCOBHX
3aBJaHb

Bubip MeTpuK Tako 3alieXuTh Bill apXiTekTypu CNN, sika BUKOPHCTOBYETHCS JJISI aHAITIZY
CTaTWYHMX cueH. Hampukman, muist 3aBnans kiacudikamii 300paxkeHp, e MOTpiOHO BH3HAYUTH,
JI0 SIKOTO KJIACy HAaJIeKUTh 300pa’keHHs, 9acTO BHKOPHCTOBYIOTH accuracy, precision, recall
ta F'l-score.

Jlis1 3aB/IaHb CerMEHTAIli1 300pakeHb, Jie MOTPiOHO PO3ATNTH 300paskeHHsI Ha Pi3HI TUISHKH,
3acTOCOBYIOTH [oU Ta iHIIII METPUKHU, OCHOBAHI Ha MIKCEIbHINA TOYHOCTI.

Jnst 3aBmaHb JETEeKIii 00’€KTiB, J¢ MOTPIOHO BUSBUTH Ta JIOKANi3yBaTh OO €KTH Ha
300pakeHH1, BUKOPUCTOBY€EThCS mAP.

Jns knacudikamii B CTATHYHUX ClieHaX (HApUKIIal, MapKyBaHHS ClieH 3 ResNet) HaitOIbII
peneBaHTHI accuracy ta Fl-score, NMOMOBHEHI precision/recall s iMOallaHCy; MPOTOKOJIA
nependadaoTh Kpoc-Balligallito Ha Habopax naHux, Hanpukiang ADE20K. 3aBnaHHs BHUSBIICHHS
o0’extiB  (Hampukian, YOLO wa wnHabopax tumy COCO 1yis  CTaTHYHHX 300payKeHb)
npioputu3yots mAP 3 moporamu loU, nmaioum 3MOry aHajli3yBaTH TOMHJIKH 4Yepe3 KpuBi
precision-recall 1y KpUTUIHUX 3aCTOCYBaHb, SIK-OT CIIOCTEPEKECHHSI.

Cemantnuna cermeHnTarisi (Hanpuknan, U-Net na CamVid) pekomennye mloU Tta Dice/F1
3 MIPOTOKOJIAMH, IO MICTATh TOYHICTH MEPEIHHOTO TUIAHY IS KJIaciB, OPIEHTOBAaHHUX HA OE3MeKy,
Ta vac iHhepeHcy I PeaTbHOro Yacy.

I"OpuaHi TIPOTOKOIH, SIKi TOEAHYIOTh mAP/[oU 11t TAaHONITUYHHX 3aBIaHb, 3’ SIBJISIFOTHCS JISI
BCEOIYHOTO PO3YMIHHS CIIEH, 3a0€3MeUyI0Ur Y3TOKCHHSI METPUK 3 00MEXEHHSIMH PO3TOPTaHHS,
Harnpukiag FPS B aBTOHOMHUX cucTemax [ 14, 15].
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VY Tabn. 2 mogano iH(OpMAIi0 MO0 BUKOPUCTAHHS METPHUK 1 IPOTOKOJIB OLIHIOBAHHS JIJIS
PI3HOTO KJacy 3aBJaHb.

Tabauus 2. Peresanmui mempuku ma npomoxoiu 0Jis1 KOHKPEemHUX K1dci 3a80atb

Kaac PexomenaoBani IIporokoan Mpuxaaau
3aBIaHHA MeTPHUKH OI[iHIOBAHHSA apxitektyp CNN
. Accuracy, Fl-score KpOF-]?aJ'III[aLIIH,
Knacuikarttist 300paxkeHn Precisi(;n Recall ’ aHaji3 iMbamaHcy ResNet, VGGNet
Ha ADE20K
Arperartis 1o xKjiacax,
BusiBienus 00’ €xTiB Prencq';if())’n]—%i;all noporu lot/0.5-0.95 YOLO,
) "Ha COCO-tonibunx Faster R-CNN
KpHBI
Habopax
[NomikcenpHe
CeMaHTHYHA CErMEHTAIlis mloU, F1/Dice, OHIHIOBAHI, U-Net, HRNet
Foreground Accuracy gac iHpepeHcy
Ha CamVid/Cityscapes

[IIo6 00’€KTUBHO OIIIHUTH SAKICTH KOHTYPIB OYyJIO PO3pOOJICHO METPUKH, 30CEpEe/DKeHI Ha
reOMETPUYHUX BIACTUBOCTAX I'PaHUIlb, & HE HA 00’ €MHOMY IEPEKPUTTI.

Boundary IoU (BloU) € xm040BUM TIOKa3HHKOM, CIPSIMOBAHMM Ha TOJOJAHHS HHU3bKOI
YYTJIMBOCTI cTaHAapTHOTO [oU 0 TIOMIIIOK TPaHHIIb, OCOOIUBO JIJIsl BEIUKHUX 00’ €KTiB. 3aMiCTh
TOTO, 100 PO3TJIAAATH BCl MiKceni Macku, BloU o0uunciiioe NepeKpUTTA-Hal-00’ € JHAHHSAM JIHIIe
JUTSL TIIKCEJTIB, PO3TAIIOBAHUX Y TPAHUYHOMY perioHi (Boundary Region).

OcHoBHi nepeBaru BloU monaraioTh y WOTO 37aTHOCTI HAaJaBaTU KUIbKICHUM Tpaji€HT,
KU Oe3mocepeIHhO MOKpaIlye sIKICTh TPAHUYHOI CerMEHTallli, a TaKoX y Horo 30aiaHcoBaHil
peakiii Ha TOMWJIKH HE3aJeXHO BiT po3Mmipy o0’ekta. BloU 3MeHIIye yHepemKeHICTb,
Ky J€MOHCTpY€e cTaHgapTHuid loU moao BeIuKux cTpyktyp [16].

MeTtpuku Ha OCHOBI BijfctaHel, sik-0T Hausdorff Distance (HD), Average Symmetric Surface
Distance (ASSD) i1 Normalized Surface Distance (NSD), 3a0e31euyiOTh OILIHKY I€OMETPUYHOT
po30iKHOCTI Mik KOHTypamu. CuHepretuuHe BUKOpUCTaHHs BloU (K cTaOUIBHOTO 1HIUKATOpa
3aranbHOl SIKOCTI KOHTYpY) Ta HD (sK 1HAMKAaTopa KaTacTpohiyHUX JIOKAIbHUX MOMHUIIOK)
rapaHTy€ MOBHHUM KOHTPOJIb T€OMETPUYHOT TOUHOCTI.

JInst TOCSATHEHHS HAMIMHOCTI B KPUTHYHHX CHCTEMax OI[IHIOBaHHS TOYHOCTI Mae OyTu
JIOTIOBHEHE OI[IHIOBaHHSAM BreBHEHOCTI Mojelni. UQ € 000B’SI3KOBUM €JIE€MEHTOM ISl BauTiiarii
HajiHOCTI Ta Oesmeku. KinmbkicHE OIIHIOBaHHS HEBH3HAYEHOCTI Ja€ 3MOTY BCTaHOBHTH,
HACKUTBKH OOpe HMOBIPHICHI MPOTHO3M MOENi (BIIEBHEHICTH) BIAMOBINAIOTH ii (haKTHUHIN
TOYHOCTI (KaJiOpyBaHHIO).

HaniitaicTs MexaHi3MiB UQ 31e011bII0T0 3aIEKUTH BiJl 00paHOT METPUKH.

Cepen KIIIOYOBHX METPHK KalliOpyBaHHS Ta JOKaJi3alil MOMHIOK MO>KHA BUOKPEMHTH TaKi:
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Expected Calibration Error (ECE) — crangapTHa METpHKa KaJTiOPYBaHHS — KiJIbKICHO OIIHIOE
Y3rOJUKCHICTh MK OT'OJIOIICHOKO BIIEBHEHICTIO MOJEII Ta i1 ()aKTUIHOI TOYHICTIO. AanTartis
ECE nyist cermenTalitii € HeoOX1THOIO JJTsT BaJIiAamii HaifHOCTI TPOrHOCTUYHHUX IMOBIPHOCTEI;

— Predictive Entropy (IpeIMKTHBHA SHTpOIs) 3HAUYHO mHepeBepiiye iHm merpukua UQ,
SIK-OT Bapiallist 4 B3aeMHa iH(popMallis, 3 orsiay sk kaniopysauus (ECE-label), Tax i 31aTHOCTI
10 sokanizauii nomunok (Uncertainty-Error overlap). Bucoka eHTpoITisi B IEBHOMY PEriOHi CIICHU
YiTKO BKa3ye, Jic caMe MPOTHO3 € HAWMEHII Ha I THUM.

— Area Under the Sparsification Error curve (AUSE) oniHIO€ €(EKTUBHICTH CaMOTO
MexaHisMy UQ; BUMIPIOE, HACKIJTBKH YCIIIITHO OIIHKK HEBU3HAYEHOCTI MOXKYTh OYyTH BUKOPUCTAHI1
JUTst i1eHTUDIKAIlT Ta BIIKUIAaHHS HAiO1JIBIII HEBIIEBHEHUX ITIKCEIIIB a00 MaTyiB, MiABUIIYIOYH UM
3arajibHy HaJlIMHICTh cucTeMHu. 3acTocyBanHsa A USE minTBepmkye, un € MexaHizM UQ pakTUIHO
KOPUCHHM JIJIs1 PO3POOJICHHS MEeXaH13MiB (DUIbTparlii Ta BiIMOBH.

5. O0roBopeHHsI pe3yJbTATIB JOCJIIKEeHHS

KommnekcHe omintoBanHga TouHocTi 3HM st aHamizy CTaTUYHMX CIIEH BHMAarae
napaneabHOr0 BUKOPHCTAHHS KUIBKOX TPYN METPHK. 3amporOHOBAaHO TiOpuIHUN (peiMBOpK,
KU 3a0€3MeYNTh TOBHY BaJaIlil0 MOE, MOKPUBAIOYH 3aralibHU 00’ €M, TEOMETPUYHY SIKICTh
Ta HA(WHICTG:

Overlap (IoU, Dice Score) — 6a30Ba OlliHKa 3arajJbHOTO MOKPUTT.

Boundary / Geometry (BloU, HD, ASSD) - rapaHTyBaHHS T€OMETPUYHOI TOYHOCTI
Ta BUSIBJICHHS TPAHUYHUX TOMUIIOK.

Reliability / Calibration (ECE, Predictive Entropy, AUSE) — OILiHIOBaHHS BII€BHEHOCTI
Ta JIOKaIi3arii MIOMHJIOK.

et migxim po3B’s3ye TpoOieMy Y3TODKEHHS MUIeH: MOJemi, $KI ONTUMI3YIOThCS
mig  ¢GyHKImii  BTpaT, [0 MICTITh TI'PAaHUYHO-OPIEHTOBAaHI  METPUKH  (HAIPHUKIA,
Generalized Surface Loss), OyayTh HaJIe)KHUM YHWHOM BHHArOpOJKEHI B TpOIeCi Baimamii
3a gonomororo BloU ta HD.

BloU 3abe3mneuye O1IbIII CTIpaBEAJIUBY M MacIITaOHO-30aJIaHCOBAHY OIIHKY MTPOTYKTHUBHOCTI,
10 € KPUTUYHO BKIIMBHUM Y POOOTI 3 TETEPOTCHHUMHU CIIEHAMHU, JIe€ 00’ €KTH CHIIBHO Pi3HSITHCS 32
pO3MipoMm.

Iaterpamis UQ, o0co0iauMBO Yepe3 METPUKH, SKI 3JaTHI [0 JIOKaji3amii TMOMMIIOK,
€ HeOOXITHOIO JUIA HiABUILIEHHS HAIHHOCTI CUCTEM.

Predictive Entropy 3aBmsiku CBOil BHUCOKIM HaJIIMHOCTI Ja€ 3MOTY TOYHO 1ICHTH(]IKyBaTH
JUISTHKY CIIEHHM, i€ IPOTHO3 € HaliMEHIII BIIEBHEHHM.

[IpenukTUBHA E€HTPOMIiS BUMIPIOE CTYIIHb "4MCTOTH" PO3MOALTY HMOBIPHOCTEHW Kiacy B
kokHoMYy mikcedi. [Io Buima earpomis, To O1IbII HEBU3HAYEHU MMPOTHO3 MOJIETI II[0JI0 TOTO, 10
SIKOTO KJIacy HaJIeUTh TiKcelb. EHTporis e(peKTHBHO BHUKOPHUCTOBYETHCS I JIOKaTi3amii
nomMuiok. [10pumHuii  QpeMBOpK OIlIHIOBAaHHS — 1€ OaraTOBUMIPDHHM 1HCTpYMEHTApii,
MpU3HAYCHUHN 711 3a0e3nedYeHHsT TOBHOT KapTUHU NMpoayKTuBHOCTI 3HM 3a mMexxkamu mpocToro
BIJICOTKA TEPEKPUTTSA. Y TaOyu. 3 BIATBOPEHO B3aEMOJIF0 KOMIIOHEHTIB 3aIllpOIIOHOBAHOTO
riopumHoro GperiMBOpPKY.




Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

Tabaunusa 3. B3aemooiss kKomMnonenmie 3anponoHo8arH020 GpetumsopKy

Mertpuka o Bumiproe? BupimyBana KurouoBa posb y
npodiaema (dpeiimBopky
loU/Dice O6’emue BazoBwii piBeHb YcTaHOBIIEHHS 3arajlbHOTO
MEPEeKPUTTA TOYHOCTI yCmixy
Boundary IoU TouHICTH KOHTYPY Heuytnusicts loU leomeTpuyHa SIKiCTB,
(BloU) JI0 TPaHHUIlb 30alaHcoBaHa OI[iHKA
Hausdorff MakcumaibHa BusBneHHs J1I0KaabHUX [nnukarop Ge3nexu
Distance (HD) MTOMHUJIKA KaracTpod Ta HasBHOCTI BUKHUIIB
Predictive Entropy JloxanbHa Jlokamizartis 3abe3medeHHs HaliHHOCTI,
HEBU3HAYEHICTH HEHAIIMHUX 30H M€EXaHi3M BIIMOBH
ECE KaniopyBanus Henogipa mo Baninanis nosipu
BIIEBHEHOCTI HMoOBipHOCTEH JI0 IPOTHO31B MoAEi

Hwxkue HaBeneHHMH pPEKOMEHIOBAHWN TPOTOKON JUISl PENPE3CHTATUBHOTO OIIHIOBAHHS
MoOJIeTIel aHai3y CTATUYHHX CIICH.

1. YiTko 3am0KyMEHTYBaTH TPENPOIECHHT, ayTrMEHTallii Ta pPO3MITKy; 30epertu seed-u
i omyOJIiKyBaTH KOJI.

2. OOupatun HaOlp METPUK BIAMOBIIHO OO 3aBIaHHA: JUisi cerMeHTamii — mloU +
boundary F-score + Pixel Accuracy; nmna perekuii — COCO mAP(0.5:0.95) +
AP@0.5 + recall@K + analysis by object sizes.

3. [ToGynyBatu noBipui iHTepBaNHU (bootstrapping) 1ist KTIOYOBUX METPHK.

4. [Tposectu cross-dataset evaluation, SKIIO MeTa — y3araJibHCHHS B 3MIHEHHUX JIOMCHAX.

5. Ouinutu kaniOpyBanus (ECE, NLL) 1 B pa3i noTpedu 3acTocyBaTH METOIU KaniOpyBaHHS
(temperature scaling) a6o UQ (ensembles, MC Dropout).

6. [IpoBectu robustness checks (1ryMm, 3MiHeHe OCBITIIEHHS, TeOMETpUYHI TpaHchopmariii) i,
SIKIIIO HEOOX1aHO, adversarial robustness aHaiis.

ETanu oriHtoBaHHs, IX OCHOBHA MeTa 1 KJIIOYOB1 METPHUKH OLIHIOBAHHS MOJIeINEH BIAMOBITHO
JI0 PEKOMEHIOBAHOTO MPOTOKOJY TIOJ]AHO B Ta0II. 4.

Tabmuus 4. Emanu oyiHiosauHs, ix 0CHOBHA Mema Ul KIIOY08l MEMPUKU OYIHIOBAHHS MOOeell

Ne ETtan oninoBaHHSA OcHoBHa MeTa Kurovosi aii / MmeTpukn
* JlokyMeHTallis: TPeTPOLECHHT,
. . 3abe3neueHHs] MOKJIMBOCTI ayrMeHTaIlii, po3MiTka
BinTBoproBanicTh T2 e - - ;
1 P —— MOBTOPHOTO OTPUMAHHS ®dikcaris Beix Seed-iB
HORY pe3ynbTaTIB (NumPy, ML framework)
* Tly6mikaris Komy
* Cermenraunis: mloU, Boundary
PeseBanTumii Ha6i OO0’ eKTUBHE OLIHIOBAHHS F-score, Pixel Accuracy
2 METDHK P SIKOCTI MOJI€JI1 BIAIIOBIHO * Netekuiss: COCO mAP (0.5:0.95),
P 110 3a/1a4i AP@0.5, Recall@K, 3AP_S, AP M,
AP L$
3 .. O1iHIOBAHHS CTATUCTUYHOL * T[loOymoBa 95 % noBipuux
JoBipui inTepBanu . . .
] 3HAYYIIOCTI Ta IHTEePBAJIIB IS KITFOUOBHX METPUK
(Bootstrapping) . . . .
BapiaTUBHOCTI PE3yJIbTATIB metosioMm Bootstrapping
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Kineyb mabauyi 4

No ETan oniHioBaHH# OcHoBHaA MeTa Kurouosi jii / meTpuku
. * TecTyBaHHS MO/ HA
Cross-Dataset OMiHIOBaHHS y3araJIbHCHHS y A
4 . . . 30BHiHBOMY, OOD
Evaluation MOJIeJIi Ha HOB1 IOMEHU ) .
(Out-of-Domain) HabOpi TaHUX
* OuinoBanuns: ECE
. OrniHrOBaHHS HAMIHHOCTI (Expected Calibration Error), NLL
KaniopyBanus ta *
5 vo nepeadoagTyBaHUX MeTtoaun
iMOBipHOCTEH (3a moTpedu): Temperature Scaling,
Ensembles, MC Dropout
* Ilpupoana Robustness:
TECTyBaHHS Ha IIyM, 3MiHEHe
OMuiHfOBaHHS CTIHKOCTI 70 OCBITIICHHSI, TEOMETPUIHI
6 Robustness Checks MIPUPOTHUX 1 BOPOIKUX Tparchopmarii
CIIOTBOPEHD * Adversarial Robustness: anani3
CTIHKOCTI O BOPOXKUX aTak
(namp., PGD)

Leit mpoTokout 3a0e3medye YiTKHiA 1 BCEOTUHMIA MiIXi/1 10 OLIHIOBaHHS MOJIEJIeH aHaTi3y CLieH

3a MeXaMH JIMIIE METPUK TOYHOCTI (accuracy / mAP) 1 6epyuu 10 yBaru CTaTUCTHYHY 3HAYYIIICTh

(CI), y3aranbuenHs (cross-dataset), xaniopysantst (ECE) Ta cTiliKicTb (robustness).

Pe3ynbpTaTi BHKOPUCTAHHS IHOTO MPOTOKOJY JIJISl OIIHIOBAHHS MOJIENI JIeTeKIii 00’ €KTiB
YOLOvS-L na vabopi COCO noxano B Tadi. 5.

Tabauus 5. Pezyromamu UKOpUCMAHHS NPOMOKOLY OJIs1 OYIHIOBAHHS MOOei OemeKyii 00 'ekmig

No ETan ouiHoBaHHs Aerani peaizauii/ Pe3yabTaTtu BucnoBok
MeTPHUKH
) Dikcaris
. ) Monerm: Y?LOVS_L,' Global_Seed = 101. Bucoka
1 BinTBoproBanicTn AyrmenTauii: Mosaic, Kozl HaBYaHs BUITBODIOBAMICTE
Flip, MixUp, HSV A ATEOP
OITy0IIiIKOBaHO
COCO mAP mAP: 49.8 %. Jo6pa 3arampHa
. (0.5:0.95), AP@0.5, AP@0.5: 68.2 %. MPOJIYKTHBHICTB,
2 Habip merpuic Recall@100. Anani3 $AP_S$ (Small). aie ciabKicTh 110
3a po3Mipamu. 31.5 %. Maux 00’ €KTiB
o Bo?tstmp;img 95 % CI w15t mAP: Pesynprar
3 HoBipui inTepBanun (500 iTepartiit) ms [49.1 %, 50.5 %] CTAaTUCTUYHO
COCO mAP ' T CTabiIbHU
TectyBanHs Ha Open mAP I_{a Open Mogenp yyTauBa 10
Images: 38.9 %. K
4 Cross-Dataset Images V6 (naims 3MiHU JOMEHY
(OOD-nabip) 1a 10.9 ) (Domain Shift)
ITouatkoBo
OuinroBanusg ECE ta | ECE no: 6.2%. ECE .
. . nepekaniopoBaHa,
5 KaniopyBanus NLL. 3acTocyBaHHS micas: 4.1 %. IO BHIIDABICHO
Temperature Scaling NLL:0.75 Y P ]
Temperature Scaling
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Kineyb mabauyi 5

Herani peamizamii /

adversarial atak

koHTpacT (-8.3 %),
PGD Attack (-48.3 %)

Ne Etan oninoBanHs PesynbTarn BucnoBok
METPHKH
. Tapinna mAP:
B mrymy, 3minu wryau (-6.7 %) Hyxe BpazmuBa 110
6 Robustness Checks OCBITJIEHHS Ta y ' ! Adversarial Attacks

1 3MiHH KOHTpacTy

HpI/IKJ'Ia,I[ BUKOPUCTAHHS MPOTOKOTY OI_[iHI-OBaHHH JUIS 3aBJAHHS CEMAHTHUYHO1L CCFMGHTaHﬁ 3

BUKOPUCTAHHAM MoJjieni U-Net Ha aepo(hOTO3HIMKaxX HaBeAECHO B Ta0I. 6.

Tabmuus 6. Pezyromamu BUKOPUCMAHHS NPOMOKOLY ons OYIHIOB8AHHSL Mmodeni
CeMaHMU4HOl cecMeHmayii
. Hetaui peanizanii /
Ne ETan oniHloBaHHA PesyabTaTtn BuchHosok
METPUKH
Mogpens: U-Net Seed: Global Seed = | 3abe3nedeHo "iTKe
(VGG-16 six 888. Ayrmenranii: JOKYMEHTYBaHHS
1 BiaTsopioBanicTs KOJIyBaJIbHHK). BUTIAJIKOBE apxiTeKTypH' ;l“a
IIpenpouecunr: obOepTaHH4, ayrMEHTalll
HopMaizarist RGB BHUITAJKOBA 3MiHA
mo $[0, 1]$ macmraby (0.8-1.2)
mloU, Boundary F- mloU (3arampHuil): Xopora 3arajibHa
score, Pixel Accuracy. | 75.3 %. Boundary F- MPOIYKTHBHICTb,
. Amnanis 3a knacamu: | score: 710.1 %. mloU ajne ci1abKiCTb y
2 Ha0ip meTpuk . .
BOJIa, POCIUHHICTb, (mricok): 89.5 %. CerMeHTarii
micok, OyniBii mloU (OyniBii): OyniBesb (MEHII Ta
60.2 % cKiaHimi Gopmn)
Bootstrapping 95 % CI s mloU Pesynbrar ans
e (700 iTeparrii) (Oymiemi): [58.5 %, CKJIaJTHOTO KJIaCy
3 Aosipui inTepsaiu TSt MeTpuku mloU 61.9 %] € CTaTUCTUYHO
(OymiBii) 3HAYYIIIAM
TecryBaHHS Ha mloU wna Potsdam: Mogpenp 4yTauBa 10
OOD-Habopi Potsdam 65.9 %. 3MiH Y KOJIbOPOBIii
4 Cross-Dataset (ae.pO(iJOTO3I.{iMKI/I 3 (maminus Ha 9.4 1.1.) | TaMiTa PO3I[iJ]I>Hiﬁ
iHImoro micra / 3IaTHOCTI 300pakeHb
KaMepH) 3 MaIliHrOM IHIIOTO JIOMEHY
KJ1aciB
OuinroBauus ECE ECE: 5.1 %. Mopens Mae moMipHe
ta NLL NLL:0.45 nepexaniopyBaHHsL.
5 Kaniopysanns Heo0xigne moct-xok
KaniOpyBaHHs (Harp.,
Temperature Scaling)
TecryBaHHs Ha: Haninasg mloU: Uytusa 10
CHMYJIALISL XMapHOCTI CUMYJISILIS 3aTEMHEHHS / 3MiHH
6 Robustness Checks (3Mminm sickpaBocTi Ta | xMmapHocTi (-4.8 %), | KoHTpacty, IO iMiTye
KOHTPACTY ), CTHCHEHHS CTHCHEHHS XMapHy MO0y
JPEG (BucoKa SIKiCTb) JPEG (-1.1 %)
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Ile#i mpukiayg HEMOHCTPYE, SK MPOTOKOJI MOXKE OYyTH 3aCTOCOBAaHHWM IS OIIHIOBAHHS
MOJIeTll CerMeHTanii aepoOTO3HIMKIB, BHUSBISAIOYM ii CIAOKOCTI Yy CETrMEHTAIil Maux
00’ekTiB  (Hampukiam, OymiBeNb, 3€JICHHX HACaPKCHb TOMO0) Ta YyTIHBICTH  J0
MOTOJTHIX YMOB (XMapHOCTI).

6. BUCHOBKH ii NepcneKTUBH MOJAJBIIUX T0CTiIKeHb

[TopiBHSIHHS METOIAMK JEMOHCTPY€E, L0 IS aHAi3y CTaTHYHUX CIEH ONTHMAaJbHO
KOMOIHYBaTuU MeETpUKU: accuracy Ta FI pana xnacudikaumii, loU 1 mAP pns netexuii.
Hatiedextupnima mAP 1 CkIagHuX CIEH 1 sl TeTeKIii Maaux 00’ €KTiB.

[lepcriektuBM  mependavaroTh  PO3POOJICHHS  TIOPUAHUX  METPUK 3 €JIEMEHTaMHU

MOSICHIOBAHOCTI JIJIs1 Kpanioro po3yMiHHs moMuiiok CNN.

JloCImiKeHHST TAKOXK IMiATBEPAMIIO HETOJIKA BUKOPUCTAHHS TPAJIUIIIHHIX METPHK ITEPEKPUTTSI
(loU, Dice Score) nns 00’€KTHBHOTO OIliHIOBaHHs TeoMeTpuuHoi TouHocti 3HM B aHamisi
CTaTMYHHUX CIICH Yepe3 iX HeUYTIMBICTh 0 TPAHUYHKX IOMUJIOK (boundary un-awareness).

Y aockoHaNeHHS METOIWK OIIHIOBAaHHS BHMAarae Iepexony N0 TiOpumgHoro (GppeiMBOpKY,
OCHOBAHOTO Ha JIBOX acCIeKTax:

- TpaHWUYHA TOYHICT, — YymnpoBamkeHHS Boundary loU (BloU) Tta MeTpuK BiACTaHI
(HD, ASSD) 3abe3mneunth HEOOXITHY YYTIHMBICTH IO MOMHIIOK Ha KOHTYpax, IO € >KUTTEBO
BKJIMBUM JIJI1 BACOKOTOYHUX T€OMETPUYHUX 3aCTOCYBaHb, Takux sik MMDE;,

- HaJIMHICTh — IHTETpallisd KUIBKICHOTO OIIHIOBaHHS HeBU3HaUeHOCTI (UQ) 3 npioputreToM
Predictive Entropy ta ECE, € 000B’13K0BOTO 7151 BaJlifallii 0e3meku Ta KajuiopyBaHHs BIIEBHEHOCTI]
MOJENI.

3anpornoHoBaHU# T10puaHUN (HpeiMBOPK 3a0e3nedye OUTBII MOBHY il 00’ €KTHBHY KapTHUHY
npoayktuBHOCTI 3HM, 00’€qHYIOYM OIIHIOBaHHS TE€OMETPHYHOI SKOCTI Ta KaJliOpyBaHHS
BIICBHEHOCTI. YTIPOBA/PKEHHS TPAaHUYHO-OPIEHTOBAHUX METPUK CTUMYJIOE PO3POOICHHS
apxiTekTyp 1 QYyHKIIi# BTpaT, AKi 0e3MocepeIHhO MOKPANLYIOTh TOYHICTh KOHTYPIB, OCKUIBKH 111
3ycuyutsl OyAyTh HAJICKHHUM YHHOM BHHAropokeHi. lle miaBumiye 3aranpHy HaIidHICTh CUCTEM
KOMIT FOTEPHOTO 30pY B KPUTUYHUX JJOMEHAX.

[Momanbii OCHiHKEHHS MOKYTh OyIyTh MPHUCBSUEH] aJanTalii METPHK 10 peaJbHOro yacy
i iHTerparlii 3 BeTUKUMU MOJICTISIMU, sIK Vision Transformers, po3po0iieHHIO TOpuaHNX QYyHKIIN
BTpaT, MO0 Oe3MocepelHb0 ONTHUMI3YIOTh TPAaHHUYHO-OPIEHTOBAHI METPUKH (HAIIPHUKIA,
BloU Loss ab0 Loss-QyHKIIi1 Ha OCHOBI ITOBEPXHEBOT BiICTaH1), IUTs 3a0€3MeYCHHS] MAKCHUMAaTbHOL
Y3rOJKEHOCTI MK HaBUAHHSIM 1 BaJIiIAII€TO.

[lepcrieKTUBHUMH TaKOX € JochifpkeHHs Ta yHidikamiss UQ-pperMBOpKiB, 30KpeMa
PO3pO0JIECHHSI METPHK, SKI TIOEHYIOTH MTPOCTOPOBY JIOKATI3AII0 HEBU3HAYCHOCTI 3 UYTJIMBICTIO
1o rpanutlb (Boundary UQ) nyst miABUIIICHHS HAAIMHOCTI OLIHIOBAHHS KPUTHYHHUX 00’ €KTIB.
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CHOOSING AN ACCURACY ASSESSMENT METHOD
FOR STATIC SCENE ANALYSIS TASKS BASED
ON CONVOLUTIONAL NEURAL NETWORKS

The object of the study is the quantitative assessment of the accuracy and reliability of convolutional
neural networks predictions in static scene analysis tasks, including semantic segmentation
and monocular metric depth estimation. Theoretical, analytical and empirical scientific research
methods were used: comparative analysis, synthesis, systematization, experimental modeling, and others.
The relevance of the research is due to the fact that traditional accuracy assessment metrics do not always
take into account the specifics of static scene analysis tasks - class imbalance, localization and small objects,
noise or variable lighting. This reduces the accuracy assessment of the results and requires the
implementation of hybrid metrics, boundary-oriented metrics and uncertainty quantification (UQ)
to ensure the reliability and security of the systems. The aim of the research is to substantiate
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and select the most effective and appropriate accuracy assessment method for static scene analysis
tasks based on convolutional neural networks by comparing and systematizing existing metrics, analyzing
their advantages and limitations in different classes of tasks, and developing an integrated framework
to improve the quality of assessment. To achieve this goal, the following tasks are solved
in the article: to conduct a comparative analysis of traditional metrics; to study modern approaches
and select relevant metrics and protocols for specific classes of tasks; to develop a conceptual hybrid
framework that provides full model validation, taking into account overlap, geometric accuracy
and confidence calibration. As a result of the study, the following conclusions were made: for the analysis
of static scenes, it is optimal to combine the metrics: accuracy and F1 — for classification, loU and mAP —
for detection. The most effective are m4P for complex scenes and for the detection of small objects.
A hybrid framework is proposed that provides full validation of the model, covering the total volume,
geometric quality and reliability. This framework combines boundary-oriented metrics to ensure geometric
accuracy and the methodology of quantitative uncertainty assessment for confidence calibration and error
localization. This solves the problem of the mismatch between the high accuracy
of models and the limitations of standard validation metrics. The transition to Boundary IoU
and distance metrics, in particular Hausdorff Distance, will provide scale-balanced and significantly higher
sensitivity to errors on the contours, and will serve as a tool for detecting catastrophic
local geometric deviations. The conceptual framework stimulates the development of more robust
and accurate CNN architectures.

Keywords: computer vision; semantic segmentation; object detection; convolutional neural networks;
evaluation metrics.
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M. Hulevych

EVALUATION OF THE EFFECTIVENESS OF THE TEST CASE
FORMING METHOD FOR C++ LIBRARIES BASED
ON A Q-LEARNING AGENT

Effective optimization of test cases (TC) is a prerequisite for improving the effectiveness of regression testing
of C++ libraries. The subject of the study is methods for forming (optimizing) TC for C++ libraries. The purpose
of the work is to evaluate the effectiveness of the method of forming TC for C++ libraries based on a Q-learning
agent. Research tasks: to improve the mathematical model of a Q-learning agent to increase the efficiency
of forming TC for C++ libraries in conditions of high sparsity of the state space of the Q-learning agent;
to investigate the influence of the parameters of the improved Q-learning agent model on its behavior under such
conditions; to consider the possibility of minimizing the formed TC by the method of their formation using the delta-
debugging algorithm for TC minimization; to evaluate the effectiveness of the proposed method and compare it with
known TC optimization methods. Research methods. The work uses the Monte Carlo Tree Search method, the
classical mathematical model of Q-learning, the delta debugging algorithm for TC minimization, and the greedy
algorithm for TC optimization. The effectiveness of the proposed method was evaluated on two open-source
C++ libraries using statistical analysis of 100 mathematical simulations of the configurations of the methods under
study. Results achieved: the effectiveness evaluation indicates that the proposed method provides the following
average values of TC optimization effectiveness coefficients for C++ libraries: the coverage retention ratio is
up to 1.225, the test suite compression ratio is up to 0.86, and the test suite execution time reduction ratio is
up to 0.74. It has been established that, when compared with the greedy optimization algorithm, the delta debugging
minimization algorithm, and the optimization method based on Monte Carlo Tree Search, the proposed method
significantly improves the efficiency of TC formation (optimization) for C++ libraries. Conclusions. The improved
mathematical model provides generalization of the experience of the Q-learning agent between similar test cases and
increases the efficiency of their formation in conditions of high sparsity of the state space of the Q-learning agent.
Thus, the results of evaluating the method of forming TC for C++ libraries based on a Q-learning agent confirm its
feasibility in solving the problem of forming (optimization) of TC for C++ libraries, which makes it possible to reduce
the length of TC in the test suite without loss of the branch coverage of the C++ library code being tested and to reduce
the execution time of TS. Further research will be devoted to the formation of TC for C++ libraries based on a deep
reinforcement learning agent.

Keywords: test case optimization; software testing; Q-learning; Q-table; delta debugging; code coverage;
minimization; C++; agent; reinforcement learning.

Introduction

Software testing is a key element of software quality assurance. The testing process uses test
suite (TS) consisting of test cases (TC) for interaction with the corresponding software interfaces
of C++ libraries and their components.

TC for C++ libraries and C++ libraries are developed in parallel, reflecting the practical
features of using the APl (Application Programming Interface, API) of the tested code.
They accumulate throughout the software development life cycle and gradually cover
a significant part of the functionality, as well as being the main source for verifying the correct

© Hulevych M., 2025
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behavior of the output software product when changes are made to the code base. As the volume
of such test cases increases, the cost of regression testing increases in both time
and computational terms.

C++ software libraries are used in large projects for image processing, file system operations,
data analysis, etc. In such conditions, changes to the C++ library code Ilead
to the need to re-execute a significant amount of TC in redundant TS to detect software regression
defects.

The execution time of C++ library TS can be reduced by optimizing the TC in the original
TS. Thus, the task of TC optimization (Test Case Optimization, TCO) without loss
of coverage is a relevant task that allows reducing testing costs, improving the informativeness of
TC execution results, and, as a result, ensuring the effectiveness of regression testing.

Previous studies have proposed a method for forming TC for C++ libraries based on
a Q-learning agent, which reduces the size of original TS without loss of branch coverage
of the code [1]. To justify the effectiveness of the proposed method, it is advisable to conduct
a comparative analysis with relevant TC optimization methods.

Analysis of literature

Over the past decade, a number of review papers have been published that provide
a fundamental understanding of existing TC optimization methods and criteria for evaluating their
effectiveness. Systematic reviews [2-4] provide a basis for understanding the task of TC
optimization, covering a broad classification of TC optimization methods, as well as the features
of software environments for researching TC optimization methods.

The importance of preserving the semantics of the original test suite, forming adequate criteria
for evaluating effectiveness, and adhering to the methodological foundations
of researching TC optimization methods is emphasized separately.

The task of TS optimization consists of three interrelated tasks: TCS (Test Case Selection,
TCS), TSP (Test Suite Prioritization, TSP), and TSM (Test Suite Minimization, TSM) [5].
The purpose of TCS is to determine a subset of TC that need to be re-executed after changes in the
program code of the library being tested. The purpose of TSP is the ordering of test cases in order
to maximize the speed of software defect detection. TSM removes redundant TC from the TS
while maintaining testing efficiency, thereby reducing the time required to execute the TS.

Machine learning is used to optimize TS [6]. In particular, clustering algorithms are effectively
used to reduce redundancy in TS and prioritize the TC [7].

They are capable of operating based on the performance characteristics of C++ library tasks,
which makes them useful for optimizing TC for C++ libraries without formal specifications
(documented requirements for C++ library behavior). Reinforcement learning can also be
effectively applied in these conditions [8].

An important factor in evaluating the effectiveness of TC optimization methods is the
classification into adequate and inadequate methods, as formulated in [9]. According to this
classification, adequate (coverage-preserving) TC optimization methods are those that ensure
the preservation of the full level of testing effectiveness relative to the original TS.
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After optimization, an adequate method guarantees that all structural (behavioral) constructs
of the software that were tested by the original test cases remain covered by the new test cases.

Thus, the adequacy characteristic is critically important in terms of the suitability of the TC
optimization method for regression testing, where the loss of the test case's ability to detect defects
in the software under test is unacceptable.

In contrast, non-coverage-preserving methods allow for a partial loss of testing effectiveness
in order to achieve higher test case compression rates. Inadequate methods can significantly reduce
the amount of test coverage by reducing the ability to detect software defects, makingthem
unsuitable for TC optimization for highly reliable software systems or libraries.

The need for adequate TC optimization methods is also confirmed by an analysis
of the peculiarities of testing C++ libraries [10], which focuses on the following aspects:

— the absence of formal API specifications in open-source C++ libraries, which increases the
role of methods capable of working in such conditions;

— the need to analyze the dependencies between test case instructions during execution in
order to optimize the TC effectively;

— the complexity of the execution environment of C++ software, which necessitates flexible
methods for forming TC for C++ libraries.

The author's previous work [1] provides a thorough overview of TC optimization methods —
delta debugging, dynamic slicing, integer linear programming (ILP) TC optimization methods,
methods based on classification and clustering, as well as hybrid methods.

To expand the analytical context of the previous work and clarify the role of individual
methods in modern TC optimization research, Table 1 provides a comparative description

of recent studies of TC optimization methods in different classes of problems.

Table 1. Comparative characteristics of studies of TC optimization methods in different classes

of problems
Research Method class Research features Research results
Heuristic method Representation of TC in the .
ATM method of TSP based on form of abstract syntactic Detection of up to 0.82
! software defects when
[11] evolutionary trees, search based on TC

search

similarity.

executing 50 % of TS.

GA-based Test
Suite
Minimization
(TSM) [12]

Minimization of
TS based on a
genetic algorithm

An analysis of the
configuration of vehicle
parameters based on a genetic
algorithm was conducted.

The possibility of finding a
balance between maintaining
coverage and reducing the
execution time of the TS has
been demonstrated.

Metaheuristic
Fault Detection
[13]

Metaheuristics for
detecting software
defects.

An analysis was conducted on
particle swarm optimization,
ant colony optimization,
cuckoo search, firefly
algorithm, etc.

Ability to work effectively
without prior knowledge of
software behavior. Low
reproducibility of results.
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Continuation of the Table 1

reinforcement
learning and a
genetic algorithm.

Research Method class Research features Research results
EA-based Evolutionar An analysis of the effectiveness | Effective allocation of time
e y of the method was performed | for testing software modules,
prioritization method of ith an i i the vol hich i h
[14] prioritizing TC with an increase in the volume ~ which increases the
' of input data in large projects. | efficiency of software testing.
RL+GA A hybrid method | The possibility of using genetic Acceleration of policy
Hybrid [15] based on algorithms to configure the convergence when training

input parameters of a Q-
learning agent was
investigated.

an agent on pre-configured
input data based on a genetic
algorithm.

General Monte

Monte Carlo Tree

An analysis of the applicability

The method is highly

fuzzing [17]

based on Monte
Carlo Tree Search
method

Carlo Tree Search of the Monte Carlo method for effective, but special
Search various classes of problems, improvements are needed for
(MCTS) study including modifications of the | different classes of problems.
[16] method and hybrid
configurations, was conducted.
Monte Carlo Prioritization of Testing model as a decision- The results prove the
Tree Search input data for making process. Investigation effectiveness of the method
input training deep of large input data search and show an increase of up to
parameters neural networks spaces for TC. + 30 % in code coverage

compared to basic methods.

Monte Carlo | Monte Carlo Tree | A classical algorithm based on | A fundamental algorithm that
Tree Search + Search method the Upper Confidence Bound laid the foundation for
UCT [18] with upper (UCB) is proposed. A classical modern methods based on
confidence bound combination of the MCTS Monte Carlo Tree Search.
method with the UCB
algorithm is proposed.
Greedy TSM | Greedy method of | Research on minimization of The results obtained prove
[19] TS minimization | TS based on a greedy algorithm the possibility of
depending on the size of input | compressing TS to 50-75 %
TS and test requirements. of the original size while
maintaining coverage.
Greedy TSM | Greedy method of Proposed two-criteria The effectiveness of the
[20] TSM optimization of TS based on a algorithm has been proven.
greedy algorithm. The results obtained indicate
a significant compression of
TS while maintaining test
requirements.
Greedy TSM | Greedy method of | Analysis of the effectiveness of | The possibility of compressing
[21] TSM the method based on mutation | TS by an average of 70 % with
testing. high software defect
detection capability has been
proven.
Greedy TSP | Greedy method of | Analysis of the application of | The results show a significant
[22] prioritizing TS the greedy method for reduction in TS while

prioritizing TS in regression
testing.

maintaining the ability to
detect software defects.
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Continuation of the Table 1

Research Method class Research features Research results
Delta Delta debugging A classic delta debugging Significant reduction of input
Debugging method for algorithm, ddmin, is proposed. | data without losing the ability
TSM [23] minimizing TS. to reproduce defects.
Delta Delta debugging Application of DD for Significant reduction in input
Debugging for method for localization of test cases data without losing the ability
Fault software defect leading to reproduction of to reproduce defects.
Localization localization. specified software defects.
[24]
Hierarchical Hierarchical Hierarchical version of DD for Reduction of the time
Delta modification of structured scenarios. required to perform TS
Debugging the delta minimization while
[25] debugging maintaining the effectiveness
method for of reduced test cases.
minimizing TS.

Probabilistic Stochastic A proposed probabilistic model The method considers the
Delta modification of based on the delta debugging syntactic relationships
Debugging the delta algorithm and the between elements and the

[26] debugging representation of code as an results of previous tests,
method for TS abstract syntax tree. which makes it possible to
minimization. reduce the average

processing time by almost
27 % and reduce the size of
the TS by 3.4 times
compared to existing
methods.

To evaluate the effectiveness of the proposed method of TC forming based on a Q-learning
agent, it is advisable to use those basic methods that:
— do not require large training data sets or pre-trained models describing the expected
behavior of the software;
—  can be applied to optimize TC for testing C++ libraries.
Greedy TC optimization algorithms remain the most effective and stable for minimizing TS.
Studies [19-22] show that TS minimization methods based on greedy algorithms provide
a significant reduction in TS size (up to 50-75 %) while maintaining the ability to detect software
defects and preserving testing efficiency.
TC optimization methods based on the delta debugging algorithm (classical admin,

hierarchical

and probabilistic modifications) [23-26] have stable

results

in the task

of minimizing TC with an increase in the volume of input data. They ensure effective localization
of minimal test cases subset while maintaining the ability to reproduce software defects. However,
these methods only optimize the structure of existing test suite without forming new test cases at
the API call level.

Search methods on the Monte Carlo tree, including those based on the UCT
algorithm [17-19], combine research and the use of acquired knowledge, making them relevant
for the formation of TC in large action spaces.
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At the same time, the application of the Monte Carlo method of TC optimization for
C++ libraries requires adaptation: mechanisms are needed to verify the validity of the formed TC,
determine the rational depth of the search tree, and limit the input data space.

Other groups — evolutionary algorithms, metaheuristics, and hybrid methods [13-16] -
demonstrate high efficiency on large input data space but are not effective in the task
of optimizing TC for C++ libraries in the absence of a predefined software behavior model
(without formal specifications).

Therefore, for a comparative assessment of the effectiveness of the proposed method,
the following were selected:

—  Greedy TC optimization algorithm;

- Delta debugging algorithm for TC minimization;

- Monte Carlo Tree Search method.

Thus, the choice of these methods as basic ones is justified from both a theoretical and
practical point of view.

Purpose and objectives

The purpose of the study is to evaluate the effectiveness of the method of forming TC for C++
libraries based on a Q-learning agent.

To achieve this goal, the following tasks are set in the study:

1. To improve the mathematical model of the Q-learning agent to increase the efficiency
of TC formation for C++ libraries in conditions of high sparsity of the state space of the
Q-learning agent.

2. To investigate the influence of the parameters of the improved Q-learning agent model
on the agent's behavior in such conditions.

3. To consider the possibility of minimizing the obtained TC using the proposed TC formation
method based on the delta-debugging algorithm for TS minimization.

4. To evaluate the effectiveness of the proposed method in a unified TC formation
environment, based on the original test suites of two open-source C++ libraries. Use the classic
greedy TC optimization algorithm, the delta debugging TC minimization algorithm, and the TC
optimization method based on Monte Carlo Tree Search as the main methods for comparison.

Main part

1. Classic Q-learning agent model

The task of forming TC for C++ libraries without API specifications can be formalized as a
Markov Decision Process (MDP) [27], where an agent builds a test case step by step, choosing the
next action from the permissible API space:

(SAP(sfs.a),R(s.a),7),
where S is the set of states corresponding to the state s; A4 is the set of permissible actions
in the state s; P (s' | s,a) is the probability function of transition to a new state after performing
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the action a in the state s; R(s,a) is the reward function provided for performing an action

a inthe state s; y (0,1) is the discount factor.

A test case of length # € N, which is formed as follows:

TC'=a,,a,,...,a,, & € A, (1)
consists of a sequence of a C++ library API calls.

The classic Q-learning algorithm belongs to the class of reinforcement learning methods,
which allow the agent to sequentially improve its action selection policy based on experience
gained during an interaction with the environment. The agent's goal is to maximize the expected
total reward by approximating the optimal action utility function:

Q"(s:2) = maxE[ 37 'R (s,,2,)] (2)
where 7 is the action selection policy.

The formula considers the randomness of transitions between agent states by maximizing the
mathematical expectation of the discounted sum of rewards. During training, Q-values

are updated according to Bellman's rule:
Q(St,at) <« Q(St,at)+ax[R(st,at)+yxmng(sM,a')—Q(st,at)J, (3)

where « € (0,1] is the learning rate multiplied by &' =[...] —the TDE (Temporal Difference Error,

TDE). The agent sequentially updates Q-values in the Q-table, learning to distinguish useful
actions (which increase the coverage or efficiency of the test case) from uninformative
or redundant ones.

The process of training an agent with reinforcement can be presented in the form
of a diagram shown in Fig. 1.

Update Append
the Q-Table Action
) Choose GetTC i Test
Q-Table an Action Agent Suffix Case
......................... > T T———
A
Get Reward or | Execute
Execution Error  § TC
i Y
Environment

Fig. 1. Diagram of the reinforcement learning process for a Q -learning agent

The agent interacts with the environment sequentially, selecting actions based on the Q-table,
updating it based on the results of the test case execution and the rewards received. Each interaction
cycle includes selecting an action, forming a partial test case, executing the action in the environment,
receiving a reward or execution error, and updating the corresponding Q -values in the QO -table.
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The classic Q-learning agent model allows the agent to be gradually trained in effective TC
construction strategies. However, the application of the classic Q-learning agent model to solve
the TC forming (optimization) problem for C++ libraries has a number of limitations:

— explosion of the state space dimension. The space of all possible API call sequences grows
exponentially depending on the complexity of the C++ library being tested. This approach leads
to high sparsity of the agent's state space in the Q-table — a large number of states occur rarely or
not at all, which complicates the generalization of the agent experience;

— lack of generalization between similar states. Classical Q-learning stores Q-values for

each specific state and does not take into account the structural similarity between agent states that
have common call suffixes. This approach can reduce the stability and speed of learning.

2. Improving the classic Q-learning agent model

The shortcomings of the classical Q-learning agent model, such as the explosion of the state
space dimension and the lack of generalization between similar agent states, are eliminated by
introducing an improved agent model based on a mixed Q-value estimation. To reduce
computational complexity, the state s, is restricted by introducing a test case suffix function.

Thus, let there be a current sequence of API calls of the tested library at step t that corresponds
to a partially formed test case (1), and let £ € N be the length of the call history.

Then, in the previous model [1], the agent's state can be determined based on the last £ actions
using the test case suffix function as follows:

o} ift=0
st «3a,...,a if0<t<k (4)
A, ;.q,--a, Ift>k

Unlike the classic single-layer Q-table, in which each state is stored separately, the proposed
model uses a multi-layer structure with hierarchical merging of test case suffixes. Each partially
formed test case TC' has a set of suffixes calculated according to (4), which can be represented as
follows:

Sur =18 li=1..k}. (5)
This approach allows us to interpret the Q-table as a multilayer table:
0(s,a)={0(s,0)” . 0(s.)"....0(s.a)"'}, (6)

(

where Q(S,a)(o) is the evaluation for the initial state of the agent, O(s,a) “) is the evaluation for

the suffix of the test case of depth % .

The concept of the spatial influence of TC suffixes is based on the theory of sequence
generalization in reinforcement learning [28].

When updating Q-values according to (3), the agent distributes the TDE not only to the current
state, but also to all its suffixes. Updates for each suffix depth level i =1,..,k are performed with

an exponential decrease in weight:
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Q(sf,at)<—Q(s,",a,)+a></1k+l”'xét, (7
where 1 e (0,1) is the decay coefficient of shorter TC suffixes influence.

The proposed rule for updating a multilayer Q-table is based on the classical principles of
reinforcement learning described in [29], which assume exponential decay of the influence
of past states on the parameter. The use of A discounting in the structural dimension of shorter TC
suffixes, as opposed to time discounting of rewards (eligibility traces), is based on the concept of
state aggregation [30], which allows generalizing Q-values for similar states.

When selecting an action a € A , the Q-value estimate for available actions is calculated as
the weighted average of Q-values calculated for all suffixes of the current state:

k (i)
- W x0(s,.q,
Q(S,a) =Zl:l ( ) . ’ (8)
Zi=lwi
w; is the weight coefficient of the suffix i, which is determined by the following formula:

w, = (]vl +§)ﬂ xlk+l—il (9)
where N, is the number of updates of the Q-table for the suffix i, & is a small stabilizing term,
and g e (0,1] is the experience amplification coefficient.

Thus, formula (8) describes the mechanism of generalizing Q-values in the proposed
multilayer Q-table. The weights w, combine the frequency of Q-table visits for TC suffixes and

exponential decay, which reduces the influence of shorter TC suffixes. This approach allows the
agent to use information from previous states.

Procedure 1 for multi-layer generalization of Q-values based on current state suffixes is shown
in Fig. 2.

Procedure 1. Multi-layer generalization of Q-values based on current state suffixes (BlendQ-Table)

Input data: 5. local s; < Equation _4(TC,i)
- 0 -Q-table 6. if Q(sf,a) 1=0 then

— A -—set of available actions 7. local N, (_CoumUpdates(Q,S;)
— s, —current state of the agent

6\P ki1
_ 4 —decay coefficient of shorter suffix influence | & focal v, (N, +10°)"2

— B —experience amplification coefficient 9. w, (a) < w, (a)+w-Q(s].a)
10. w,,, (a) < w,,, (a)+w,
Output data: 11. end if
— O —table of weighted average Q-values 12. end for
13.if w,,, (a)>0 then
Procedure body: 14. Q(a) “—w, (a) Iw,, (a)
1.if A= then return None 15. else
2. local w,,, < Dw, <3, 0« D 16. Q(a) 10
3. foreach acA do .
4. fori=1to Len(s,) do 17 end if
: _ ‘ 18. end for
5. local s| < Equation _4(TC,i) 19. return O

Fig. 2. Pseudocode of the procedure for multi-layer generalization of Q-values based on suffixes
of the current state
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Weighted averaging by Q-table visit frequency comes from [31, 32], which considers the role
of visit frequency in stabilizing Q-values and preventing overestimation.

During training, the agent applies an e-greedy policy in which actions are selected based on
multi-layer averaging of Q-values calculated for all suffixes of the current state according to

equation (8). The probability of selecting an action a, € A(s, ) in state s, is defined as:
arg max Q(s,,a’) (1-¢)

at = a'eA(s) , s (10)
rand A (s, ) &

where ¢ € (0,1) is the coefficient of stochasticity of the action space exploration.

Thus, formulas (8), (9), and (10) describe the modified &-greedy policy of the agent,
in which the choice of action is made based on the averaged Q-values for all state suffixes.
This policy combines the simplicity of classical Q-learning with the generalization of a multi-layer
Q-table, increasing the stability of learning and the accuracy of test case construction.

Algorithm 1 for agent training based on Q-learning is shown in Fig. 3, in which, unlike the
classical version, the TDE is distributed among all suffixes of the current state.

Algorithm 1. Agent training algorithm with multi-layer Q-table update
Input data: 4.local C,,, < GetCoverage(TC,)
— O —initial Q-table 5 local C — O
- TG, - original test case 6. local o, < Linear Decay(NEp,ep,ao,aﬁm,)
— keN,k>0 —call history length ,
. ; 7. local ¢, « LlnearDecay(Ne ,ep, go,gﬁml)
- a, €(0,1] - initial learning rate v v
. . 8.local R, <0, L0ss«0, s, « J,a, <«
- a,,, €(0.1] —final learning rate
' L . - 9. while C, <C,,, and not Over (Ae ) do
- & <(0,1) —initial exploration probability orig ?
. - . A 10. local N, <0
- &,, €(0,1) —final probability of investigation e
~ ye(01) - discount factor 11. local Q « BlendQTable(Q,s,,A,,, 4. )
~ N, €N —number of learning episodes 12. while N, <N, do
— N,,..eN —maximum number of retries 13. 4, < Equation _10(0.5,.A,,.¢,,)
— A —decay coefficient of shorter suffixes 14. TC « TC # q,
influence o N 15. if isValid (TC) then
— B —experience amplification coefficient 16. A, <A, la,
Initial data: 1; b;'eak
— O —trained Q-table. - else
19. TC « TClq,
Algorithm body: 20. N,,,, <N, +1
l.forep=1toN, do 21. end if
2. local TC « & 22. end while
3. local A,, < GetActionSpace (7C, ) 23.if N,y > Ny, then

Fig. 3. Pseudocode of the agent learning algorithm based on Q-learning with multi-layer Q-table update
(Beginning)
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Algorithm 1. Agent training algorithm with multi-layer Q-table update

24. break 33. R, <R, +7
25. end if 34
26. s,,, « Equation _4(TC,k)

27. local r, < Execute(TC)

28. local &' «r, +yx maXQ(sm,a')—Q(s,,a,)
29.for i=1to k do

30. s, « Equation _4(TC,i)

31. Q(sf,at)<— Q(sf,a,)-i—axl““ X&'

32. end for

. Loss«Loss+L (0O,r,4a,,5,,5,.,7)
35. 5, 5,4
36. C, < GetCoverage(TC)

37. end while
38. Log(Loss,R,,,)

39. end for
40. return Q

Fig. 3. Pseudocode of the agent learning algorithm based on Q-learning with multi-layer Q-table update
(The end)

Rule (7) is used to update the Q-table, and policy (10) is used to select actions. During
learning, the learning rate and exploration probability change according to a linear decay law,
which ensures a balance between exploration and exploitation of actions.

The proposed Procedure 1 implements a mechanism of multi-layer generalization

of Q-values for a set of available actions. For each suffix of the current state s, , a weight coefficient

w; is calculated, which takes into account the frequency of Q-table updates
and the distance to the current state according to (9).

The averaged estimates for each action Q(a) are formed as a normalized weighted average

of Q-values across all suffixes. The resulting table is used by the agent to make decisions
during training or TC forming according to ¢ -greedy policy.

Thus, the proposed model provides a hierarchical generalization of the Q-table,
allowing the agent to use the knowledge acquired in previous states during forming
new sequences of actions. Such a multilayered representation of states increases resistance
to high sparsity of the agent's state space and improves the agent's adaptation to heterogeneous
API environments.After the training stage, the agent uses the obtained Q-table to form new TC.
The pseudocode of Algorithm 2 for forming TC is shown in Fig. 4.

Unlike the learning process, which uses an ¢ -greedy policy, at the TC formation stage, actions
are selected using a softmax policy, which provides a smoother balance between exploration and
exploitation of already accumulated knowledge.

The probability of choosing an action q, € A(s,) in state s, can be determined as follows:
Q(S,,a,)
o/
Q(st,a’) '
St
a'eA(s,)

where 7 is a temperature parameter that regulates the influence of stochasticity.
In Algorithm 2, the agent sequentially builds a new TC using the trained Q-table. At each
iteration, it forms the current state based on the latest calls, performs multi-layer generalization of

(11)

P(as,) =
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Q-values according to Procedure 1, and then selects the next action according to policy (11).
To ensure the correctness of the formed test case, a mechanism for rolling back actions and
checking the admissibility of transitions is provided.

The algorithm ends when the reference coverage is reached or the action space is exhausted.

Algorithm 2. Algorithm for forming a test case

Input data: 10. local Q < BlendQTable(Q,s,,A, 4, B)
- 0 -Q-table 11. while N, <N,,.. do
— TC, —original test case 12. ¢ « Equation_ll(Q, s,,A,r)
- N,,.. € N —max. number of retries
13. TC < TC # q,

— 1 —temperature for softmax action selection

— 4 —decay coeff of shorter suffix influence 14. if isvalid (TC) then

— B —experience amplification coefficient 15 A «Alq
— & —coverage stability tolerance. %g Zseeak
Initial data: 18. 7€ TC/q,
— T1C - formed test case 19. N,y < N, +1
20. endif
Algorithm body: 21. end while
;. €« @ ( ) 22' l..fNretry > Nretries then
. k « Extract(Q
23. break
3.C,, « GetC‘-average(TCO) 24. endif
4. A « GetActionSpace (7C, ) 25. C, < GetCoverage(TC)
> C «0 _ 26.if C, >C,, +5 then
6. while C, <C,,, and not isOver (A ) do ¢
2 Iocal N 0 217. break
P HOCAE Ny 28. endif
8. local s, « Equation _4(TC,k) 29. end while
9.local a, -0 30. return TC

Fig. 4. Pseudocode of the test scenario formation algorithm

Thus, within the scope of the study, model [1] has been extended to improve the stability
of learning and generalization of the action selection policy.

The main changes include the following:

— multi-layer updating of the Q-table: in the proposed version, the agent distributes the
temporal difference error among all suffixes of the current state, rather than just for one suffix
of length k, which allows the context of previous partial test case to be taken into account and
ensures better policy generalization;

— averaging of OQ-values: for each state, a weighted generalization of estimates for all suffixes
is performed using weight coefficients defined in (9);

— action selection policy: during training, an e-greedy policy is used, taking into account the
averaged Q-values, and during the TC formation the softmax policy is used (11).
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3. Evaluation of the effectiveness of TC optimization algorithms and methods

The following three basic metrics are used to evaluate the effectiveness of TC optimization
algorithms and methods [3]:

1. Retention of Coverage (RC) coefficient — evaluates the increase in original TS branch
coverage, reflecting the loss or retention of testing efficiency:

_Cov(TS,,)
RC = %OV(TSW%) ' (12)
where Cov(TS,,,) is the TS coverage after optimization, Cov(TS,,,,) is the coverage of the original

TS;
2. Compression Ratio (CR) — evaluates the reduction in the number of test case instructions:

Len (TSO,ig ) ~Len(TS,,)
R =( %n(TSW,)’ ()

where Len(TSm.g) is the number of instructions in the original TS, Len(7S,,,) is the number of

instructions after optimization.
3. Execution Cost Reduction (ECR) — estimates the reduction in time required to execute the
test suite:

(T(Tsorig )= T (TS, ))

R T(TS,0)’

(14)

where T(TSm.g) is the time required to execute the original TS, and 7'(7S,,, ) is the time required

to execute the TS after optimization.

To evaluate the effectiveness of the proposed method, three basic classical methods of TC
optimization are used: Greedy Reduction (GR), Delta Debugging (DD), and Monte Carlo Tree
Search (MCTYS).

Greedy Reduction. The GR method forms a TC by sequentially selecting actions that provide

the greatest increase in branch coverage. At each iteration, an action is selected a” € A, which
maximizes the coverage difference:
a” =argmax(Cov(TC@a’) - Cov(TC)). (15)

a'eA

Greedy optimization methods are widely used in TS minimization problems due to their
simplicity of implementation. However, they are prone to getting stuck in local optima and are
sensitive to the initial order of actions [21].

Delta debugging. The DD method is based on iterative removal of actions from the TC to
eliminate redundancy without losing testing efficiency. At each step, the equivalence of the
specified criterion between the initial and reduced TC is checked. In particular, the execution error
is preserved [33].

Search in the Monte Carlo tree. The MCTS method constructs a tree of possible test cases,
where nodes correspond to states and edges correspond to API actions.

Actions are selected based on the Upper Confidence Bound (UCB) criterion [18, 34]:
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UCT(Vi):%Jer ";—N (16)

where w, is the total reward for node v,, n;, is the number of visits to node v;, N is the number

of visits to the parent node, and ¢ > 0 is a parameter that controls the balance between exploitation
and exploration.

After selecting a branch, the TC simulation stage is performed, the reward for the achieved
coverage is evaluated, and the reward is redistributed according to the following formula:

n,«<n+1 w, <w, +r, (17)
where 7 is the simulation reward.

MCTS effectively explores a large space of possible test cases and gradually refines the policy
of action selection, making it suitable for use as the main method of TC optimization.

Research results

1. Environment setup

To evaluate the effectiveness of the methods, two open-source C++ libraries were selected,
which differ in scale and structural complexity. The main characteristics are shown in Table 2.

The lizard utility was used to analyze the number of lines of code and cyclomatic complexity
of the target libraries. The following abbreviations are used in Table 2:

— API = number of public functions of the target C++ library;

— LoC — number of lines in the source code;

— TCN — number of test cases in the test suite;

— IC — total number of instructions in the test suite;

— BC - branch coverage of original test suite;

— Avg.CCN - average cyclomatic complexity of the library functions.

Table 2. Characteristics of C++ libraries selected for research

Library APl | Loc | TcN | IC | BC,% | Avg. CcCN
Bitmap 33 760 7 71 27 25
PlusPlus

Hjson 122 | 3936 | 57 | 1259 | 361 5.4

The evaluation was performed on a workstation with an Intel Core i7 processor (6 cores,
2.6 GHz) and 16 GB of RAM.

The libraries and their test suites were compiled using AppleClang 15.0.0 (LLVM 15)
with coverage profiling options (-fprofile-instr-generate fcoverage-mapping) enabled.
The llvm-profdata and llvm-cov utilities were used to collect and analyze branch coverage.




The parameters for training the Q-learning agent are consistent with the previous
implementation described in [1] and ensure stable convergence of the utility function in conditions
of high dimensionality of the action space. Table 3 lists the configuration parameters used for all
experiments, unless otherwise specified.

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

Table 3. Configuration of the Q-learning agent training according to Algorithm 1

Parameter name Designation | Value
Number of episodes N, 1000
Maximum number of retries N ries 30
Initial probability of investigation & 1
Final probability of investigation & final
Initial learning rate a, 0.3
Final learning rate A finat 0.1
Discount factor 4 0.85
Experience amplification factor B 1

2. Analysis of the impact of parameters of the improved Q-learning agent model

The parameter k determines the length of the call history used in forming the agent's state.
To study its impact, modeling was performed on the Hjson and BitmapPlusPlus libraries, where
the relative frequency of state-action pairs occurrences in the Q-table during training in
dependence to test case suffix length was analyzed.

Fig. 5, a shows the dependence of the relative frequency of finding records (suffixes) in the
Q-table on the parameter £ for the BitmapPlusPlus library.

It can be observed that as k£ increases, the number of records found in the Q-table decreases,
which indicates an increase in the sparsity of the agent's state space. For k£ > 4, most suffixes occur
rarely, which leads to a deterioration in policy generalization.

Fig. 5, b shows a similar dependence for the Hjson library, which is characterized by a more
branched API call structure. Up to £ < 3, the proportion of states found remains virtually constant.
Starting from k£ =4 , there is a sharp drop in relative frequency, and for & > 6, most suffixes occur
very rarely, indicating a loss of the agent's generalization ability, which begins to accumulate
unique but uninformative states.

Thus, the optimal choice is the value of the suffix &£ =5, which provides a compromise
between context depth and stability of Q-value updates.

To assess the impact of the parameter 4 on learning efficiency, we chose the indicator
of the proportion of suffixes found, i.e., the fraction of the discovered state-action pairs in the
Q-table, e.g. the states that the agent has already encountered in previous learning episodes to the
total number of transitions between the agent's states during training.

This indicator allows us to quantitatively assess the agent's ability to reuse experience when
making decisions.




Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

s
N
[0

et
I
i
1
1
1
]
I}
|
e
[}
I
1
I
I
|
'
]
e
h
1
I
I
i
I
4
=
o
(=1
L
i
1
1
]
]
]
[]
1
1
1
1
I
[
L3
i

o
]
o
¥

e

i

7]
a
HA
W

o
.
5]
e
!
i
3
o
[
o

o
(=]
]

o
Relative frequency of state-action

Relative frequency of state-action
pair occurrences in the Q-table, a.u.
pair occurrences in the Q-table, a.u.

-

&
(=1
=1

] 1 2

3 4

TC Suffix length k

a)

2

3 4
TC Suffix length k

b)

Fig. 5. Relative frequency of state-action pairs occurrences in the Q-table during training
of the Q-learning agent on the Hjson (b) and BitmapPlusPlus (a) libraries

Figure 6, a shows the results for the BitmapPlusPlus library. As A increases, the proportion
of suffixes found initially increases, reaching a maximum at 4 =0,7, indicating the most efficient
reuse of experience. A further increase in A causes a decrease in the indicator, as the agent begins
to rely too much on the experience of shorter suffixes, reducing the number of transitions learned.

A similar trend is observed for the Hjson library (Fig. 6, ). An increase in the proportion
of suffixes found to A<0,7 indicates a gradual increase in policy stability and improved

consistency of Q-table updates. At 4 =0,9, the indicator decreases slightly.
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on the coefficient 2 during training on the Hjson (b) and BitmapPlusPlus (a) libraries
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Thus, a comparative analysis of the two C++ libraries indicates that excessively low values of
A lead to a loss of generalization, while excessively high values lead to a decrease in the use of
knowledge from the Q-table. The optimal choice is a decay coefficient for shorter suffixes
of TC equal to 4 =0,7. This value provides the best compromise between exploiting previous

experience and exploring new states, which confirms the stability of the policy for different types
of C++ libraries.
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3. Evaluation of the effectiveness of the TC formation method for
C++ libraries based on a Q-learning agent

For comparative analysis, three basic methods and two groups of configurations of the
proposed method were used:

— configuration of the classic greedy algorithm for TC formation (GR);

— configuration of the classic delta debugging algorithm for TS minimization (DSL);

— configurations for forming TC using the Monte Carlo tree search method (MCTS1,
MCTS2, MCTS3);

— configurations of the TC formation method based on a Q-learning agent (QLB-ML1,
QLB-M2, QLB-M3);

— configurations of the TC formation method based on a Q-learning agent and a post-
processing filter based on the delta debugging algorithm for TS minimization (QLB-MD1,
QLB-MD2, QLB-MD3).

For each algorithm configuration, 100 independent mathematical simulations were performed
on each target library. The configuration parameters are shown in Tables 4 and 5.

Table 4. Configurations for TC formation by a Q-learning agent according to Algorithm 2

Configuration Temperature, Coefficient, Coefficient,
T A B
QLB-M1 15 0.7 1
QLB-M2 3 0.7 1
QLB-M3 5 0.7 1

In the current implementation, the experience amplification factor g is fixed at 1, which
corresponds to linear consideration of the update frequency without additional experience
amplification.

Thus, the weights of suffixes are determined only by their visit frequency and exponential
decay based on the A parameter.

Table 5. Configurations for forming TC using the Monte Carlo Tree Search method

Configuration Coeff,, ¢ I\_Iumb_er of
iterations
MCTS1 0.7 200
MCTS2 1.4 200
MCTS3 2.0 200

The distribution of branch coverage metrics for the BitmapPlusPlus library (Fig. 7, a) shows
that the classical DSL and GR methods consistently maintain the initial coverage level
corresponding to the original TS.

The MCTS method demonstrates a moderate increase in average coverage.
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However, it is characterized by limited variability of results due to the stochastic, but not
learning, nature of the search.

The proposed QLB-M and QLB-MD configurations provide a significant improvement in
performance, with median coverage values exceeding 32 %. This improvement is explained by the
ability of the Q-learning agent to generalize the experience of previous episodes,
and the subsequent application of delta debugging allows to maintain and increase coverage
after reducing the TC.

A similar trend is observed for the Hjson library (Fig. 7, b). The classical DSL and
GR methods hardly change the initial coverage level (36.1 %), while MCTS provides a non-stable
increase to 37 %.

In contrast, the proposed QLB-M and QLB-MD configurations demonstrate a systematic
increase in both the median and upper quartiles of the distribution, reaching a peak
value of 37.5 %.

Thus, the agent is capable of effectively reproducing complex combinations of API calls in
libraries with deep structural dependencies.
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Fig. 7. Distribution of branch coverage metrics depending on the configuration of the TC optimization
method for the BitmapPlusPlus (a) and Hjson (b) libraries, where: the dotted line indicates
the coverage level of the original TS

Fig. 8 shows the results of comparing the dynamics of branch coverage growth during the
execution of TC formed using different optimization methods.

The curves obtained reflect the relationship between the number of instructions executed and
the achieved level of branch coverage of the code.

The dotted horizontal line indicates the coverage level of the original TS, and its intersection
with the curve of a specific method corresponds to the number of instructions for which adequate
compression ratio is maintained without loss of code coverage.
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Fig. 8. Dependence of branch coverage on the number of executed TC instructions for different TC
optimization methods for BitmapPlusPlus (a) and Hjson (b) libraries

Fig. 9 shows the dependence of the compression ratio on the configuration of TC optimization
methods for the BitmapPlusPlus and Hjson libraries.
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Fig. 9. Compression ratio depending on the configuration of optimization methods for the

BitmapPlusPlus (a) and Hjson (b) libraries, where: the red segments
on the columns indicate the standard error

For the BitmapPlusPlus library (Fig. 9, a), there is a gradual increase in the compression ratio
from classical methods (DSL, GR) to the proposed configurations (QLB-M, QLB-MD).

The DSL and GR methods show average values of 0.5-0.6, which corresponds to the basic
level of reduction without taking into account the dependencies between API calls.

The MCTS method shows similar results (= 0.45), since stochastic TC formation does not
guarantee avoidance of redundant actions.
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The proposed QLB-M method improves this indicator to 0.55-0.6.

The highest results are achieved in QLB-MD configurations, where the delta debugging
algorithm is applied as a post-processing filter after the Q-learning agent formation stage.
This approach enables the median compression ratio values exceed 0.8, which indicates
a significant reduction of TC without loss of coverage.

For the Hjson library (Fig. 9, b), the indicators turned out to be more variable due to the more
complex structure of API calls and the greater depth of the call tree.

The basic DSL method shows the highest compression ratio (~ 0.83), while GR is significantly
lower (~ 0.6) due to the lack of consideration of dependencies between actions.

Stochastic MCTS configurations remain within the range of 0.48-0.5, reflecting low reduction
efficiency without explicit coverage analysis.

QLB-M configurations show a steady increase in compression ratio (= 0.7-0.75), while QLB-
MD combinations show the highest results (0.82-0.86) with low variance, indicating the stability
of the effect after training.

Fig. 10 shows the results of evaluating the average execution time of TS for the
BitmapPlusPlus and Hjson libraries.
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Fig. 10. Average TS execution time depending on the configuration of TC optimization methods for the
BitmapPlusPlus (a) and Hjson (b) libraries, where: the red segments on the columns represent the
standard error, and the dotted line corresponds to the execution time of the original TS

For the BitmapPlusPlus library (Fig. 10, a), there is a clear decrease in execution time from
classical methods (DSL and GR) to the proposed ones (QLB-M and QLB-MD).

The basic configurations show the biggest average time (55-60 ms).

The MCTS configurations show a reduction in time to 40-42 ms. However, they do not
achieve significant improvements due to the lack of generalized experience.

The QLB-M method provides a further reduction in average time to 20-35 ms due to the
ability of the Q-learning agent to build shorter and more focused sequences of actions.

QLB-MD configurations show the highest efficiency, where the combination of learning and
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delta debugging reduces the average execution time to 12-30 ms. That is, almost three times less
than the basic methods.

For the Hjson library (Fig. 10, b), the trend generally remains the same. However, the
difference between configurations is less pronounced due to the greater depth of calls and
structural complexity of the library.

The DSL method provides the lowest time among the classic basics (~ 30 ms), while GR
shows higher values (~ 50 ms), which indicates its low stability when working with more complex
C++ libraries.

The MCTS method maintains a time of 45-53 ms with little variation, while QLB-M gradually
reduces it to 40-45 ms.

The QLB-MD configuration group provides the lowest results (18—-25 ms) while maintaining
a high level of coverage and compression ratio, indicating effective coordination of TC
optimization processes and reduction of redundant calls in a complex environment.

To evaluate the effectiveness of the methods under study, a comparative analysis
of the average TS formation time was performed (Fig. 11).
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Fig. 11. Average TS formation time for TC optimization methods for BitmapPlusPlus (a)
and Hjson (b) libraries

The graphs show that the basic DSL and MCTS2 methods have the highest time costs, while
GR shows the fastest formation due to simple heuristics.

The improved QLB-M2 and QLB-MD2 methods show a significant reduction in formation
time compared to the basic methods, while maintaining stability and moderate variability of
results.

Tables 6 and 7 show the summary results of the evaluation of the effectiveness of the
configurations of the studied methods for the C++ libraries BitmapPlusPlus and Hjson.

For the BitmapPlusPlus library (Table 6), the basic DSL and GR methods retain the original
coverage (RC = 1), but are characterized by a moderate level of compression (CR = 0.54-0.63)
and a low reduction in execution time (ECR = 0.15-0.20).

MCTS search variants increase coverage by =~ 9 % (to RC = 1.09) and reduce execution time
by =~ 20 %. However, they do not provide a high value of compression ratio.
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The proposed QLB-M configurations provide a coverage gain of up to ~ 1.22, a compression
ratio of 0.55-0.61, and a reduction in ECR execution time of = 0.7-0.8.

The highest results were achieved for QLB-MD, where the combination of Q-learning with a
delta debugging algorithm filter enables for a ~ 22 % increase in branch coverage, compression
ratio of up to 0.8, and a 70-85 % reduction in ECR execution time.

Table 6. Evaluation of the effectiveness of the configurations of the studied methods
for the BitmapPlusPlus library

Configuration RC CR ECR
DSL 1 0.63 0.19+0.02
GR 1 0.54 0.15+0.03

MCTS1 1.091+£0.02 | 0.46+0.02 | 0.23+0.015
MCTS2 1.092+0.02 | 0.46+0.03 | 0.23+0.016
MCTS3 1.093+0.02 | 0.46+0.03 | 0.21 +0.015
QLB-M1 1116 +0.08 | 0.61+0.08 | 0.79 £0.07
QLB-MD1 1127 +0.08 | 0.81+0.02 | 0.85*0.04
QLB-M2 1.215+0.10 | 0.55+0.08 | 0.62+0.15
QLB-MD2 1.225+0.10 | 0.78+0.02 | 0.71+0.18
QLB-M3 1.153+0.09 | 0.57+0.07 | 0.72+0.13
QLB-MD3 1.163+0.09 | 0.78+0.02 | 0.78+0.12

For the Hjson library (Table 7), the results are similar, but with less pronounced differences
between methods due to the greater complexity of the internal structure of API calls.

Table 7. Evaluation of the effectiveness of the configurations of the studied methods
for the Hjson library

Configuration RC CR ECR
DSL 1.000 0.83 0.61 + 0.05
GR 0.982 0.6 0.23 £0.00

MCTS1 0.969 +0.03 | 0.51+0.01 0.39 £ 0.03
MCTS2 0.981+0.03 | 0.52+0.00 | 0.40+0.005
MCTS3 0.988 +0.03 | 0.48 +0.00 0.34 £ 0.07
QLB-M1 1.008 £0.01 | 0.74+0.02 0.41+0.11
QLB-MD1 1.012+0.01 | 0.82+0.09 0.70 £ 0.07
QLB-M2 1.002+0.01 | 0.73+0.03 0.40 £ 0.04
QLB-MD?2 1.008 £0.01 | 0.84+0.08 | 0.71+0.074
QLB-M3 0.996 +0.01 | 0.74 £0.02 0.42+0.11
QLB-MD3 1.000+£0.01 | 0.86+0.01 | 0.74 +£0.039

The main DSL method maintains full coverage (RC = 1) and provides a high compression
ratio (CR =0.83) at ECR = 0.61.

The GR method shows a decrease in coverage (RC = 0.98) and lower efficiency in reducing
execution time (ECR = 0.23).
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MCTS search configurations achieve a moderate reduction in time (ECR ~ 0.34-0.40) with
stable but slightly lower coverage than the original TS.

QLB-M methods provide a balance between coverage (RC =~ 1.00-1.01), compression
ratio (0.73-0.74), and execution time reduction (ECR = 0.4).

QLB-MD configurations show the highest results: RC ~1.00-1.01, CR ~=0.84-0.86,
ECR = 0.70-0.74, which confirms the stability and effectiveness of the proposed method in
conditions of deeper data structures in complex C++ libraries.

Thus, for both libraries, the QLB-MD configurations are the most effective, providing
a balanced increase in coverage (up to +22.5%), compression ratio (up to 0.86),
and a significant reduction in TS execution time.

To summarize the results of the comparison of methods, radial diagrams were
built (Fig. 12), which reflect the relationship between the three main coefficients of effectiveness
for the methods under study.

Compression Compression
Ratio - Ratio 100 DSL
DsL
(CR), % P (CR), % GR
w MCTS2 80 MCTS2

QLB-m2
QLB-MD2

QLBE-M2
QLB-MD2

80

Execution Retention of , .
Cost Coverage Execution _ Retention of
Reduction (RC), % Cost . Coverage
(ECR), % Reduction . (RC), %
(ECR), %
a) b)

Fig. 12. Radial diagrams of the effectiveness of methods for the BitmapPlusPlus (a)
and Hjson (b) libraries

Thus, the combination of the Q-learning mechanism with delta debugging action filtering
provides comprehensive optimization of the TC and increases the efficiency of the testing process
without losing coverage quality.

Conclusions

Thus, this article evaluates the effectiveness of the method of forming TC for C++ libraries
based on a Q-learning agent. The proposed method combines step-by-step formation of function
call sequences based on Q-learning with a post-processing filter based on the delta debugging
algorithm.

Unlike classical greedy and search-based optimization methods, the proposed agent
adaptively takes into account previous experience, balancing between exploring new states and
using already known trajectories, which increases the ability to generalize experience and the
stability of learning.




Analytical research of the parameters of the mathematical model indicates that the optimal
length of the call history & is 5, since with a deeper history there is a sharp decrease in the
frequency of finding states in the Q-table.

Research into the parameter of the mathematical model of the decay of shorter suffixes A
shows maximum efficiency at a value of 0.7, when the agent demonstrates the highest proportion
of use of accumulated experience, reflecting the system's ability to maintain a balance between
stability and flexibility of learning.

A comparative assessment of effectiveness with the main methods showed the advantage
of the developed method in all key testing effectiveness criteria, which have the following average
values: coverage retention coefficient up to 1.225, compression ratio up to 0.86,
and TS execution time reduction ratio up to 0.74.

The improved mathematical model provides generalization of the Q-learning agent’s
experience between similar TC and increases the efficiency of their formation in conditions
of high sparsity of the state space of the Q-learning agent. Unlike the classical mathematical model
of Q-learning, in which Q-values are updated only for the current state of the agent (test case
suffix), in the proposed model, the temporal difference error is distributed among all test case
suffixes with the decay of influence of the shorter suffixes. Thus, according to the results
of evaluating the effectiveness of the method of forming TC for C++ libraries based
on a Q-learning agent, its effectiveness in solving the problem of forming (optimization) of TC for
C++ libraries, which allows reducing the length of original TS without losing the branch coverage
of the C++ library code being tested and reducing its execution time.

Further research directions may include the formation of test cases for C++ libraries based on
a deep learning agent with reinforcement and the application of the proposed method
of forming (optimizing) test cases for software developed using other programming languages.
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OLITHIOBAHHSI EOEKTUBHOCTI METOJY ®OPMYBAHHSA
TECTOBUX CUEHAPIIB JUISI C++ BIBJIIOTEK
HA OCHOBI ATEHTA 3 Q-HABYAHHSM

OnTumizaniss TectoBux cueHapiiB (TC) € HEoOXiAHOW YMOBOIO MiABHIICHHA €(PEKTUBHOCTI PErpeciiHoro
tectyBaHHs C++ 0i0miotek. IIpeamerom nocaimkenHs € meroau ¢GopmyBaHHsA (onTuMizamii) TC mis
C++ 6i6mioTek. MeTa po60TH — OIliHUTH epeKTHBHICTh MeToay popmyBanus TC mis C++ 610110TEK Ha OCHOBI
areHTa 3 QQ-HaBuaHHsSM. 3aBJaHHS JOCHII:KeHHsI: YIOCKOHAJUTH MaTeMaTHYHy MOJENh areHTa
3 Q-HaBuaHHAM s miaBHIIeHHS edektuBHOCTI GopmyBanHs TC mmast C++ 6i0mioTek B yMOBax BHCOKOL
PO3PIKEHOCTI POCTOPY CTaHIB areHTa 3 Q-HaBUaHHAM; TOCTIANTH BIUIMB ApaMeTPiB yIOCKOHAJIEHOT MOIei
areHta 3 (Q-HaBYaHHSIM Ha HOro MOBEAIHKY 3a TAaKUMH yMOBaMH; PO3IJISIHYTH MOXJIMBICTH MiHiMizawii
chopmoBanux TC meromom ix (OpMYBaHHS 3aBISKH AITOPUTMY JejibTa-aebarrinr miHimizamnii TC; omiHuTH
e(eKTUBHICTh 3aMpONOHOBAHOIO METOAY ¥ TMOpIBHATH 3 BigomMumu MeTogamu onrtumizamii  TC.
Metoau pocaimkeHHs. Y po0OTi 3aCTOCOBaHO METOJA IMOMYKYy Ha jgepeBi Monte-Kapno, kimacuuny
MaTeMaTH4YHy Mojelb (Q-HaBYaHHS, alTOPUTM JeibTa-aedarrinr wmiHimizamii TC i xamiOHWN anropuT™
ontumizanii TC. EdekTuBHICTh 3aponoHOBaHOTO METOMy OlLliHEHO Ha MBOX C++ 0i0mioTekax 3 BIAKPUTHM
BUXIJHUM KOJOM 32 JOMOMOIOI0 CTaTUCTHYHOro aHamizy 100 MaTeMaTHYHHX MOJCNIOBAaHb KOHQIryparii
METOMIB, fKiI JOCHIIKYIOTbcsA. JIOCATHYTI pe3yJbTaTH: OLIHKA e(EKTUBHOCTI BKa3ye Ha Te, IO
3aMpOIMOHOBAHMI METOT 3a0e3Meuye Taki cepe/iHi 3HAYCHHS MOKa3HUKIB ehekTuBHOCTI ontuMizanii TC mis C++
0i0mioTeK: Koe(IIieHT 30epe)KEHHsI TTOKPUTTS CTAaHOBUTH A0 1.225, KOe(IIIEHT CTUCHEHHS TECTOBOTO HabOpy
(TH) — no 0.86 ii koedimieHT ckopodeHHs yacy Ha BuKoHaHHs TH — o 0.74. Y cTaHOBIEHO, SKIIO MOPiBHIOBATH
3 xanionuMm ainroputMoMm omrtuMizamii TC, aempra-fgebarriar anroputMoMm MiHimizamii TC Ta MeromoM
orntumizanii TC Ha ocHOBI momryky Ha nepeBi MonTe-Kapio, TO 3amporiOHOBaHUII METOI Mae CyTTEBE
i ABUIIICHHS e(heKTUBHOCTI (opMyBaHHS (onTumizariii) TC Juis C++ 6i0mioTex.
BucHoBkH. Y0CcKOHalleHa MaTeMaTHYHA MOJIENb 3a0e3Meuye y3aralbHeHHS JI0CBily areHTa 3 Q-HaBYaHHAM
Mik monioaumu TC 1 miaBUIIye e(EKTHBHICTD iX (POPMyBaHHSI B YMOBaX BHCOKOI PO3DPiIKEHOCTI MPOCTOPY
cTaHiB areHta 3 Q-HaBuaHHAM. OTke, 3a pe3yNbTaTaMH OLIHIOBaHHA MeTony ¢opmysanHs TC mis
C++ 06i0mioTek Ha OCHOBI areHTa 3 (Q-HaBYaHHSM ITJITBEP/HKEHO HOTO JOLIIBHICTE Y PO3B’s3aHHI 3amadi
¢dopmyBanHs (omrtuMizanii) TC miast C++ 6i6mioTek, mo gae 3Mory ckopoTutd noxuHy TC 06e3 BTpatn
T'JIKOBOTO MOKPHUTTA Koxy C++ Oi0mioTekH, sika TeCTYeThCs, 1 3SMEHIINTH yac Ha BukoHaHHS TH. ITomambmmi
JocmimkeHHst OynyTh mpucesiueHi ¢opmyBanHio TC pmias C++ 0i0mioTek Ha OCHOBiI areHTa T[JIMOMHHOTO
HAaBUYAHHSA 3 MIIKPIMICHHIM.

Karouosi cjaoBa: ONTUMI3aIlis TECTOBHX CIICHApIiB; TECTyBaHHS MPOTPaMHOTO
3a0e3neueHHs; Q-HaBuanHs, Q-TaOnuis; aenbra-fAeOarriir, MOKPUTTS Koay; MiHimizamis, C++; areHr;
HABYaHHS 3 MAKPIIICHHSM.
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AJIATITUBHA HEMPOHEYITKA CUCTEMA BUBEJIEHHSI
JJISA COPTYBAHHSA OB’EKTIB IOIITOBUX BIAIIPABJIEHDb
Y KOHBEEPHOMY I10TOLI

IIpenMeToM BWBUYEHHSI € MOJCTI MPUIHATTSA pIlICHh ABTOMATH30BaHWUX COPTyBaubHUX JiHIA (ASL), skuMu
OCHAIIICHO TIEPEBAIIKOBI IIEHTPH COPTyBaHHSA 00’ekTiB momToBux BiampasieHs (OIIB), mo Hanexats a0
JIOTICTHYHOT MepeKi AompasiieHHs] NomTH. MeTa T0CiaKeHHsI — PO3pOOUTH MOZEb PUUHATTS pinteHs aius ASL
3aBaHTAXYBAJIBHUX ABEpel TepMiHAJIB MEepEeBaJKOBUX IEHTPIB y BUIJSII aJanTHBHOI HEWPOHEWITKOI CHCTEMH
BuBeneHHs1 (ANFIS). ¥V crarti HeoOXiTHO BUKOHATH TaKi 3aBAAHHS: IPOAHATI3yBaTH KOHCTPYKTHBHI 0COOIMBOCTI
obnannanHs ASL Ta 3ampomnoHyBaTd ioro mMoau@ikaiiio — OCHAIlEHHs JBEpell TepMiHANIB HE OJHHM, a TPhOMa
3aBaHTAXYBAJIBHUMH JIOTKaMH; BU3HauuTH cTpykTypy ANFIS BigmoBimHo no Hewitkoi moneni Takari — CyreHo
MEPIIOTO MOPSAAKY; BCTAHOBHUTHU Jiama3oHU Barw i rabaputie OIIB, moB’s3aHnX 3 HOMEpaMH 3aBaHTAXYBaJIbHHUX
JIOTKIB; BU3HAYUTHU KPHUTEPii I pearizalii 3axaHoi jgoriku copryBanas OIIB; 3’scyBatn mapameTpn HaOOpiB TaHUX
s HaBuaHHS ¥ TectyBaHHS ANFIS; mpoBectn mopiBHsnbHe HaB49aHHS i TectyBaHHS ANFIS 3 BukopmcranHsIM
iHCTpyMeHTapito cepenopumia MATLAB 3 omiHIOBaHHSIM 3HaY€Hb BiTHOCHOI TOYHOCTI MPaBHIIBHOI Kiacudikamii
OIIB. MeTtoam: CHUCTEMHHH, aHATITUYHUH, KOMIT FOTEPHOTO MOJEIIOBAHHS, METOIW HAaBYAHHS 3 apXiTEKTYpOIO
ANFIS, mMaTeMaTHYHUH 1 CTaTUCTUYHUN aHaNi3 e(eKTUBHOCTI HaB4aHHS. JlocarHyTti pesyabratu. [IpoBencHo
nopiBHsuibHe  HaBuaHHA ANFIS riGpugHuM MeTogoM 1 METOJOM 3BOPOTHOTO IMOUIMPEHHSI IMTOMMWJIKH.
3a pesynbraramu TectyBaHHS micias 100 emox HaBuaHHA Juis  peamizanii odpano wmozaens ANFIS, mo
HaBueHa TiIOpUIHMM METOJIOM, sSKHMW 3a0e3neuye BiIHOCHY TouHicTh kiacu¢ikanii OIIB na piBHi 96,3 %.
BucnoBku. 3anpornoHoBana Mojenb npuiHATTA pimieHb ASL y Burani ANFIS nae 3mory peanizyBati HEWiTKy
knacudikanito OINB y noroui koHBeepa 3a TpbOMa Jliarna30HaMH 1X BaroradapuTHHUX MapaMeTpiB sl peanmizamil
3agaHol JIOTIKM COPTYBaHHS II0 3aBaHTa)XyBaIbHHMX JIOTKaxX. PeanizoBaHa JOrika COpTyBaHHS 3a0e3ledye
KOMIIAKTHE 3aBaHTAXEHHA Ky30BiB BaHTAXIBOK II0 CEKLIfAX 1 3HIKye pH3MKU nomkomkeHHs OIIB, xomu
BOHU YKJIQJAI0ThCS OJMH HA OHUI.

Kuro4oBi c10Ba: 00’€KTH MOIMTOBUX BiNPaBICHb; COPTYBAHHSI; MOJICIH IPHUHHATTS PillIeHb; aBTOMaTH30BaHa
JiHis; HewiTKa Kiacuikaiis; aganTHBHA HEHPOHEUITKa CUCTEMa BUBCICHHS.

1. Beryn

[TomToBa NOTICTHKA € BaXKIIMBUM aCIEKTOM Oi3HECy, II0 BH3HAYA€ PEMyTaIlilo KOMMaHii-
BUPOOHUKIB y cdepl 0OCITyroByBaHHsS KIIEHTIB. 3pOCTaHHS OOCATIB €IIEKTPOHHOI KOMEpIIii
MiJBHUIy€ BUMOTH CIOXHBA4iB 1O IIBUAKOCTI, SIKOCTI Ta KOHTPOJIO JONPABJICHHS TOBApiB
nomroro. Jlns mompasieHHs 00’ekTiB momrToBux BignpasieHb (OIIB) morictuyHi KoMmaHii
CTBOPIOIOTh ~TPAHCIIOPTHY MEPEXY 3 TMNPOMDKHHMH IICHTPAaMH COPTYBaHHS IOCHJIOK
(PSC — Parcel Sorting Centres) 3a Hanpsimkamu. [l oprasizamii moaiOHOiI TpaHCHOPTHOT
Mepexi po3B’sI3YIOTHCS CKIIAIHI 3aB/IaHHS, OB’ si3aHi 3 KoHTposieM noToky OIIB, mianyBaHHIM i
onrtuMizamiero MapmpytiB gompasieHHs OIIB 10 KiHIEBUX MyHKTIB i3 BHKOPHCTaHHIM
npomikaux PSC, mnanyBaHHsM rpadika mnpuOyTTsS BXiZHUX 1 BHXIJHUX BaHTaXiBOK
Ha npomikHl PSC nns posBantakeHHs ¥ 3aBaHTaxeHHs OIIB micas iX copryBaHHs

3a HallpsAIMKaM# JOIIPABJICHHS.

© [pedennix I., Kosarenxo O., 2025
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OpnHi€ero 3 BaXIMBHUX MpobiieM y mporeci porpasieHHss OIIB € iX MOMmKopKeHHS Mija dac
PO3BaHTA)XCHHS W 3aBaHTA)XCHHS, IO 3YMOBJICHO ABOMa (hakropamu. llepmmii MOSCHIOETHCS
THM, IO JIOCI HE ICHY€ y3araJlbHeHOTO MIXKHAPOIHOTO CTaHIAPTY, SKUH BU3HAYa€e Kiacuikaiiro
OIlIB 3a ix BarorabaputHumMu mnapamerpamu. lIle € mnpuunHOIO, 4YOMYy BHUPOOHUKHU
aBTOMATH30BaHUX COPTyBalbHUX KoHBeepiB (ASC — Automated Sorting Conveyor)
i aBTOMAaTU30BaHMX  copryBainbHux iHiIH (ASL -  Automated Sorting Line),
0 BUKOPUCTOBYIOTBCA it obOnamHanHs PSC, He peanisyrors copryBanHs OIIB 3 ormsmy
Ha iX Baru il rabapuTH.

Hpyruit ¢axtop 3ymMoBieHUH >KOpcTKUM rpadikom podotn PSC. Tlpomixknui PSC [1]
MPALIOIOTh 1I1JI0I000BO 3a IUIAHOM MPHUOYTTS BXIJHUX 1 BUXIJHUX BaHTaXIBOK. BaHTakiBKU
3aBaHTAXYIOTHCS B UITKO BCTAHOBJIEHI TEPMIHM BpyuHy. [loCHiKy, BIACOPTOBaHI 3a HalIpsIMKaMu
JIOTIPABJICHHS, HAAXOASATh Ha 3aBaHTaXeHHA MOTokoM. OIIB 3aBaHTaxyrOThCS B Ky30B
BaHTaXIBKM CIOCOOOM pPY4YHOrO YKJIQJaHHS OJUH HA OJHMH y KUIbKa IIapiB.
VY BaHTa)XHUKIB HEMa€ Yacy Ha COPTYBaHHS IOCHJIOK 3a IX Baror Ta rabapuTaMu IIiJ yac
3aBaHTaKeHHs. Takuil croci® 3aBaHTa)KEHHS 3yMOBIIOE pH3HK MommKopkeHHs OIIB min vac ix
MTAa0CMIOBaHHSA, a TaKoXX Hee(pEKTUBHE BHKOPHCTAHHS BaHTAXHOTO MPOCTOPY Ky30Ba
TPAHCIOPTHOTO 3acO0y B MPOILIEC] HOTO 3aBaHTAXKECHHSI.

Jns ycyHeHHs mnpoOsieM, CIPUYMHEHHMX 3a3HaueHUMMH ¢akrtopamu, y mnpausgx [2, 3]
po3po0iieH0 Mojenl MpUMHATTS pimeHHs ASL, 110 3aCTOCOBYIOTH YITKYy M HEYITKY JIOTIKY
copryBanHs OIIB 3a ix Baroro Ta rabapuTamMu I peaiizailii JBOX BapiaHTIB JIOTIKH
3aBaHTAKEHHS BAHTAXIBOK MUIAXOM PpO3MOJULY TOCWIOK 10 3aBaHTaXYyBaJIbHUX JIBEPSIX
tepminaniB PSC. HenonikamMu 1ux Mopeneil € Te, 10 MEpIIMH BapiaHT JIOTIKM 3aBaHTAKEHHS
peaizye moyeproBe 3aBaHTAKEHHS BaHTAXKIBOK OIS pi3HHUX JBepeil TepmiHamiB. Lle mpu3BoanTh
710 30UTBIIEHHS Yacy 3aBaHTAXCHHS H 10 3HIKEHHs mpomyckHoi 3aatHocTi PSC. Jlpyruit Bapiant
JIOTIKM 3aBaHTXKECHHS peai3ye 3aBaHTaKeHHs BaHTaxiBOK OIIB 3 ogHakoBUM /iana3oHOM Bard i
rabapurtis. Lle migBuIye pH3KK iX MOMIKOPKEHHS 32 YMOBHU YKJIaJaHHS B KUJIbKa IIapiB.

3a3HaueHl HeHoJiku Monened [2, 3] € KpUTUYHMMH, TOMY BHHHMKAE HEOOXIIHICTb
NPOBEICHHS JOCTI/KEHb 3 pO3pOOJeHHA MOJeNni NpUHHATTSA pimeHb ASL, mo ngae 3mory
peamizyBatu coptyBanHs OIIB 3a ix Baroio Ta rabapuramMd B KOHBEEPHOMY MOTOLI 3
peaizali€ro ceKiiHoI JOT1KH 3aBaHTAXXEHHS Ky30BiB BaHTa)KIBOK IIapaMHU.

Jnst po3poOsieHHsT ¥ JOCHiKEHHS Mozeni NpudHATTA pimeHs ASL oOpaHo Monens y
BUTJISAI AAanTUBHOI Helponewitkoi cucrtemu BueneHHs (ANFIS — Adaptive Neuro-Fuzzy
Inference System), sixa peaiizye 3aJlaHy JIOTiKy COPTYBaHHS MOCHJIOK 3a Baroro Ta rabapuramu B
KOHBEEPHOMY IMOTOIII.

2. AHaJi3 10cailxkeHb, MPUCBSIYEHUX YA0CKOHAJEHHIO JIOTiCTUKH
LHEHTPIB COPTYBAHHS MOCHIOK

Jlnst copTyBaHHs 00’ €KTIB MOTOBUX BiAnpasieHb PSC 00magHy0TbCS aBTOMAaTU30BAHUMHU
copTyBanbHUMHU KOHBeepamu. Koncrpykiis ASC MICTUTh aBTOMAaTH30BaHI COPTYBAJbHI JIiHIT
pi3HOro TUMy. 3arajoM Mojenb NpuiHATTA pimeHb ASC peai3oBaHa K KOMI'IOTEpHA CUCTEMa
yHOpaBliHHA copTyBaHHAM 1 nepemimieHHaM OIIB Ha ocHOBI iH(popMalii IITPUX-KOIB
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ix erukerok. [lepmoueproumu 3aBaanasmu PSC e 3a0e3nedcHHs Oe3nepepBHOT (111710,1000B01)
ta OesmepebiitHoi pobotn ASC BiamoBigHO 1m0 rpadika mpuUOYTTS BXIAHMX 1 BHUXIIHUX
BaHTaXIBOK. JloricTnuHi 3aBAaHHs BIOCKOHAJICHHS poO00TH ASC HEHTpPIB COPTYBAHHS MOCHIIOK
MO>KHa y3arajJbHUTH 3a TPhOMa HallpsiMaMH.

[lepmmii HampsM TOB’s3aHUM 3 pPO3POOJICHHSM aITOPUTMIB JIsi PO3B’SI3aHHS 3aBJaHb
MiABUILEHHS TpornyckHoi 3aaTHocTi ASC. [[ns uporo B mparli [4] 3anporoHOBAaHO TE€HETHUYHUNA
AJITOPHUTM, IO Ja€ 3MOTY KOHTPOJIIOBATH MBUAKICTh BuBaHTaxkeHHs OIIB, kepyBatu rpadikom
BIJITIPABJICHHS BUXIJIHUX BaHTa)KiBOK 1 BOJHOYAC HE JOMYyCKATH MPOCTOiB. Y poborti [5] ommcano
TCHETHYHUH aJITOpUTM JUTS IUIAHYBaHHS MPHUOYTTS BXiTHUX BAaHTAXIBOK 3aJIe)KHO Bij (hiKCOBaHOI
KUTBKOCTI  PO3BaHTOXKYBAJBHUX JBEpPEeH Ui MiHIMI3allii dYacy pO3BaHTAXCHHS BXIiIHUX
BaHTaxXiBOK. Jlns PSC, ocnamenoro ASC i3 3aMKHYTUM KOHTYPOM, pPO3pOOJieHO TiOpuaHi
QITOPUTMH, TPU3HAYEHI A TNOWIYKY ONTHUMAJIbHOTO IUIaHy NpuUOYTTS BXIOHUX [6]
1 BUXiTHUX [7] BaHTaXIBOK BIAMOBITHO IO METH iX PO3MOAUTY IO JBEPSX TepMiHATIB. ABTOpHU
NOCHiDKeHH [8] poO3risimaloTh 3aBHaHHSA PO3POOJICHHS HENiHIHHOT MOJAENl TIIaHyBaHHS
ONTUMAJIBFHOTO 3aBaHTAKEHHS TPAHCHOPTHUX KOHTeHHepiB. KoHTeliHep po30uBaeThcs Ha
HIJKOHTEHHEpH. Y Mpolieci IUIaHyBaHHS 3aBaHTAXXEHHS OO0 €KTIB OepyTbCs [0 yBaru sK
ix reomeTpuuHi mapamerpu (OpieHTaIist 00’€KTiB, MiHIMAJIBHO 1/a00 MaKCUMAaJIbHO JOIYCTHMI
BiJIcCTaHI MK 00’€KTaMH, KOMOIHATOpHI BJIACTUBOCTI PO3TalIyBaHHS OO0’ €KTIB ycepeauHi
MiAKOHTEHHEPIB ), TaK i 0OMEXEHHSI, ITOB’A3aHi 3 iX Baroxo.

Jlpyruii HarpsiM OB’ sI3aHU 3 pO3POOICHHSIM MOJIENCH, CIPSIMOBAHUX HAa MiHIMI3aIil0 Yacy
PO3BaHTaXXEHHS W 3aBaHTa)XCHHS IOCWIOK, a TaKOX 4Yacy, HEOOXIJHOTO Ui COPTYBaHHs
W JompaBlIeHHs 1X 10 3aBaHTaXyBaJIbHHX JBeped. Jljis po3B’s3aHHs 1€l mpoOiieMH aBTOpHU
npaii [1] po3poOunu 3mimany miiourcesnbHy Moaenb aig ASC, ska BUKOHYE JTBOCTYIICHEBE
copTyBaHHs MOCWIOK. CKOpPOYCHHsSI 4acy COPTYBAaHHS JOCSTAEThCS BHACHIIOK MiHIMi3aIlil
KUIbKOCTI HasamTyBaHb ASC, 1110 BUMararoTh Mepepo3NoALTy MOCUIOK Bl 3aBaHTa)KyBaJIbHHUX
JI0 PO3BaHTAXYBATBHUX JBepeil. Y poboti [9] 3ampomoHOBaHO MBI MOJENI ONTHMI3aIlii
nponyckHoi 3gatHocTi ASC I pO3MOAUTEHOTO LEHTPY 3 OMNIALYy Ha HOro eKCIUTyaTalliiHi
oOmexxeHHs1. [lepima Monenb BH3HAYa€ MiHIMaJIbHUN MapUIpyT TPAHCIOPTYBAaHHS TOBapiB IO
KOHBE€EPY 11 KOHKPETHOTO CIEHAPiI0 3aBaHTAKEHHSI-PO3BAHTAXKEHHS. J[pyra Mosienb 3Bakae Ha
PEeXUM poOOTH KOHBEEPA 3 MAKCHMAJIBHOIO TMPOITYCKHOIO 3/1aTHICTIO Ta MiHIMi3y€e BC1 MapIIpyTH
TOBAPIB JJIS1 KOXKHOTO 3aBaHTAKECHHS-PO3BAHTAXKEHHS.

Tpertiii HampsiM MoB’s3aHMN 3 po3poOJICHHAM iMiTaniiiHuX Moxenei anst ASC 3 Meroro
MPOBEICHHS JAOCIIHKEHB, CIIPSIMOBAHUX Ha 301IbIICHHS HOTO MPOITYCKHOI 31aTHOCTI. IMiTariini
MOJIeNIl peani3yloTh MOTeHLiHHI KoHpirypamii s ocHameHHs ASC pizaumu tunamu ASL,
Oepyun 10 yBard iX pO3MIIICHHS WLIOJ0 PO3BaHTAXyBaJlbHO-3aBAHTAXXYBAJIbHUX JABEpeH i
MapuipyTiB TPAaHCIOPTYBaHHS MOCHJIOK. Jlms po3B’s3aHHSA 1poOJIeMH TMPOEKTYBAaHHS
KOMIIOHYBaHHSI KUIbLIEBOrO KOHBeepa B poOori [10] momaHoO TEHETHYHHWH aNropuT™M
JUTsl BU3HAYEHHS ONTHUMAaibHOI KOHCTpYKIii ASC 3 MeTO MiABHIIEHHS HOTO MPOITYCKHOI
3aaTHOCTI. J{J1s1 mepeBipKu alnropuTMy BUKOPHCTOBYETHCS iMITalliifHa MOJIEIb.

Astopu mpaui [11] po3risiiaioTe pi3Hi BapiaHTH KOHCTPYKII COPTYBaJbHUX KOHBEEPIB 13
3aMKHYTHUM KOHTYpoM. Po3po0iieHa Mopaenb 3acTOCOBYETHCS MJISi OLIHIOBAHHS MPOITYCKHOI

3aTHOCTI KOHBE€EPA 3 PI3HUMH CXeMaMU KOMITIOHYBaHHS.
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VY nocmimkenni [12] 3amponoHOBaHO [ETEPMIHOBAaHY 3MIIIAHO-LIJIOYHCEIbHY JIHIHHY
MOJIENIb Ui PO3B’SI3aHHSI NMUTAHHS CKOPOUYEHHS Yacy pydYHOTO TPAaHCIOPTYBaHHS MOCHIIOK
croco0OM 3MiHM KOMITOHYBaHHsI 00aHaHHs KoHBeepa PSC.

3. MeTa i 3aBIaHHA TOCTiIIKeHH

Mertoro cTaTTi € po3pobJaeHHS MoJeNl NPUHHATTA pimieHb ASL 3aBaHTa)xyBaldbHUX IBEpei
tepminaniB PSC y Burisal aganTuBHOI HEWPOHEUITKOI CHUCTEMH BUBEIEHHS, IO 3MA1MCHIOE
NOTOKOBY HeuiTKy Kiacudikauiro OIIB 3a Tpboma amiamazoHaMu iX mapameTpiB Juid peainizauii
3aJ]aHOT1 JIOTIKU X COPTYBAHHS 110 3aBaHTAXyBaJIbHUX JIOTKaX.

Jl1st TOCSITHEHHSI OKPECIEHOT METH HEOOX11HO BUKOHATH TaKi 3aBAaHH:

— MpoaHali3yBaTH KOHCTPYKTHBHI 0COOMMBOCTI oOnaaHaHHs KoHBeepiB PSC 1 ioro
MOKITUBOT MO (iKallii;

— BU3HAUUTH CTPyKTYpY ANFIS BiANOBIHO 10 METH TOCIIIKEHHS;

—3’sicyBaTH Jiana3oHu Bard i raGaputiB OIIB, moB’s3aHi 3 HOMEpaMM 3aBaHTaKyBaJIbHUX
JIOTKIB;

— nocniauTy oriky coptyBanHs OIIB;

— BU3HAYUTH NTapaMeTpu HaOOpiB 1aHUX AJs HaBuaHHA i TecTyBaHHs ANFIS;

— BUKOHATH HaB4aHHs 1 TecTtyBaHHs ANFIS y cepenosuiii MATLAB.

HaBuena ANFIS Mae mnpoBoauTH HEWiTKy Kiacu(ikalilo IMOCHIOK 3a iX Barowo Ta
rabaputamMM M BHM3HAyaTH HOMEp 3aBAHTA)XyBAJIbHOIO JOTKAa 3 BIJIHOCHOI TOYHICTIO HE
MmeHe Hix 95 %.

4. Pe3yibTaT A0CTiIKECHHS

4.1. Ananiz KoHCmMpPYKmMuUeHUX o0codaugocmeil oonaonanusa koneecpie PSC ma iiozo
MOXHCIUBOT MOOupikayii

VY cnpomieniii cxemi PSC [1] Tpu KOHBeepH BUKOPHUCTOBYIOThCS it epBuHHOTO (ASC-1)
i sropunHOro (ASC-A, ASC-B) coprysanns OIIB (puc. 1).
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3apnanHs kouBeepiB PSC momsrae B posmoxinmi OIIB y 1BOX HampsiMKax, SKAM
BIIMOB11at0Th TepMiHamu A 1 B. BXimHi BaHTaxiBKM NpuUOYBalOTh J0 PO3BAaHTAKYBAIBHHUX
nBepeit (unloading door), noznadenux sk Ul, U2, ..., UN. Tlocunku Biag pO3BaHTaXyBaJIbHUX
nBepeit BianpaBisitoTeesi B ASC-1 17151 IEpBUHHOTO COPTYBAHHS 32 HANPSMKaMH JOTIPABIICHHS.
I3 miero MmeToro BUKOPUCTOBYIOThCA nBa ASL, ski 3uutyiorh anpecy OIIB 3 eruketkun
i BU3HA4alOTh, Ha KU 3 NBOX KoHBeepiB, ASC-A (tepminan A) abo ASC-B (tepminan B),
nocwika Oyzae BiampasneHa. KinmeBoio meroro copryBaHHsS Ha KoHBeepax ASC-A i ASC-B
€ TPAHCIIOPTYBAHHSI MTOCUJIKU JI0 3aBaHTaXyBaJdbHUX nBepel (loading door) Tepminany A a6o B
3 MIEBHUM HOMEpOM, no3HayeHuM sk L1, L2, ..., LN. ASL 3aBaHTa)xyBaJIbHUX JIBepel KOHBEEPIB
ASC-A i ASC-B Bu3Haudae angpecy MOCHIKH 3a ii eTHKeTKOr. SKkmo BoHa 30iraerbcs, ASL
BIJIMIPaBIIsi€ MOCUIKY B 3aBaHTaxyBabHHUN JO0TOK LC (Loading Chute) BIAMOBIAHUX IBEPEH.
Po0oui 3aBaHTa)KyI0Th BUX1JIHY BaHTaXKiBKY IOCHJIKaMu 3 JIOTKiB LC.

Henonik konBeepiB ASC-A 1 ASC-B 3ymoBneHM THM, 10 MOCHJIKH COPTYIOTHCS MONPHU
ix BaroraGaputHi mokazHuku, a OIIB, BigcopToBaHi 3a HampsMKaMu JIOMPABIICHHS,
TPAHCHOPTYIOThHCS Ha 3aBaHTaXyBaJIbH1 JOTKU NOoTOKOM. [ToTokoBe 3aBanTaxkeHHst OIIB y ky30B
BAaHTAXXIBKU 3IHCHIOETHCS 3 JIOTKIB CIIOCOOOM PYYHOTO YKJIaJaHHS IIapaMd OAMH Ha OJHUI.
YHacHiIoK Toro, o KOHBeep (MOTIK MOCKIIOK) 3yIMMHATH HEMOXKIIMBO, Y POOOYMX HEMA€E yacy Ha
copryBanHs OIIB 3a ix Baroro Ta rabapuTamu IiJ{ Yac 3aBaHTaXKeHHS. Takuil cnoci® ykiajaHHS
OI1IB 3yMOBIIIO€ PU3HK iX TOIMIKOKEHHS Y MPOIIECi 3aBaHTAXKECHHS W TPAHCIIOPTYBAHHS, a TAKOX
Hee(DeKTUBHE BUKOPHCTAHHS BAHTAKHOTO MPOCTOPY Ky30Ba BAHTAXKIBKH.

Jlnst ycyHeHHs1 3a3Ha4€HOro HEeJOJIKY BCi ABepl TepMiHaiiB A 1 B ocHalrytoThCs HE OHUM, a
TpbOMa 3aBaHTAXKYBAJIbHUMHU JIOTKaMH, JJIs1 KOXKHOTO 3 SIKUX BU3HAYEHO Jliarla30H Baru i rabapuTis
OIIB. 3aBnmaHHsAM Mojeni NpUAHATTSA pimieHb ASL 3aBaHTaXyBaJbHUX JIBEpEH TEpMIHATIB €
BUKOHaHHs HeuiTkoi kinacugikamii OI1B y moTowi Ha OCHOBI iX Baru i radapuTiB i BU3HAUCHHS
HOMepa 3aBaHTaKyBanbHOTO JIoTKa LC nBepeii L, 10 skux X moTpiOHO TpaHCHIOPTYBATH.

Bapiant noriku 3aBantakeHHs: OI1B B moroui 300pakenuii Ha puc. 2. JIBepi L tepminaniB
A 1 B ochameHi TpboMa 3aBaHTa)XyBaJbHUMH JOTKaMmM, no3HaueHumu sk LC1, LC2, LC3.
3aBaHTa)XXyBaJIbHI JIOTKM IIPU3HAYEHl U1 NPUHOMY IOCHJIOK Yy TpbOX Jlana3oHax Baru u
rabaputiB. 3HA4YeHHS Jiama3oHIB 30UIBIIYIOTHCS  BIAMOBIZHO JIO TIOPSJIKY HOMEpIB
3aBaHTaXyBaJIbHUX JOTKIB LC.
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3aBaHTaXCHHS 3/IMCHIOETECS B TPHU €TalmM W OuIbIIEe 3aJie)KHO BiJ OOCSTYy BaHTa)KHOTO
npocTopy aBToMoOLIs1. Ha KoKHOMY eTari 3aBaHTa)KeHHS! TIOCHIIKM PO3TAlIOBYIOTh Y TPH IIapH.
[Mepmmii map GoOpMyIOTh 3 TIOCWIOK 3aBaHTAXKYBAJTBHOTO JIoTKa LC3 3 HalOUTBIIMM Jiara30HOM
Bard i rabaputiB. [[pyruii map MicTUTh IMOCHIKHA CEPEAHBOTO Hiana3oHy 3 yioTka LC2, a Tperiit
map — Haijermi W Haimenmn mocwikd 3 jotka LC3. Ha gpyromy i HacTymHHX eTamax
3aBaHTa)KEHHS PO3MILIEHHS] MOCWJIOK IapaMH NOBTOpIOeThes. lle 3abe3nedye KOMMAaKTHE
3aBaHTAXXEHHS BaHTaXHOTO Tpoctopy aBTomoOuns OIIB, mo HamxomsTh y MOTOLI, Ta 3HUXKYE
PH3HK IX HOUIKOKEHHS 32 YMOBH CEKILIIHOTO PO3MIIIEHHS [IapaMu.

Jns pearmizanii Mojeni NMpUHHATTS pimeHbs ASL 3aBaHTaXyBaJbHHX IBEpEH TEpPMiHAIIB
obpano ANFIS [13]. 3 BukopucTaHHSIM 3aJaHUX 3HAYCHb BXIJHMUX 1 BUXIIHUX HAOOPIB JaHUX
Heuitka Mozaenb ANFIS peanmidye HediTke BH3HAYCHHS HOMeEpa 3aBaHTaKyBAJIBHOTO JIOTKA,
OCHOBAHOTO Ha 3aJlaHOMy METOJli HaBuaHHS. Ha el wac TpUBAarOTh IOCTIKEHHS Pi3HUX
metoiB HaBuaHHS ANFIS [14] mns migBumieHHs 11 TPOIYKTHBHOCTI. YHIBEPCAIBHICTE MO
ANFIS 3ymoBTto€ 11 mMpoKe 3aCTOCYBaHHS B PI3HUX Tally3sIX MPOMHCIOBOCTI [15].

4.2. Busnauennsn cmpykmypu ANFIS 6i0nosiono 0o memu 0ocnioxycenus

Jnst po3poOieHHs 1 IPOBE/ICHHS AOCTIDKEHh BUKOPHCTOBYBABCS 1HCTPYMEHTapiii CTBOPEHHS
ta HaBuanHs ANFIS, peanizoBanuii y cepemoBunii MATLAB (Bepcis R2016a-9.0.0.341360).
Po3pobnena B MATLAB neuitka mozens ANFIS mae dotupu BXxoaum ¥ oauH Buxin (puc. 3)
1 Bigmosigae mozeni Takari — Cyreno (TS) mepmoro mopsaky.

XX

1

ANFIS_ASL

flu}

{sugeno)

:
NV

X4

Puc. 3. Heuitka mogens ANFIS

Monens ANFIS mae woTupu Bxonu i OJMH BHXiJ. BXiTHIMU HEYITKUMHU MapaMeTpamH €:
X1— Bara, X2 — BUCOTa, X3 — IIMpUHA U x4 — rinbuHa OIIB. BuxigHuM HEYITKUM MapamMeTpoM €
HOMEpP 3aBaHTaXyBaJbHOTO JoTKa LC, 1m0 mo3HavaeThCcs AK ). 3TiTHO 3 HEUYITKOK MOJEILIIO
Takari — CyreHo mepiioro mopsIKy mpaBuiia MoAal0ThCs B TakoMy Burisadi [13]:

R:IF(x, € 4,)andIF(x, € 4,,) and IF(x, € 4,,) and IF(x, € 4,,) - f,,

Ji = Co +CyeXy +Cy X, +Co X +Cye Xy,

1)

ne R, — HeuwiTke mpaBwio 3 iHnekcoMm k, k =1,2,3, ..,.K; 4, — HEYITKI MHOKMHH, BU3HAYECH]

i(q,j,m,s)
JUTSL BXIIHMX mapamerpiB xi 3 iHgekcoMm i =141, 2, 3, 4} ¢, j, m, s — IHIEKCH YMOB V aHTELEICHTAX
pameTp q,] YMOB 'y

npaBui R, , sIKi OOMPAIOTHCS HE3AIEXKHO Bif iHIEKCY k; f, — KOHCEKBEHT MpaBWia R,; ¢y, C;
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KOe(iIiEHTH TONIHOMA Tepmoro mopsaky. Oneparlisi BU3HAUYEHHS CTYNEHS HAJIEXKHOCTI YiTKOI

3MIHHOI Xi 0 MHOKUHU 4, B YMOBaX aHTeleeHTIB mpaBui (1) € 3HaXOMKEHHSIM 3HAYCHHS

(q.j.m,s)

rayccoBoi yHKIIIT HaJIE)KHOCTI:

X —d..

1 1 1
Hay (X)) =exp 5 b—j : )

ij

b, — mapameTpw, IO BU3HAYAIOTHCS B mporieci HaB4aHHS ANFIS.

AC dy» Oy

Cropomena crpykrypa ANFIS, BcranoBieHa BIAMOBIIHO 10 11 HEUiTKOT Mozeni (puc. 3) s
Tpbox mpasuia (1), nogana Ha puc. 4. Kinbkicts npaBui HediTkoi mozeni ANFIS yrounioeTses
i yac BU3Ha4YeHHs JIoTiku copTyBaHHs OIIB.

Ml
X1 ¥

Maiz

min N
Hans wy 1

yi=wily

min N
Pann W2

-
— - N Fw; H{ > .
.x3 =] "

¥3 =wsl3

Xy

min N rs
W3

Puc. 4. Ctpyxrypa ANFIS

Crpyxkrypa mozeni ANFIS (puc. 4) MicTUTh 11’ Th IAPIB:

— IepIIuii map BiAMOBIAAE 3a OOYMCICHHS 3HA4YeHb (YHKIIII HAIEKHOCTI U Aij (xl-) JUTSt

BXIJTHUX 3Ha4YeHb (piBeHB hazudikariii);
— Ipyruii TIap BIANOBINA€ 3a arperamil0 CTYNEHIB ICTHHHOCTI YMOB KOXHOTO K -TO
npasuia (1) BianosigHO 10 onepauii 7-HOPMH, OOUUCITIOIOYN Barosi KOeMILi€HTH Wy . 3HAYEHHS

BaroBOro KoeQili€HTa w; BU3HAYAETHCA K MiHIMAJIbHE 3HAYECHHS 3 MHOXKMHU 3Ha4€Hb (DYHKII1H
HaJIS)KHOCTI, pO3paXx0OBaHUX y MEPIIOMY MIapi:
W = mln{luAlj (Xl)’ Hpoj (Xz)’ Hasj (X3)7 Hagj (X4 )},
—TpeTiif map BIANOBiJAa€ 3a HOpMai3allil0 BaroBUX Koe(ilieHTIB wj (004MCIIEHHS
BIJTHOCHOT'O PiBHS ICTHHHOCTI K -TO TIpaBUIIa):
wkzwk/Zwk, k=1 2, 3;
k
—4YeTBEepPTHI IMap BIAMOBiIae 3a OOYMCIEHHS AOOYTKY BIAHOCHOTO pIiBHS ICTHHHOCTI
k -ro mpaBua Ha fforo KoHCeKkBeHT f) (piBeHb Aedasudikamii):

Vi =W fy =W, (Coe +CpeXy +Cye X, +Cy X +C X,);
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—ISATHA TIap, OO0 MICTUTh OJWH HEHPOH, BIAMOBITAE 3a aJalTHBHE IMiJCYMOBYBaHHS
BHUXIJTHUX JIAaHUX TOTIEPETHBOTO MIapy:

4.3. Busnauenns oianaszonie eazu i 2avapumie OIlIB

JI71s1 KO’KHOTO BXIJJHOTO MapaMeTpax,, I € {1,2,3,4}, BU3HAYCHO TI0 TPH Jiana30HU 3HAYCHBD,

IO BIJAMOBINAIOTE TPHOM 3aBaHTaXyBaJdbHUM JioTkam LC 3 iHgekcamu (HOMepamu)

r.,T ,T..

gy Tim?' Tis

q =j =m=s=1 2, 3,inosnauennx sx T, ,

3HaueHHs Alana3oHiB HaBeAeHO B Ta0. 1.

Taboauus 1. [ianazonu 3nauens napamempis OIIB

Bxinmi m Hiana3zonu 3HaueHb napamerpis OI1B
a ;&T " ia(l);};ifi; JUIS 3aBaHTAXXYBaJIbHMX JIOTKIB
P p a s motka LC1 s morka LC2 s morka LC3
X, , Bara (KF) qu T — [0, 149] Ti2— [15, 449] T3 - [45, 60]
X, , BUCOTa (CM) Ty, T, - [0, 39.9] 75, —[40, 119.9] 753 —[120, 160]
¥s» MMPHHA T, T, - [0, 39.9] T3, [40, 119.9] Ts3 — [120, 160]
(cm)
X4 z““f“Ha T, Ty - [0, 39.9] T2 - [40, 119.9] T3 - [120, 160]
cM

4.4. Buznauenns nociku copmyeanuns OlIB

Hapuansna Bubipka ANFIS mae BigrBoproBatm Joriky copryBanHs OIIB 3a tproma
3aBaHTAXYBAIBHUMHU JIOTKaMU. BU3HAYMMO KidbKicTh TpaBui HediTkoro BuBeacHHs ANFIS,
mo BukopucToByloThes B (1): K =G" = 4° = 81, ne G= 4 — xinbkicts mapamerpis OIIB,
L = 3 — kinbKicTh 3aBaHTaKyBAILHUX JIOTKIB.

Marpuus JOTiKM COPTYBaHHS, IO BHM3HAYAETHCSA I1HAEKCAMM 3aBAHTA)KYBaJIbHUX JIOTKIB
{gq,j,m,s}, nomana B T1abn.2 (y ckopoueHomy BUIIIAdi). Lli iHOeKcH BHU3HAUYAIOTh HAJIEKHICTDH

BXIJTHHX MAapaMeTpiB X; HABYATHHOI BUOIPKH JI0 JTiama3oHiB 7,

1 sz, T, T, ,nonanux y Tabdmn. 1.

Tabauus 2. Mampuys noziku copmysanns OIIB

IHZ[eKCI/I BUKOHAHUX YMOB y aHTCHCACHTAaX IMMPaBUJI
Hpallznno X, € qu X, € sz x,eT, x, €T, HOMGE) é‘IOTKa
iHICKC ¢ iHIeKC | THIEKC 1M IHIEKC §
1 1 1 1 1
2 1 1 1 2 1
3 1 1 1 3
4 1 1 2 1
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Kineyb mabauyi 2.

5 1 1 3 1
6 1 2 1 1
7 1 3 1 1
8 1 1 2 2
9 1 1 2 3
10 1 1 3 2
11 1 1 3 3 2
12 1 2 1 2
13 2 1 1 1
47 2 3 2 2
48 2 1 3 3
49 2 2 3 3
50 2 3 1 3
51 2 3 2 3
52 2 3 3 1
53 3 1 1 1
81 3 3 3 3

Jl11g 3aBaHHS JIOTIKM COPTYBaHHS HEOOXiAHO 0OpaTH iHAeKCH {q, j, m, S} BUKOHAHUX YMOB
npaBuia (1) 1 HOMep 3aBaHTaXKyBaJbHOTO JIOTKa, IO BIAMOBigae muM ymoBam. [[ms mboro
BUKOPUCTOBYIOTHCS JIBA KPUTEPIii KOHTPOJIIO Baru i rabapuTiB MOCUIIKH:

1) sxmo B mpaBwIi HE OUTBINE HiXK OJHA BUKOHAHA YMOBA 3 1HJIECKCOM { j,m,s} , 3HaYEHHS
AKOro mepeBuinye iHaekc ¢, To OIIB TpaHCHOpTYyeTbCS [0 3aBaHTAXYBAJIbHOTO JIOTKA
3 HOMEPOM ¢ ;

2) SKOI0 B MpaBWI JBa W OUIbINE 1HIEKCIB BUKOHAHUX YMOB 3 { j,m,s} MIEPEBUIITYIOTh
3HauYeHHS iHAEKCY ¢, To OIIB TpaHcmopTyeThcs 10 3aBaHTaXYBAJIBHOTO  JIOTKA

3 HomepoM ¢ + 1. Skmo (¢+ 1) > 3,10 ¢ = 3.

4.5. Buznauenna napamempise Haoopie oanux 01a nasuanus ii mecmyeanna ANFIS

st naBuanass ANFIS Bukopuctano dornpu HaOOpH NaHMX, sIKi (hOPMYBaIHCS CIIOCOOOM
3aJlaHHsl KOPTEXKIB 3HA4YEHb< X;, X,, X3, X,, ¥y >, L0 BIANOBIJAIOTH [iala30HaM 3HA4YEHb 3
tab:. 1 1 matpui joriku coprysanus OIIB (Tabum. 2).

s TectyBanns HaBueHOi ANFIS Bukopucrtano Habip nanux dataset3 y BUTIIAII KOPTEXKIB
<Xy, Xy, Xgy Xy, Y, >

[TapameTpu HaOopiB AaHuX A HaBuaHHs U TecTyBaHHA ANFIS nonano B Ta0im. 3.
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Tabauus 3. [lapamempu nabopie oanux 0as Hasuanus 1 mecmyganhs ANFIS

KinbKicTh 3HAYEHb IS Jialla3oHiB
[pu3HaveHHs 7;( - 3ar§J:I<;1\gOK0iI)5\%>KIB HaiimenyBaHHs
Ha0OpiB JaHUX o p Ha0OpiB JaHUX
3 3 3 3 3*=81 datasetl
Hapuanus 6 6 6 6 6%= 1296 dataset?2
9 9 9 9 9*= 6561 dataset3
TecTtyBaHHs 13 13 13 13 13*= 28561 dataset4

5. O0roBopeHHs pe3yJbTATIB 10CTi/IZKEHHSA

s naBuanHs ANFIS BnpoBamkeHo nBa meronu, pearnizoBani B MATLAB: 3BopoTHOTrO
nomupeHHst moMuiku (backpropa) i riopuaauii (hybrid), mo 00’€qHy€e METOA 3BOPOTHOTO
HOLIMPEHHS! TOMWIKH 3 METOJIOM HallMEHIIMX KBaJapaTiB. HaB4aHHS MpoBOIMIIOCS ISl KOKHOTO
HaBYaJIILHOTO Habopy naHux mporsaroM 5, 25, 50 1 100 emox i3 dikcalieo 3Ha4YEHHS
CepeHbOKBAPATHYHOI TOMUJIKY HaBYaHHS.

HaBueni ANFIS mnporecTtoBaHO 3 BHUKOpPUCTaHHSAM BUOIpKU dataset4, mapameTpHu sKOi
nojaHo B Tabi. 3. Y mporeci rectyBanHs HapueHMX ANFIS BuxifHi IifiCHI YMCIIOBI 3HAUEHHS 1X
HEYITKUX Mojelield (HOMEpPH 3aBaHTaXyBAIBHUX JIOTKIB) OKPYTJTFOBAIHCS JIO I[UIMX BiJIITOBIIHO
0 TpaBWJ MatemaTtukd. s oriHroBaHHS sKocTi HaBueHmx wmozeneit ANFIS dikcyBamucs
ictunHi (TC — True Classification) 1 nomunkoBi (FC — False Classification) pe3ynbTaT HEUITKOI
knacudikamii OIIB 3a HoOMepamu 3aBaHTa)XKyBaJIbHHX JIOTKIB. METPHUKOIO OIIHIOBAHHS SIKOCTI
3aCTOCOBAHO BIHOCHY TOYHICTH MpaBmibHOI knacudikamii (RP — Relative Precision), sika
BU3HAYA€THCS BIIMOBIIHO /10 BUPA3y

e c

P=—— =", 3)
TC+FC N

ne N — KUIbKICTh KOPTEXIB y HA0OP1 TaHUX JIJIsl TECTYBaHHS.

PesynpTat nmocmiKEHHS TPOAEMOHCTPOBaHO B Tabm. 4, 1€ TMOJaHO 3HAYCHHS
cepenubokBagpatuyHoi momunku (CKII) HaBuaHHS i OIIHKK BIJHOCHOI TOYHOCTI MPaBUJIBHOI
knacudikamii (RP) 3amexHo BiJ KiJIbKOCTI €10X HaBYaHHS.

JochimkeHnHs: nepekoHano, mo riopuaanii meron HaByaHHS ANFIS € xpamuMm, ocKibku
3a0e3neyye MiHIMalbHI TMOMUJIKH, SKIIO TMOPIBHIOBATH 3 METOAOM 3BOPOTHOTO MOIIMPEHHS
MMOMUJIKH.

BinnoBigHO 10 pe3yabTaTiB qochimkeHHs (Tabin. 4) mis peanizanii oopano moaens ANFIS,
HaBYeHy TiOpunHuM wmetogoM mnpoTsrom 100 emox. Lls momens 3a0e3mneuye MiHIMaNbHY
MOMHJIKY HaBUaHHS ¥ 3aJ0BOJIbHSE BHMOTY, II0 BHM3HAUY€HAa B IIOCTAHOBII 3ajadi MO0
3a0e3neyeHHs BiAHOCHOT ToUHOCTI knacudikarii OIIB ve menme Hixk 95 %.

Amnani3 noka3HukiB HaBuaHHa Mojeneid ANFIS 3 riOpuanuM MeTo0M HaBYAaHHS Ja€ 3MOTY
chopMyIOBaTH BHUCHOBOK, IO OLUIBII 3HAYHUI BIUTUB HAa BIJHOCHY TOYHICTH HEYITKOT
knacudikanii OI1B mae po3Mip 1aHMX HaBUAIbHOI BUOIPKH.
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OTtpumana oI1iHKa BiTHOCHOI TOYHOCTI KJIAaCH(iKaIlil MPaKTUIHO HE 3aJE€KUTh B KITBKOCTI
enox HaB4aHHs (Tabu. 4). Lle moB’s13aHO 3 TUM, 110 CEPEIHBOKBAJpaTUYHA TTOMUJIKA HaBYaAHHS
Bim 5 mo 100 emox 3MeHIIyeTbcs TOBUTBHO (s HAOOpYy maHux dataset? — 5,89 %, a mus
dataset3 — numie 0,53 %).

3a3HadeHe BIDIMBAE HA Te, 110 BUXIAHI mificH] yncitoBi 3HaueHHsT ANFIS TakoX 3MIHIOIOTHCS
HE3HAYHO, a TICJIS OKpPYTJeHHS 10 IUIMX OOYMCIIIOBAaHE 3HAYCHHS BIJHOCHOI TOYHOCTI

KIacudikaii MPaKTHYHO HE 3MIHIOEThCSI.

Tabauus 4. Pezyromamu nagyauns i mecmysanus ANFIS

ITokazHukn Kinmpkicte enox maBuanas ANFIS
AKOCTI HabGopu nanux mns
5 25 50 100 HaBYaHHS
HABYAHHS
Metoa HaBuaHHs ""3BopoTHE nomupenHs noMmuiaku" (backpropa)
CKII 0,8614 0,1692 0,1682 0,1667 dataset]
RP, % 38,9 % 79,9 % 80,4 % 80,7 %
CKII 0,9133 0,2537 0,2415 0,2352 dataset?
RP, % 48,8 % 90,7 % 91,7 % 91,4 %
CKII 0,2907 0,3385 0,3325 0,3307 dataset3
RP, % 48,9 % 93,3 % 94,1 % 94,2 %
Tiopunnuii metox napuanus (hybrid)
CKII 1.54e -5 1.54e -5 1.54e -5 1.54e -5 dataset]
RP, % 86 % 86 % 86 % 86 %
CKII 0,0407 0,0403 0,0397 0,0383 dataset?
RP, % 94,3 % 94,3 % 94,3 % 94,3 %
CKI1 0,2812 0,2809 0,2805 0,2797 dataset3
RP, % 96,3 % 96,3 % 96,3 % 96,3 %

Bxinni ¢ynkmii HamexxHocTi HewiTkoi Mozem HaBueHoi ANFIS mna mapamerpis OIIB
X, Ta X, MOJAIOTHCS HA PUC. S 1 pUC. 6 BIAMIOBITHO.

Al Al2 Al3 A21 A22 AZ23
1 1
051 1 05
0 0 1 1 L L 1 1 L
5 10 15 20 25 30 35 40 45 50 55 60 20 40 80 80 100 120 140 160
Puc. 5. Oynkuii HanexHOCTI 4714 Bary ( X, ) Puc. 6. DyHKIIiT HaNEKHOCTI U1 BUCOTH ( X, )

[TapameTpu BXiZHHUX TayccoBUX (YHKIIN HanekHOCTI (2) HewiTkoi Mmoxeni oopanoi ANFIS,
BH3HAUEHI B IPOIEC] HABYAHHS, II0JJaHO B Ta0JI. .
Heuitka wmomens ©HaBueHoi ANFIS wictute 81 TpaBmwio HEUYITKOTO BUBEIACHHS,

10 Bigmosimae tabm. 2.
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Ta6muus 5. [lapamempu exionux @yuxyiu narexcnocmi naguenoi ANFIS

OyHKIIA gaussmf{b,a) OyHKIis gaussmf{b,a)
HAaJIC)KHOCTI b a HAaJIC)KHOCTI b a
(%) 12,56 0,008 P EN) 3394 | 0,093
oy (%)) 11,92 29,834 Mgz (X5) 33,93 80,05
s (%) 12,22 60 Moz (%3) 33,94 160
EN 33,94 0,093 Mt (X,) 3394 | 0,003
i (%) 33.93 80,05 i (X,) 3393 | 80,05
PN EN 33,94 160 Mz (%) 33,94 160

3HaueHHs KOe(ILIEHTIB KOHCEKBEHTIB f, y NpaBuiax HediTkoi mogeni (1), BU3HaueHi B

MpoIrieci HaBYaHHS JJIs 1HJIeKCiB yMOB Jioriku coptyBanHs OIIB, 3anpononoBano B Tab11. 6.

Tabauust 6. 3Hauenus koeghiyienmis koncexsenmie y npasunax weuimxoi mooeni ANFIS

[IpaBuino Innexcu ymoB BusnaueHi koe(illieHTH KOHCEKBEHTIB fi
r . y npasuiax (1)
17| m|s Cox Cii Cax Cay Cak

1 1 (1] 1(f1{-113E-01 8,27E-03 8,27E-03 8,27E-03 9,26E-01
2 1111 2]-142E-01 | -3,11E-02 | -3,11E-02 | 8,42E-03 | -4,20E-01
3 111|1|3]-141E-01 | -2,46E-02 | -2,46E-02 | 5,79E-03 | -5,93E-01
4 1112 |1]-142E-01 | -3,11E-02 | 8,42E-03 | -3,11E-02 | -4,20E-01
5) 1113 |1]-141E-01 | -2,46E-02 | 5,79E-03 | -2,46E-02 | -5,93E-01
6 112 |1|1]-142E-01 | 8,42E-03 | -3,11E-02 | -3,11E-02 | -4,20E-01
7 113]1(1]-141E-01 | 5,79E-03 | -2,46E-02 | -2,46E-02 | -5,93E-01
8 111)2| 2] -308E-02 | 403E-03 | -3,15E-02 | -3,15E-02 | 7,45E+00
9 1112 |3 ]|-393-02 | 445E-03 | -2,35E-02 | -2,15E-02 | 7,63E+00
10 111)3|2]-393E-02 | 445E-03 | -2,15E-02 | -2,35E-02 | 7,63E+00
11 111]3|3]-852E-02 | -2,21E-03 | -1,47E-02 | -1,47E-02 | 6,67E+00
12 112|1|2]-308E-02 | -3,15E-02 | 4,03E-03 | -3,15E-02 | 7,45E+00
13 211)1|1]-140E-01 | -1,75E-03 | -1,75E-03 | -1,75E-03 | 6,22E+00
47 2 13| 2] 2| -664E-02 | 445E-03 | -3,34E-02 | -3,34E-02 | 7,95E+00
48 2113 ]| 3| -847E-02 | 6,11E-03 | -2,76E-02 | -2,76E-02 | 1,51E+01
49 2123 | 3]|-798E-02 | 894E-03 | -3,33E-02 | -3,33E-02 | 1,62E+01
50 2131 3| -847E-02 | -2,76E-02 | 6,11E-03 | -2,76E-02 | 1,51E+01
51 21323 ]|-798E-02 | -3,33E-02 | 8,94E-03 | -3,33E-02 | 1,62E+01
52 2 13)|3]|1]-847E-02 | -2,76E-02 | -2,76E-02 | 6,11E-03 | 1,51E+01
53 3111 1]-114E-01 | 3,40E-04 | 3,40E-04 | 3,40E-04 | 1,00E+01
81 313 3]| 3| -540E-02 | -1,06E-03 | -1,06E-03 | -1,06E-03 | 6,79E+00
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V3aranpHeHi pe3ynbrati HaBueHOT ANFIS momano y Burmsmi ii ¢yHKmiA BiarykiB ams
¢dikcoBaHuX niama3oHiB Baru it Bucotu OI1B.

Ha puc.7 1 puc. 8 300paxkeno nBi mapu ¢yHkmii BiarykiB ANFIS, mo BiaTBOprOOTH
3aJICKHICTh BHXIJHOTO 3HAYEHHS HOMEpPA JIOTKA y BUIJISAI JIHCHOTO YMCIa Ta HOTO 3HAYCHHS,
OKPYTJICHOTO [0 ILJIOTO.

s

o
Fed '.'&ﬁv 'v..ﬂ

%f&\i‘n’m \‘

et
e Tesaesaese
OSSO
R eseraasrerae S
':‘:‘:;"o'
o

, HOMep noTKa
, HOMep noTka

y(xa, Xz), HOMep noTka

Round(y},'

¥(X3, X4), HOMep NoTka
Round(y),

6) Round{y (x,,x, )} 6) Round{y (x;, x, )}

Puc. 7. ®yHKuii BiArykis (xl el x, e TZl) Puc. 8. ®yukuii BiaArykis (xl €el,, x, € Tzz)

Ha puc. 7 nonano ¢ynkuiro Biaryky ANFIS mns dikcoBaHoro miamna3oHy Bard il BUCOTH

OIIB nepiuoro 3aBaHTa)xyBanbHOro jJorka LC1 (xl el x, TZI) 1 IBOX BX1/IHUX ITapaMeTpiB —

IIUPHUHU (X, ) 1 BUCOTH (X, ), 3HAUECHHS SKUX 3MIHIOIOTBCS B YCIX TPhOX Jiala30HaX, BU3HAUCHUX
y Tabu. 2.

Hpyruit Bapiant QyHkiii Biaryky ANFIS (puc. 8) momano mist hikcoBaHOTO Jiana3oHy Baru
i Bucotm OIIB  gpyroro 3aBaHTaxyBaimbHOro Jjorka LC2 (xl el,, x, Tzz)
3 aHAJIOTIYHMMH Jiarna30HaMM 3MiHH ITUPHHH ( X, ) # BUCOTH ( X, ).

Pesynbratu MonentoBaHHs MiATBEPKYIOTh, 10 HaBueHa ANFIS peanizye 3amany joriky
copryBanns OI1B BiAMoOBiAHO 70 3aBaHTaXXyBaJIbHUX JIOTKIB Y TTOTOIIl KOHBEEPA.

6. BUCHOBKM ¥ IepCNeKTUBY MOJAIbIINX JT0CTiIKEeHb

Po3pobnena monens npudHATTA pimieHb ASL y BUrsai aganTUBHOI HEHPOHEWITKOI
CHUCTEMHU BHBEJCHHS H JOJAaTKOBE OCHAIICHHS NBeped TepmiHaiiB PSC 3aBaHTaXyBaabHHUMHU
JOTKAaMH Jal0Th 3MOTY peani3yBaTH TOTOKOBe copryBaHHS OIIB 06e3 3MiHM MBUAKOCTI iX
TPaHCHOPTYBAHHS I10 KOHBEEPY.

PeamizoBana Jorika coOpTyBaHHS 3a0e3leuye IOETanmHe 3aBAHTAXCHHS TPAHCIIOPTHHUX
3aco0iB mo cekuisix. Koxna cekuist mictute Tpu mapu OIIB, ki ykiagaroTbes MOCIiOBHO

BiJIMTOBITHO 10 3MEHIIICHHS 1X Baru i rabapuTiB, 10 3HIKYE PU3UK X TOIIKOKEHHS.
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HenonikoM po3pobienoi Moaesi mpuiHATTS pimeHb ASL € oOMexeHHsI yMOB COpPTYBaHHS,
SIKE BU3HAYAETHCS KUTBKICTIO 3aBaHTaKyBaJIbHUX JIOTKIB, IO BiIMTOBIJAIOThH KIJTBKOCTI Jlialla30HiB
Baru i rabapuris OIIB.

3 orysiy Ha 3a3HAYCHUN HEJOJIIK MOXKHA OKPECIIMTH TaKi HalpsSMHU TOAAIBIIOT poOoTH:

— JIOCTIiPKEHHSI BapiaHTIB MOTOKOBOTO 3aBaHTakeHHs OIIB Ha 3aBaHTa)XyBaJbHUX JBEPSX
tepminaniB PSC 3anexHo Bi 00CsTy Ky30Ba BAaHTaXIBKH;

— BU3HAUeHHs MOXJMBHX BapianTiB HaBuaHHs ANFIS jmna  pisHoi  KkijmbKocTi
3aBaHTaXyBaJIbHUX JIOTKIB, 1[0 BCTAHOBJIIOE KUTBKICTh YMOB copTyBanHs OIIB;

— MOpIBHAHHS MOJJIMBUX BapiaHTiB mporpamHoi peamizamii ANFIS nHa 06a3i cywacHux
MIKpOKOHTpoJiepiB,  cnemianizoBanux  ANFIS-xoHTponepiB, mpomnopiiitHo-iHTerpasbHUX
1 IPOTIOPLIHHO-1HTETpaTbHO- TN EPEHIIATEHIUX PETYIISTOPIB.

Otxe, po3pobimeHa wMozaens NpudAHATTS pimenb y Burisagi ANFIS  3abesmeuye
copryBaras OIIB B ymMoBaxX KOHBEEPHOTO IOTOKY, a OTXKe, ii pEeKOMEHIOBAHO IS peai3arii
B ASL pi3HOTr0 Npu3HAYEHHSI.
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ADAPTIVE NEURO-FUZZY INFERENCE SYSTEM FOR SORTING
POSTAL ITEMS IN A CONVEYOR STREAM

The subject matter of the article is decision-making models for automated sorting lines (ASL) used
in parcel sorting center (PSC) hubs that are part of the postal delivery logistics network. The goal of the
work is to develop an ASL decision-making model for PSC terminal loading doors in the form of
an adaptive neuro-fuzzy inference system (ANFIS). The following tasks were addressed in the article:
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an analysis of the design features of ASL equipment was conducted, and a modification was proposed —
equipping terminal doors with three loading chutes instead of one; the ANFIS structure was determined in
accordance with the first-order Takagi-Sugeno fuzzy model; the weight and size ranges of parcels
associated with loading tray numbers were determined; criteria for implementing the specified parcel
sorting logic were determined; the parameters of the data sets for training and testing ANFIS were
determined; comparative training and testing of ANFIS was carried out using the MATLAB environment
tools with an assessment of the relative precision values of correct parcel classification. The following
methods are used — systemic, analytical, computer modeling, ANFIS architecture learning methods,
mathematical and statistical analysis of learning effectiveness. The following results were obtained:
comparative training of ANFIS was conducted using a hybrid method and a backpropagation method.
Based on the test results after 100 training epochs, the ANFIS model trained using the hybrid method was
selected for implementation, which provides a relative accuracy of parcel classification at the level
of 96.3 %. Conclusions: the developed ASL decision-making model in the form of ANFIS allows for the
implementation of fuzzy classification of parcels in the conveyor flow according to three ranges of their
weight and size parameters for the implementation of the specified sorting logic by loading chutes.
The implemented sorting logic ensures compact loading of truck bodies by sections and reduces the risk
of damage to parcels when they are stacked on top of each other.

Keywords: postal items; sorting; decision-making model; automated line; fuzzy classification;
adaptive neuro-fuzzy inference system.

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

bibnioepagiuni onucu / Bibliographic descriptions

I'pedennik 1. B., KoBanenko O. A. AnantuBHa HeipOHEUiTKa CHCTEMa BUBEICHHS UISl COPTYBAaHHS
00’€KTIB MOIITOBUX BiJIIPaBICHb Y KOHBEEPHOMY TOTOLI. ABMOMAMU308aHI CUCMEMU YRPAGIIHHA Ma
npunaou asmomamuxu. 2025. Ne 4 (187). C. 47-62. DOI: https://doi.org/10.30837/0135-
1710.2025.187.047

Grebennik, 1., Kovalenko, O. (2025), "Adaptive neuro-fuzzy inference system for sorting postal
items in a conveyor stream", Management Information Systems and Devises, No. 4 (187), P. 47-62.
DOI: https://doi.org/10.30837/0135-1710.2025.187.047




UDC 004.056.55:004.312.2 DOI: https://doi.org/10.30837/0135-1710.2025.187.063

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

S. Yenhalychev, S. Semenov

EXPERIMENTAL STUDIES OF THE TASK PLANNING METHOD
IN DISTRIBUTED INFORMATION SYSTEMS TAKING
INTO ACCOUNT METADATA UNCERTAINTY

The article is devoted to task planning in distributed information systems under conditions of uncertainty and
incompleteness of metadata regarding the duration of operations, communication volumes, and resource availability.
The subject of the study is the method of task planning in distributed information systems, taking into account the
uncertainty of metadata. The purpose of the article is to experimentally investigate a method for planning tasks in
distributed information systems with uncertain and incomplete metadata, which combines a hybrid graph model
with a three-module artificial intelligence core and provides increased efficiency and robustness of planning while
complying with SLO and RBAC constraints. Research objectives: to form a hybrid representation of workflows
based on a combination of DAG structure and GERT model; to develop a planner architecture incorporating
a GAT graph attention network, a PPO reinforcement learning agent, and a Bayesian Optimization module; to define
an SLO-oriented reward function and constraint system, taking into account RBAC; to create a reproducible
experimental test bed with controlled uncertainty injection; to perform comparative, ablation, and robustness
analysis of the proposed method's productivity relative to the baseline FCFS and HEFT algorithms, as well as
DAG-only and GERT-only variants. Research methods: hybrid graph modeling DAG+GERT, graph attention
network GAT for forming a contextual state representation, PPO agent for making decisions on task placement,
Bayesian optimization for tuning policy parameters, and statistical evaluation methods. Main results. The proposed
method provides a significant reduction in the median task completion time (makespan) compared to HEFT,
DAG-only, and GERT-only, an increase in the proportion of tasks performed within SLO, and a reduction in
weighted average delay, demonstrates "tail compression™ of the delay distribution, and maintains stability of results
in the case of multiplicative noise of durations +20 %, subject to distribution shifts and correlated parameter
deviations. At the same time, planning overhead remains in the millisecond range and does not exceed acceptable
limits for online scenarios.

Keywords: distributed information systems; task scheduling; directed acyclic graph; GERT networks;
graph neural networks; reinforcement learning; Bayesian Optimization; service levels (SLO); access
control (RBAC); robustness.

Introduction

In modern distributed information systems, it is increasingly necessary to plan large sets of
dependent tasks under conditions of variable load, resource heterogeneity, and incomplete input
metadata. For such systems, it is critical to simultaneously minimize the completion time of a set
of tasks (makespan), ensure compliance with service levels (SLO — service level objective),
and take into account role-based access control (RBAC) policies.

Classic planning approaches focus on directed acyclic graphs (DAG), in which vertices
correspond to tasks and edges correspond to dependencies and data exchanges. A broad class
of heuristic algorithms is based on this model, including HEFT (Heterogeneous Earliest
Finish Time) and its numerous variants, which demonstrate high-quality scheduling

© Yenhalychev S., Semenov S., 2025
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in  heterogeneous computing environments with deterministic estimates of task
and communication durations.

However, in real distributed systems, the duration of operations, the bandwidth
of communication channels, and even the structures of workflows themselves change under the
influence of external factors, and the available metadata is noisy, partially outdated,
or incomplete. This requires robust scheduling methods capable of maintaining acceptable
schedule quality under stochastic and adversarial parameter perturbations. The robustness
of graph schedules is being actively researched, but the vast majority of work is either limited to
static stochastic duration models or focuses on optimizing a single criterion, primarily makespan.

An additional complexity is the need to model not only sequential dependencies, but also
probabilistic branches, repetitions, conditional transitions, and failures inherent in real-world
event processing and telemetry scenarios. For such tasks, it is natural to use GERT (Graphical
Evaluation and Review Technique) networks, which allow the inclusion of branch passage
probabilities and duration distributions in the model, but historically have been used primarily in
project management rather than in operational planning tasks in information systems.

In recent years, intelligent planning methods using graph neural networks and reinforcement
learning have been actively developed to optimize scheduling in complex environments.
A number of approaches have been proposed in which a reinforcement learning agent makes
decisions about the placement of tasks in a DAG, and graph networks (GCN, GNN) or graph
attention (GAT — Graph Attention Network) are used to construct a topology-sensitive state.
Despite significant progress, most of these works either do not take into account the probabilistic
nature of branches or do not integrate SLO requirements and access policies into a single model.

In this work, these problems are solved by combining a hybrid DAG+GERT graph model
with a three-module planner core based on artificial intelligence methods, which allows us to
explicitly describe the uncertainty in the execution structure and task parameters, and to train
an adaptive planning policy focused on SLO and access restrictions.

Literature review

The issue of task scheduling in parallel and distributed systems has traditionally been
considered within the framework of deterministic models, where task durations and exchanges
are fixed or accurately estimated. Classic monographs and reviews [1, 2] focus on building
effective heuristics for DAG representations, including clustering, leaf scheduling, and task
duplication methods.engr.colostate.edu One of the most cited algorithms is HEFT
(Heterogeneous Earliest Finish Time) [3, 4], which provides a good compromise between
schedule quality and computational complexity for heterogeneous environments.
Based on HEFT, a large number of modifications (E-HEFT, Rob-HEFT, PDHEFT, etc.) [5, 6]
have been proposed that take into account load balancing, power consumption,
or specific hardware constraints.

However, deterministic models poorly reflect the dynamics of modern distributed systems,
where task durations and network delays depend on current load, queues, and external factors.




Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

This has led to the development of robust planning [7, 8], which considers stochastic or interval
durations, and the quality of the schedule is evaluated not only by the expected makespan, but
also by the distribution of this indicator, slack, and sensitivity to disturbances. A number
of robustness metrics and corresponding heuristics have been proposed, particularly for network
and cluster environments, but most approaches remain static and do not use online policy
updates based on telemetry [9].

A separate class of works [10, 11] is devoted to the application of deep reinforcement
learning (DRL) to DAG planning problems in cloud and cluster systems. In these works, the
DRL agent learns on a simulated environment or real telemetry to minimize makespan, energy
consumption, or combined criteria.

A number of studies [12, 13] demonstrate the advantages of DRL approaches over classical
heuristics under variable load conditions, but most of them rely on pure DAG models and do not
take into account probabilistic branches, failures, or cyclic fragments of workflows.

In parallel, graph neural networks (GNN) [14, 15] are being developed for planning and
optimization tasks. Schemes are proposed in which GCN or GAT modules build representations
of task graphs (job shop, workflow, access network), and these representations are then used
either as a heuristic function [16] or as a policy component [17]. It has been shown that GNN
approaches scale better with respect to graph size and topology complexity than classical tabular
or manually designed features. However, most works work with deterministic DAG structures
and do not use the combined power of stochastic networks such as GERT to model uncertainty.

GERT-type networks [18] were historically developed for analyzing stochastic networks in
project management and operations research problems. They allow modeling the probability
of branch traversal, as well as the distribution of time or other additive attributes on edges,
making them a natural tool for describing complex technological schemes with branches and
cycles [19]. Despite this, the use of GERT in the context of task planning in distributed
information systems remains limited, and the combination of GERT with modern
GNN/DRL methods has hardly been explored.

Another important component of real-world systems is access policies, which determine
which tasks can be performed on which resources. The most commonly used formal model here
is role-based access control (RBAC), standardized by NIST and widely implemented in
corporate environments [20]. In parallel with this, the area of service reliability engineering has
developed an established practice of operating with service indicators and service level
objectives (SLOs), which serve as the basis for making decisions about operational
trade-offs [21]. Existing works on DRL planning largely lack the integration of SLO-oriented
metrics and RBAC constraints into a single learning framework.

Thus, analysis of the literature reveals the following gaps:

- Insufficient use of stochastic networks such as GERT to model uncertainty in the structure
and parameters of workflows.

- Limited integration of graph neural networks and DRL agents with GERT representation in
planning tasks.

- Almost complete absence of works in which the planning policy is simultaneously
optimized for makespan, SLO-oriented indicators, and compliance with RBAC constraints.




The purpose of the article is to experimentally investigate a method for planning tasks in
distributed information systems with uncertain and incomplete metadata, which combines
a hybrid graph model with a three-module artificial intelligence core (GAT, PPO, Bayesian
optimization) and provides increased efficiency and robustness of planning while complying
with SLO and RBAC constraints.

To achieve this goal, the following main tasks are solved.

1. Form a hybrid model of work processes based on a combination of a DAG structure with
a GERT network, which allows simultaneously describing deterministic dependencies,
probabilistic branches, repetitions, and failures.

2. Develop a scheduler architecture in which a graph attention network (GAT) builds
a representation of the system state, a deep reinforcement learning agent (PPO) makes decisions
about task placement, and a Bayesian optimization module performs automated tuning
of hyperparameters and threshold criteria.

3. Formulate an SLO-oriented reward function and constraint system that simultaneously
considers makespan, deadline probability, and compliance with RBAC policies.

4. Build a reproducible experimental testbed with controlled load scenarios,
metadata uncertainty models, and sets of baseline algorithms (FCFS, HEFT, simplified
GERT/DAG modes) for comparison.

Conduct a comprehensive experimental analysis, including assessment of robustness to
parameter perturbations, ablation analysis of the contribution of individual modules (GAT, PPO,
BO), and statistically sound comparison with baseline approaches.
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Main part

1. Formulation of research hypotheses,
experimental design, and performance indicator system

Let us begin with some terminological explanations. In this study, metadata is understood
as all parameters that describe the behavior of tasks and operations in the DAG+GERT model and
are transmitted to the scheduler as input information. Formally, the set of metadata is defined by:

M = {Ti,Giz,Cij,pij,7;.,Dl.,Wi,RBACi},
where: 7, — task duration estimation;

o’ — dispersion or other statistical characteristics of duration;

c; — cost or delay of data transfer between tasks i—y;

p; — probability of transition in the GERT branch;

r, — task requirements for resources;

D, —local deadline;

w, —weight coefficient of the task for calculating the delay;

RBAC , —access policies and restrictions on task execution.




Also, in the work, metadata uncertainty is defined as the deviation between the actual
parameters of task execution and their nominal (expected) values used in planning.
Formally, uncertainty is specified by the perturbation operator:

M'=M o(1+A),
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where A —a random or adversarial value that models errors in the input parameters.

We will formulate research hypotheses around the key properties of the method and
formalize these hypotheses in mathematical form. Let M be the makespan, R be the proportion
of tasks completed within the target SLOs, L be the weighted average delay, ® be the overhead
costs of planning, and S be the scalability (acceleration) index. Let the index our denote
the proposed method, and base denote the base algorithm (HEFT, DAG-only, or GERT-only).

A reduction in the completion time of a set of tasks (makespan) is expected compared to the
base algorithms for priority selection and resource allocation. The corresponding hypothesis
predicts a statistically significant reduction in the median and upper percentiles of makespan for
the proposed method compared to the FCFS (first-come, first-served),

List Scheduling, HEFT (heterogeneous earliest finish time), and "pure™ settings using only
DAG or only GERT.

This hypothesis can be formalized mathematically using the following semantics.

median (M ) < median (M base )1

our

F, (0.95)< F,;

our base(o'gs)'

That is, our method should reduce not only the median but also the "tails" of the makespan
distribution, which is consistent with the stated hypothesis.

1. We expect to see an increase in deadline reliability, i.e., an increase in the proportion
of tasks completed within the specified SLOs under the same resource constraints; this

hypothesis is evaluated both at the aggregate level and in terms of task subclasses.

base*

]_ N
R, = Ngl(cig D, >R
2. Itis assumed that the average decision-making time by the planner (planning overhead)
remains acceptable for online scenarios and does not conflict with the delay requirements
in queue control loops.
®,,= iiﬂ”ﬂ% ©)
our K = ko — “max"

3. The advantage of the method should be preserved under conditions of adversarial
or random metadata perturbations, including errors in estimates of task durations, GERT branch
probabilities, and inter-stage communication costs, as well as in the presence of computational
resource productivity drift. We formalize this hypothesis as follows.

Let the noise injection operator:
t=7,(1+¢&,).¢ ~Ul[-a,a].
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Then robustness is formulated as:

[M () - M (0))
AM () 2 (0) g,
R(a)~R(0),
F,. (095 )< F,, (0.95«).

4. Predictable scalability is expected. With increasing graph size (number of nodes and
edges, level width) and resource pool, productivity degradation should be moderate, and
planning costs should be no worse than quasi-linear in typical load ranges.

Let's define:
M(1
M(N)
In this case, the hypothesis takes the form:
S()ur(N) 2 Sbase(N)'
9 9.

dN

That is, as the number of resources increases, the method retains its advantage, and overhead
costs increase slightly (quasi-linearly). The compliance of the generated schedules
with access policies in inter-system scenarios, in particular the role-based access control
(RBAC (role-based access control)) model, is checked separately, without a significant
deterioration in key indicators.

The experimental design combines synthetic and real-world scenarios. Synthetic instances
allow for systematic variation of graph topology (density, depth, level width), GERT branch
duration and probability distribution parameters, and inter-node transmission costs; this enables
separate study of the impact of each factor. Realistic scenarios simulate the integration
of subsystems with heterogeneous task flows and different access policies. For such cases, SLOs
are preset for subsets of tasks to evaluate deadline reliability in practically meaningful conditions.

Each experiment is run in a reproducible environment with fixed random seeds and is
repeated on a set of independent instances. The results are aggregated both by average
characteristics and by distributions. The comparison is made with basic methods (FCFS, List
Scheduling, HEFT, "DAG-only", "GERT-only") and with ablation variants of the approach
itself, where GAT, PPO, or BO components are disabled in turn, allowing the contribution
of each module to be quantified.

Since graph topologies, metadata parameters, and uncertainty injection modes vary
in experimental scenarios, it is advisable to present them in a single formal model. Let each input
instance of a workflow be described by a directed graph

G=(V,E),
where for each task i eV, the nominal duration z,, local deadline D,, weight coefficient w,,
resource requirements, and, if there are GERT branches, transition probabilities p, are specified.

Communication costs between tasks are described by values c; .




To model uncertainty, graph parameters undergo controlled changes. Task durations vary
according to a multiplicative model:

r,=7,(1+¢,), {~U[-a,a],
which corresponds to situations where estimates come from incomplete or noisy metadata.

In the GERT component, for nodes with branching, the probability vector is modified with
subsequent normalization:
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P P,-,»(1+77,»j)
D P )

which reproduces the instability of work flow statistics.
The cost of communications is disturbed lognormally:

e=c,ep(¢ ), ¢~ LN(0,07),

which is consistent with empirical delay profiles in heterogeneous computing environments.
To reproduce correlated parameter deviations within graph levels, a Gaussian copula is used:
(&een&y) ~ Copula,,p =0.3.

The performance indicator system is based on the principle of distinguishing between
primary criteria and secondary (diagnostic) characteristics. Primary criteria include: total
completion time (makespan), deadline reliability (the proportion of tasks completed on time),
and weighted average delay, which reflects the importance of different task classes through
weighting coefficients. Secondary indicators include throughput and average task residence time
in the system (flow time), degree of resource load balancing (through dispersion/variation
coefficients), resource utilization percentiles, planning overhead (decision time per task or
cycle), and total communication cost of inter-stage transfers. For comprehensive interpretation,
empirical cumulative distribution functions (ECDF) are used for both makespan and overruns
and delays, as well as coordinated sets of graphs.

Uncertainty modeling, necessary for robustness assessment, is performed through controlled
injections of metadata perturbations. In particular, multiplicative noise of durations in
characteristic ranges (x10-30 %), perturbations of GERT branch probabilities with
normalization, drift of resource productivity over time, and variations in communication costs
are used. Additionally, the stability of conclusions is verified by substituting duration
distribution laws while preserving the first moments (e.g., Gamma < Weibull) and in the
presence of correlations between tasks within the same graph level. A Gaussian copula with
a moderate correlation coefficient is used for a compact description of the correlation structure.
Thus, the experimental program covers both noise scenarios and more severe “distribution
shifts”, which corresponds to the practice of real systems with incomplete or outdated metadata.

The statistical methodology involves the use of non-parametric criteria for paired and
unpaired comparisons (Wilcoxon, Mann-Whitney criteria) in combination with effect size
estimation (Cliff's 6) and confidence interval (CI) construction using the bootstrap method with
a sufficient number of replications. The Holm-Bonferroni procedure is used to control for
multiple comparisons. The significance level is set at 0.05 with the reporting of exact p-values
and corresponding ¢ . All experiments are performed in a "fixed environment™ with complete

) 77jj~U[_ﬂ’ﬂ]a




fixation of library versions and data generation scripts. Machine-readable reproduction
configurations are stored for each graph and table. This organization not only
ensures reproducibility and independent verification of results, but also allows for transparent
interpretation of the contribution of individual components of the method to the
overall improvement of performance.
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2. Architecture of the experiment planner prototype

The prototype implements a hybrid planning architecture that combines a directed acyclic
graph (DAG) for deterministic dependencies between tasks and a graph-evaluation network
modeling (GERT) technique for probabilistic branches and retries. Logically, the system consists
of three layers: a metadata preparation and policy control layer, a planner core, and
an execution/telemetry layer. Figure 1 (prototype diagram) shows the interfaces with the
subsystems formed in [20, 21].

Metadata preparation and policy control layer

“Data type processor” General entity analyzer Entity Type Analyzer

Scenario/data (normalization, enrichment) (attribute unification) (Attribute Profiles)

Agreement on the submission of DAG+GERT+

Access policy coordination (RBAC) and candidate filtering nodefedge labels

U

Planner core
GAT module - context encoding - PPO Agent — Online Appointments — Bayesian optimization (BO) - fine tunin
prioritization Balance/Deadlines y P g
Status buffer and intervention log ‘ Module switches (GAT/PPO/BO) ‘ Metric results ‘
\ \ \

\

Execution and telemetry layer

Resource/network simulator Injection of uncertainty (noise, drift, Telemetry collection (ECDF, percentiles,
(heterogeneity, latency) communication costs) Cl)

Reference methods }

Fig. 1. Architecture of the prototype experiment design

The metadata preparation layer contains interfaces to the “data type processor”, which,
according to [20, 21], provides two coordinated channels:

— general entity analysis for normalizing input job descriptions;
— specialized entity type analyzer for enriching tasks with profile attributes.




At this stage, a unified representation of the task queue is formed in the form
of DAG+GERT together with a feature vector for each node and edge. Node features include
(with abbreviations expanded on first use):

— apriori duration estimates (mean and variance);

— level/path identifiers;

— input/output degrees;

— resource requirements;

— local deadlines;

— access policy labels (RBAC (role-based access control)).

Edge features include GERT branch probabilities, expected exchange volumes, and
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transmission costs between stages. In this layer, access policies between subsystems are checked
for consistency (hierarchical rules, if necessary), after which only those candidate placements
that do not violate the constraints are transferred to the scheduler. The core of the planner is built
as a pipeline of three complementary artificial intelligence modules.

The first module is a graph attention network (GAT), which performs contextual encoding
of readiness subgraphs based on node and edge features and provides priority/risk assessments
for nodes at the execution front.

Unlike classical graph filters, attention mechanisms allow differentiating the contribution
of different dependencies, which increases the accuracy of identifying critical subpaths in the
presence of probabilistic branches.

The second module is a proximal policy optimization (PPO) agent, which makes online
decisions about assigning readiness tasks to available resources, maximizing utility while taking
into account deadlines, balancing, and current telemetry states.

The third module is Bayesian optimization (BO), which operates at a slower pace as a global
fine-tuner. It periodically reviews policy parameters (threshold rules, weight coefficients,
selection temperatures) and selectively rebuilds assignments for large batches or when load
modes change. The components interact through standardized state buffers and an intervention
log; for the sake of experimental discipline, ablation "kill switches" are provided, allowing GAT,
PPO, or BO to be turned off and thus quantitatively assess the contribution of each module.

The execution and telemetry layer implements a reproducible test bed. The execution side
simulates a heterogeneous computing environment with parameterized node speeds, network
channel latencies, and the ability to inject perturbations (duration noise, productivity drift,
communication cost changes).

The telemetry subsystem collects time series and event logs (queues, assignments,
migrations, transfers), aggregates performance metrics, and stores machine-readable
configurations of each run for reproduction (session IDs, library versions, input graph instances).
Two modes are provided: offline planning (building a schedule for a given set of tasks) and
online planning (a continuous stream with controlled arrival intensity), which allows evaluating
both static and operational properties of the prototype.

Particular attention is paid to correct integration with access policies. Before each
assignment step, candidates are filtered according to roles and contextual rules (RBAC), with




verification performed before the PPO agent makes a decision to avoid unjustified "rollbacks"
due to violations of restrictions. In cross-system scenarios, information about trust relationships
between security domains is imported during the metadata preparation phase and becomes part
of the node/edge features. This allows GAT and PPO to inherently consider access policies in the
utility function without post-factum penalties.

Finally, the prototype contains a set of basic comparison methods implemented in the same
queue and telemetry interface: order by arrival time, heuristic lists, heterogeneous earliest
completion time, as well as "pure” settings with only DAG or only GERT.

The unity of interfaces guarantees the correctness of comparisons: all algorithms receive
identical input instances, access policies, and uncertainty injection modes, and the results are
measured by the same telemetry tools.

This architecture and test bench design ensures transparent mapping from hypotheses and

indicators to experimental results, which will be presented in the following sections.
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3. Comparison methods, ablation analysis, and training protocol

To correctly evaluate the proposed approach, a single experimental framework was used,
within which all algorithms receive identical instances of input graphs, identical access policies,
and identical uncertainty injection modes.

The comparison covers both established basic methods and variants of the approach itself
with deliberately disabled components (ablations), which makes it possible to isolate the
contribution of each module.

The following methods serve as the main elements of prototyping.

1. FCFS (first-come, first-served). Placing tasks in order of arrival when
resources are available.

2. List Scheduling. Heuristic planning based on a readiness list with topological order
and the earliest possible completion rule.

3. HEFT (heterogeneous earliest finish time). Ranking nodes by "ascending rank"
and assigning them to a resource that minimizes the expected completion time, taking into
account heterogeneity.

4. "DAG-only". A scheduler that ignores probabilistic branches and repeated passes,
modeling only deterministic dependencies.

5. GERT-only. A variant without an explicit critical DAG structure, in which decisions are
based on local probabilistic estimates of branches.

All basic methods are implemented in a common queue and telemetry interface.
This eliminates discrepancies in communication cost models, access rules, or resource limits.

To evaluate the contribution of individual components, an ablation analysis was performed:
Full (GAT+PPO+BO) configurations were compared with variants with one of the modules
disabled (-GAT, -PPO, -BO).

For each configuration, we calculate the median completion time for all scenarios and
normalize it to the Full median (taken as 1.0).
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Figure 2 shows the relative values along with 95 % bootstrap confidence intervals
(B =2000). Values less than 1.0 indicate improvement, while values greater than 1.0 indicate
degradation relative to Full. Statistical conclusions are made according to the bootstrap-Cl
protocol. At the same time, checks are based on Cliff's & and permutation tests.

Relative median makespan (! is better)
o
o

Full -GAT -PPO -BO

Fig. 2. Histograms of ablation analysis and relative median makespan with bootstrap intervals

As can be seen from the figure, the presence of PPO makes the largest contribution to the
gain, while the impact of BO is moderate but consistently positive in all scenarios.

To quantitatively measure the contribution of each module of the proposed approach, three
main ablations were formed.

1. "GAT". To implement this scenario, the graph attention network is disabled, and node
features are aggregated using a simple average over the neighborhood. In addition,
the prioritization of the execution front is set by static indicators—Ilevelness and local slack.

2. "PPO". To implement this scenario, proximal policy optimization is disabled.
The assignment is performed by a deterministic greedy rule based on current importance
estimates returned by the prioritization module.

3. "BO". To implement this scenario, Bayesian optimization is disabled. Policy parameters
and threshold coefficients are fixed at their initial values.

Where relevant, ablations are combined in pairs, allowing us to distinguish between the
effects of representation (GAT), online adaptation (PPO), and slow global reconfiguration (BO).
All modes use the same invalid-action masking. Decisions that violate RBAC (role-based access
control) are not generated or rewarded, which avoids confusion due to rollbacks.

The state submitted to the metadata preparation and policy control layer includes the
features of nodes and edges of a single DAG+GERT representation. These are predicted
averages, duration variances, node “criticality” (GAT rating), slack relative to the local deadline,
input/output degrees, resource queue delays, estimated data transfer costs, and aggregated
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resource utilization metrics. The action to be performed in this case is to select the pair
"ready task — allowed resource".

Masking procedures cut off resources that are prohibited by access policies or overloaded in
terms of reception capacity.

The reward function is formulated in increments (per-step). This can be a negative penalty
for an increase in the total weighted delay, a bonus for completing tasks before the deadline,
a penalty for migrations and for blocking critical chains. This form of reward ensures training
stability and correlates with primary metrics (makespan, deadline reliability).

Training takes place in two phases. In the first (preliminary "simulation” tuning), the GAT
module is initialized on synthetically generated graphs by labels induced by HEFT/critical path.
The network learns to reproduce the prioritization of the execution front. This reduces
convergence time and decreases gradient dispersion in subsequent reinforcement learning.

In the second phase, reinforcement learning is performed using PPO. A discount
factor of »=0.985 is used. Advantages are evaluated using generalized advantage
estimation (1~0.95). Policy updates are pruned with a parameters~0.2, with low entropy
regularization (to avoid early policy "freezing").

Training is organized in a series of episodes on mixes of graphs of different sizes. For each
configuration, a set of fixed random seeds (at least ten) is applied, and early stopping is
controlled on a validation subset based on the criterion of no improvement in the main metrics.
BO (Bayesian optimization) runs asynchronously in a slower cycle. Periodically, after
accumulating a sufficient amount of telemetry, it updates the policy meta-parameters (reward
component weights, selection temperatures, replanning limits) according to a Gaussian process
model with mixed space (continuous and discrete variables) and a cautious acquisition criterion
(expected improvement with a limit on the frequency of interventions).

The following strategies are used to avoid overfitting.

— Scenario mixing strategies (mix of sizes, densities, and degrees of uncertainty within
a single batch of episodes).

— Domain randomization of communication cost parameters.

— "Frozen" validation graphs on which "fine" tuning is not performed.

All results are presented as averages across repetitions with 95 % confidence intervals.
Environment configurations, randomness seeds, control hash sums of graph sets, and code
versions are stored for reproduction. The same protocol also establishes procedures for fair
comparison: identical planning time limits per step, identical restrictions on replanning, and
identical episode/iteration budgets for all algorithms.

The convergence dynamics of the RRO agent training are shown in Fig. 3.

The method demonstrates faster convergence and a higher level of reward stabilization.
The ablation curves lie lower throughout the training. The narrowing of confidence intervals by
the end of the episodes indicates the reproducibility of learning dynamics across different seeds.
This is consistent with the protocol, where prioritization (GAT) and online adaptation (PPO)
reduce the variance of decisions.
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Taken together, this organization ensures that the dynamic gains of the proposed approach
are not an artifact of settings or “lenient” experimental conditions, but result from
the real contribution of graph representation (GAT), online policy adaptation (PPO),
and global fine-tuning (BO).

—— Full method
-GAT
—— -PPO

120 A

100 A

80

Average reward

60 -

40 -

T T T T T
0 25 50 75 100 125 150 175 200
Episodes

Fig. 3. PPO agent training convergence curves

4. Modeling metadata uncertainty and robustness verification protocol

One of the important tasks in the modeling process is to develop a reproducible testing
procedure that shows how the proposed method behaves in the presence of errors, omissions, and
"shifts" in metadata. Robustness is interpreted as maintaining an advantage over basic
approaches in terms of primary indicators under controlled disturbances, as well as moderate
sensitivity of planning overhead to such disturbances.

The verification is performed on a prototype whose architecture is shown in Fig. 1.
On this prototype, uncertainty is injected into the unified DAG+GERT representation before
the decision-making stage.

As we can see in Fig. 4, there is a monotonic increase in losses with increasing noise levels.
The communication component is the most sensitive, while productivity drift has a moderate
impact. In the range under consideration, the changes remain clearly small (= 1-6 %), which
confirms the robustness of the method in accordance with the specified criteria.

The nominal configuration is considered to be one in which the estimates of work durations,
inter-stage transfer costs, and GERT branch probabilities are derived from a "data type
processor” with prior entity analysis (see Section 2) and have undergone access
policy reconciliation (RBAC, role-based access control). All deviations are interpreted
as experimental factors.
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Tests are conducted in two modes.

1. With the preliminary analysis block enabled (full architecture).

2. Without preliminary analysis.

This provides a basis for evaluating the contribution of preliminary metadata normalization.

+10%

+20%

+30%

Durations GERT probabilities Communications CPU drift

Fig. 4. Relative losses of median makespan under uncertainty injection

Uncertainty classes and injection mechanisms cover, first, noise in the duration of
operations. For each operation, a multiplicative perturbation 7 =¢(1+m), where

m~U[-a,a]ia €{0.10;0.20;0.30} is used. This choice allows for a direct interpretation

of uncertainty levels as + 10/20/30 % of the baseline estimate.

Second, the error in the probabilities of GERT branches is taken into account.
The probability vector at each branch is subject to stochastic transformation with subsequent
normalization (Dirichlet reconfiguration with preservation of component order under small
perturbations). Third, the uncertainty of network parameters is modeled.

The transmission cost between stages is perturbed by a lognormal multiplicative
component, which corresponds to the empirically observed asymmetry of delays in
heterogeneous environments.

Fourth, the drift of computing resource productivity over time is reproduced in the form
of piecewise-constant changes or a weak autoregressive process (AR(1)) with a small
memory coefficient.




This allows us to evaluate the stability of online policy adaptation. Fifth, "fuzzy" weights are
introduced to measure sensitivity to task importance weights. Each weight coefficient w; varies
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in the interval [0.75w,,1.25w,], which is consistent with the practice of prioritization at the

service requirements level.

Resistance to distributional shifts is checked separately. The basic distribution of durations
is replaced by an alternative one with preservation of the first moments (moment matching).
Gamma < Weibull pairs are used to reproduce changes in the shape of the tail without changing
the mathematical expectation and variance.

To account for inter-task dependencies, correlation structures are introduced within graph
levels using a Gaussian copula with a moderate correlation coefficientp = 0.3.

This construction allows us to move from isolated noises to more realistic scenarios
of "coordinated” parameter deviations.

It should be noted that this evaluation procedure is consistent with the system of indicators.
For each combination of uncertainty factors, distributions of total completion time (makespan),
deadline reliability, weighted average delay, and planning overhead costs are collected.
The results are presented as differences from the nominal mode with 95 % confidence intervals
(CI) estimated by bootstrapping with at least B = 1000 replications. Nonparametric criteria
(Wilcoxon/Mann-Whitney) with Holm-Bonferroni correction for multiple tests are used
for statistical comparison.

Empirical cumulative distribution functions (ECDF) and box plots with medians and
percentiles are plotted graphically, allowing simultaneous assessment of changes in both central
tendencies and tails.

Acceptability criteria are set in advance and do not depend on specific graph instances:
the method is considered robust at the o level (noise level) or for a given pair of distributions if

— the decrease in deadline reliability does not exceed a pre-agreed threshold of several
percentage points relative to the nominal value;

— the change in the median makespan does not exceed the confidence interval of the
nominal mode;

— planning overhead does not show a significant increase (i.e., remains within the specified
operational limits).

To avoid confounding, all algorithms, including databases, operate under the same time
constraints per planning step and under the same rules for "masking unacceptable actions”
(decisions that violate RBAC are not generated).

Finally, a block test plan is used to separate sources of sensitivity from their interactions.
For each noise intensity level (o), the effects of distribution changes and correlation introduction
are evaluated separately, and the results are then aggregated using stratified bootstrapping.
This protocol allows conclusions to be drawn not only about "average™ robustness, but also
about worst-case scenarios, which is critical for practical deployments in heterogeneous
and cross-system environments.
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5. Experimental results, comparative analysis, and discussion

In accordance with the research hypotheses and the system of primary and diagnostic
indicators (makespan, proportion of tasks completed within the SLO (service-level objective),
weighted average delay, throughput, planning overhead, etc.), a series of tests was conducted
on a prototype with a hybrid DAG+GERT architecture and three artificial intelligence
modules (GAT (graph attention network), PPO (proximal policy optimization),
BO (Bayesian optimization).

The comparison was carried out in a single experimental framework with basic methods
(FCFS, List Scheduling, HEFT, "DAG-only", "GERT-only") and ablation variants
(without GAT, without PPO, without BO), which made it possible to isolate the
contribution of each module.

Stability was assessed using a robustness testing protocol. In accordance with this protocol,
multiplicative duration noise was defined within the range (£ 10-30 %), and GERT branch
probability perturbations were normalized. In addition, lognormal variations in the cost
of inter-stage transfers, resource productivity drift, and scenarios with a change in the
distribution law (Gamma < Weibull) and correlations o = 0.3 were assumed.

The experiments were performed in offline and online modes on a reproducible test bench
with fixed seeds and configurations.

When forming sets of tasks and measurement modes, we used mixtures of DAG+GERT
graphs with different depths, level widths, and densities, as well as sets close to real scenarios
of subsystem integration with fixed SLOs for subsets of tasks.

For correct comparison, each algorithm received identical graph instances, the same access
policies (RBAC), and uncertainty injection modes. The results were aggregated over independent
repetitions with 95 % confidence intervals and multiple comparison control.

Comparisons with baseline approaches yielded the following results. On the generalized
sample, the proposed comprehensive method (GAT+PPO+BO) reduced the median makespan
relative to HEFT by =~ 14-17 % (A95-th percentile ~21-28 %), relative to "DAG-only"
by ~ 23-26 %, relative to "GERT-only" by = 18-22 %.

For the allocation procedures historically used in Section 3 (Random, Greedy),
the advantage was =~ 32 % and =~ 19 %, respectively (consistent with Table 3.3, where BO
demonstrated 35.2 s versus 51.5 s and 43.7 s).

Fig. 5 shows the comparison curves of the time characteristics of completing operations with

HEFT, "DAG-only", and "GERT-only" modes.
As can be seen in Fig. 5, the curve characterizing the results of the proposed method is

systematically shifted to the left, which means shorter completion times for most instances.
The difference from the baseline approaches persists in both the median and upper percentiles.
Such "tail compression” directly supports the hypothesis of makespan reduction.
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Fig. 5. Results of the study of time characteristics of completing operations with HEFT, "DAG-only",
and "GERT-only" modes

The differences are statistically significant according to the Mann-Whitney
method (p <0.01) with an average CIiff's o within the range of 0.33-0.54 depending
on the subset of graphs, which corresponds to the "medium-noticeable” effects according
to the protocol defined in 4.1. Box plots of the weighted mean delay are shown in Fig. 6.
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Fig. 6. Comparison of weighted mean delay (box plots with notch-Cl and marked mean)




As can be seen in Fig. 6, the median and spread of delays for our method are significantly
lower than for HEFT and "pure™ settings, as well as for simple scheduling rules (FCFS, List).
Narrowed "notch™ depressions further indicate the stability of the effect in different scenarios.

When determining the reliability of deadlines (SLO) and delay, the following can be
determined. The proportion of tasks completed within their SLO increased by + 8.7 percentage
points compared to HEFT and by +12.4 percentage points compared to "DAG-only".
The weighted average delay (with priority weights) decreased by 1.6-1.9 times
(median; A95th percentile — by 1.9-2.3 times).

Research on planning overhead costs showed the following. The average decision time at
the planning step was = 2.1 + 0.4 ms (offline) and = 3.0 + 0.6 ms (online) per task, which does
not exceed the queue control loop delay budget and is compatible with the test bench modes.
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The cost of BO updates was sporadic (background “thin” reconfigurations, not on the critical
execution path), as expected by the architecture.

Ablation analysis showed that disabling GAT (without changing the rest) led to
a deterioration in the median makespan by =~ 8-11 %; turning off PPO — by ~ 13-17 %
(significant increase in delay in "peak™ graphs), turning off BO — by =~ 3-6 % (losses mainly in
the "long tails™ of distributions). Taken together, this confirms the working hypothesis that the
gain is the result of a combination of graph representation, online policy adaptation, and periodic
global fine-tuning.

It is also necessary to describe the qualities of the model in determining robustness
to uncertainty. With multiplicative noise of durations = 20 %, the change in the median
makespan did not exceed the 95 % CI of the nominal mode. The decrease in the proportion
of tasks completed in SLO did not exceed 2-3 percentage points.

With “distribution shifts” (Gamma <« Weibull, moment matching), the differences were
within the statistical error; with correlated deviations (0 =0.3 within levels), no more
than + 4-6 % to the 95th percentile of makespan was observed.

All tests were performed in full compliance with the robustness verification protocol,
including two metadata preparation modes (with/without preliminary analysis).

The results of the study show that the addition of RBAC constraints (filtering of candidates
for decision-making) did not lead to a statistically significant deterioration in key indicators.

This is consistent with the place of inclusion of checks in the planner pipeline.

In the studied range of graph sizes, a quasi-linear dependence of planning overhead on the
number of nodes on the readiness front was observed. The degradation relative to the nominal
value did not exceed = 1.15x for the largest instances.

The uniformity of the comparison interfaces ensured the correctness of the conclusions
regarding scalability.

Fig. 7 shows a graph of the dependence of planning time per step on the number of nodes in
the graph. The dependence is described by a quasi-linear model with a small slope, which
confirms the suitability of the approach for online modes.




Even for the largest graphs tested, the predicted increase in planning time remains within the
millisecond budget.
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Fig. 7. Graph showing the dependence of scheduling time per step on the number of nodes in the graph

The graphs showing the dependence of operation completion time on the number
of resources, acceleration on the number of resources, and efficiency on the number of resources
are presented in Figures 8-10, respectively.

As can be seen from the figures, with an increase in the number of resources, there is
an expected decrease in makespan. The nature of the curve indicates the presence of typical
risks. These are overhead planning and communication costs, which explains the deviation
from the linear scale.

From Fig. 9, it can be seen that the actual acceleration increases sublinearly and lags
significantly behind the ideal due to coordination overhead and limited front parallelism.
This corresponds to architectural constraints and the behavior of combined DAG+GERT graphs.

Fig. 10 also shows that efficiency decreases with an increase in the number of resources,
which is consistent with the emergence of competition for shared resources and an increase
in synchronization costs. Even with a drop in efficiency, the method retains a positive effect on
absolute completion time metrics (see Fig. 8).

Fig. 11 illustrates the graph of the dependence of the proportion of tasks in SLO on
the task size factor.

As can be seen from this figure, with a proportional increase in load and resources, the SLO
completion rate decreases moderately (= 0.90 — ~ 0.82), while for small multipliers it remains
within the target line.

The deviation area identifies the zone where it is advisable to strengthen the replanning
policy or communication budget.




Thus, the results obtained consistently confirm the hypotheses put forward that the proposed
method allows:

— to reduce makespan and "compress the tails" of delay distributions compared to the
well-known, classical formulations of the problem;
— increase deadline reliability without an unacceptable increase in planning overhead;

— maintain an advantage in the case of controlled metadata disturbances and
distribution changes;

— integrate with access policies in inter-system scenarios.
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The contribution of individual components (GAT, PPO, BO) was quantitatively determined
by ablation analysis, and the reproducibility of the conclusions was ensured by a standardized
test bench and statistical protocol.

Conclusions

Comparative studies of the planning method in the hybrid DAG+GERT model with
GAT/PPO/BO modules were conducted on a reproducible test bench, with standardized sets of
scenarios, uncertainty level control, and a single interface for comparison with basic algorithms.
Based on the results obtained, the following was established.

On a generalized sample, the proposed method reduces the median completion time
(makespan) by approximately 14-17 % relative to HEFT, by 23-26 % relative to "DAG-only",
and by 18-22 % relative to "GERT-only" the improvement also extends to the upper
percentiles (95th) of the distribution. The cumulative effect is confirmed by nonparametric
tests (Mann-Whitney, p < 0.01) and Cliff's & effect size in the range from 0.33 to 0.54.

The share of tasks completed within the service level objectives (SLO) increased
to 12.4 percentage points (pp). The weighted average delay decreased by 1.6-1.9 times
according to the median.

The average decision time by the scheduler was about 2.1 ms per task, which does not
exceed the queue control delay tolerances.

In strong-scaling mode, the expected decrease in makespan is observed with an increase in
the number of resources. The acceleration is sublinear, and efficiency decreases with an increase
in N due to coordination and communication overhead, but absolute gains are maintained.
In weak-scaling, the proportion of tasks that meet SLO decreases moderately, which defines the
area of expediency for strengthening the replanning policy or communication budget.

With multiplicative noise of +20 % in durations, the median makespan does not exceed
the 95 % confidence interval of the nominal value, and the decrease in the proportion of tasks in
SLO does not exceed 2-3 percentage points. With a "shift in distributions”, the differences are
statistically insignificant. When correlations p = 0.3 are introduced within the levels, + 4-6 %

to the 95th percentile of the makespan is observed without destroying the median. This confirms
the stability of the conclusions according to the protocol defined in section 4.4.

Disabling PPO leads to the greatest degradation of the median makespan (= 13-17 %),
disabling GAT (= 8-11 %); the effect of BO is moderate but consistently positive (= 3-6 %).
Thus, the advantage of the method is due to the combination of graph representation (GAT),
online policy adaptation (PPO), and periodic global "fine" tuning (BO).

The integration of access checks into the decision-making stage did not cause a statistically
significant deterioration in key performance indicators. The inclusion of RBAC in the planner
pipeline is consistent with the practice of cross-system scenarios and does not require
a relaxation of target SLOs.

All conclusions were obtained in a "fixed environment”™ with controlled randomness,
preservation of launch configurations, and the use of bootstrap-type confidence intervals
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(B >1000; for ablations B ~2000) with multiple comparison control (Holm-Bonferroni).
This ensures independent verifiability and stability of the results.

Thus, the proposed planning method confirms the stated hypotheses. It reduces makespan
and compresses delay tails, increases deadline reliability without unacceptable overhead growth,
maintains advantage under uncertainty and metadata shifts, and integrates correctly
with access policies in inter-system environments. The resulting properties make the approach
practically suitable for deployment in real distributed information systems with
heterogeneous resources and SLO requirements.
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€nrannyes Cepriii OsexcanapoBuyu — XapKiBCbKHH HaIllOHAJbHUH E€KOHOMIYHHN YHIBEpCHTET
imeni Cemena Kysneus, acniipant, XapkiB, Ykpaina.

CemenoB Cepriii T'ennagiiioBud — JOKTOp TEXHIYHMX Hayk, Tmpodecop, XapKiBChKHA
HallloHaJbHUK eKOHOMiuHuH yHiBepcuteT iMeHi Cemena Kysnens, npodecop xadenpu xibepOe3neku Ta
iH(opMaIifHIX TeXHONOTiH, XapKiB, YKpaiHa; MTOKTOp TeXHIYHUX HayK, npodecop, YHiBepcutet Komicii
HalliOHaJIbHOT OCBITH, 3aBiyBau Kadeapu KOMIT I0TepHOT iHxkeHepii Ta kibepOe3neku, Kpakis, [Tonbmia.

EKCIIEPUMEHTAJIBHI JOC/IKEHHA METOAY IIVIAHYBAHHAA
3AJAY Y POSIIOAVIEHUX IHOOPMAINIMHUX CUCTEMAX
3 OTJIAAY HA HEBU3HAYEHICTb METAJJAHUX

CratrTio IPHUCBSIYCHO IUIAHYBAHHIO 3a/1a4 Y PO3MOJIUICHUX iHPOpMaliiHUX CUCTEMax B YMOBaX HEBH3HAYECHOCTI Ta
HETIOBHOTH METaJaHuX W00 TPUBAIOCTI OIepariid, o0CsATiB KOMyHIKamiid Ta JOCTYHmHOCTI pecypciB. [Ipemmerom
AOCJTiTPKeHHsI € METOA TJIaHyBaHH 3a/1a4 y pO3MOAUIEHUX iHGOpManifHUX cHCTeMax 3 OIJIsIly Ha HEBH3HAYEHICTh
MeragaHux. MeTa cTaTTi — EKCHEPUMEHTAIBHO JOCHITUTA METOJ IUIaHYBaHHA 3a7ad y PpO3MOJIUICHHX
iHpOpMAIIHHUX CHCTeMaX 3 HEBM3HAYEHNUMH i HEMOBHHMHU METaIaHUMHU, KU TIOETHYE TiOpuaHy rpadoBy MOJIENb
i3 TPUMOZYJNBHHM SIIPOM INTYYHOTO IHTEJEKTy W 3abe3nedye miABUINEHHS e(EeKTUBHOCTI W POOACTHOCTI
TulaHyBaHHs 32 ymMoBH jnotpumands SLO ta RBAC-o0MexeHb. 3aBnaHHsl qociiikeHHsi: copmyBaru ridpuaHe
NoJlaHHs pobounx mpolieciB Ha ocHOBI moeaHaHHs DAG-crpykrypu ta GERT-mozeni; po3poOuTu apxitekTypy
IUTaHyBaJIbHUKA 3 NONMydeHHAM TpadoBoi mepexi yBarm GAT, arenra mimkpimumoBaipHOTO HaBuanHA PPO Ta
Monynsi Bayesian Optimization; BuzHaunTH SLO-oOpieHTOBaHY (YHKIIIIO BHHAaropoaW M cHCTEMYy OOMEKEHb,
3Baxkatoun Ha RBAC; cTBOpHTH BiATBOpDIOBaHMH EKCHEPHUMEHTAIBHHNA CTEH 13 KOHTPOJIHOBAHOIO iH EKIIEI0
HEBU3HAYCHOCTI; BUKOHATH TOPIBHAIBHAMN, aOIAIiHUNA 1 poOacTHUI aHalli3 MPOAYKTHBHOCTI 3alPONOHOBAHOTO
Mmeronxy monxo ©OaszoBux anroputmiB FCFS, HEFT, a Takox BapiantiB DAG-only # GERT-only.
Metoan nocaimkennsi: riopunne rpadose moxemoBaHHd DAG+GERT, rpadoBa mepexxa yBarm GAT mns
(hopMyBaHHS KOHTEKCTHOTO TIOJ@HHSA cTaHy, areHT PPO nns mpuHHATTS pilleHb OIOA0 PO3MIIIEHHS 3ajad,
OaeciBcbka ONTHMI3allisl JUIsd HaJAINTYBaHHS I1apaMeTpiB IMOJITHKU, a TAKOX CTAaTUCTUYHI METOJH OIHIOBAaHHSI.
OcHoBHi pe3yJbTaTH. 3anpOIIOHOBAaHHMI METOZ 3abe3leuye CyTTEBE CKOPOUCHHS MEIiaHHOTO 4Yacy 3aBEpIIEHHS
3anau (makespan) nopisusiao 3 HEFT, DAG-only Ta GERT-only, mifgBUIIICHHS 4aCcTKHU 3a/1a4, 110 BUKOHYIOTHCS B
Mmexax SLO, Ta 3MEHIIeHHsI CepeIHbO3BAYKEHOT0 MPOTEPMiHYBaHHS, JEMOHCTPYE "CTUCHEHHSI XBOCTIB" pO3MoaiLy
3aTPUMOK 1 30epirae cTabUIbHICTD pe3yJIbTaTiB y pa3i MyJbTUILTIKATUBHOTO LIyMy TpuBasocteid + 20 %, 3a yMOBHU
3CYBIB PO3IIOILTIB 1 KOPETFOBAHMX BiIXWICHb apaMeTpiB. BogHowac HaKmagHi BUTPATH INIAHYBAaHHS 3QJIAIIAI0THCS
B Jiara3zoHi MiJTiCeKyH/I i He IEPEeBUIIYIOTh JOITyCTUMI MEXIi ISl OHJIAiH-CIICHaPiiB.

KuroyoBi cioBa: po3nozineni iHopMaIlliifHi CCTeMH; IDIaHyBaHHA 3a7[ad; OPIEHTOBAHUH AIMKIIYHUNA Tpad;
mepexki GERT; rpadoBi HeliponHi wMepexi; HaBuaHHA 3 HiAKpimieHHsM; Bayesian  Optimization;
pieHi cepgicy (SLO); kepyBanus nocrynom (RBAC); pobacTHicTb.
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Y. Kanarskyi, O. Orekhov

EXPERT EVALUATION OF QUALITY CRITERIA
FOR HUMAN-MACHINE INTERFACES IN AUGMENTED REALITY

Abstract. In today's world of widespread augmented reality technologies, ensuring high-quality user interfaces that
determine the effectiveness, safety, and reliability of user interaction with the digital environment is becoming
particularly important. The subject of the study is the methods and criteria for evaluating the convenience, clarity,
stability, and functional completeness of the augmented reality system interface for unmanned aerial vehicle
operators as part of an explosive hazard monitoring system. It is important to analyze the implementation
of methods such as evaluation using quality metrics, focus group surveys, and expert surveys, based on
a comparison of their advantages and disadvantages that become apparent under certain conditions. The purpose
of the work is a comprehensive expert evaluation of the augmented reality interface using a structured checklist.
The evaluation covered self-descriptiveness, controllability, error protection, consistency, aesthetic integrity,
responsiveness, reliability of information presentation, and other criteria recommended by relevant international
standards. Tasks: to develop an augmented reality interface; to identify possible quality criteria, taking into account
the characteristics of human-machine systems of a certain type; to propose a list of questions for expert surveys
based on the identified quality criteria; to conduct expert surveys. Research results: a mock-up
of an augmented reality interface for human-machine interaction between the operator and unmanned aerial vehicles
was created, a list of criteria for evaluating the quality of augmented reality systems was formed,
and an expert survey was prepared and conducted to evaluate the quality of the proposed interface. The survey
results are presented in the form of a radial diagram, which allows you to clearly identify the advantages and
disadvantages of the interface, as well as to form priorities for its further improvement. Conclusions. The expert
assessment method used is an effective tool for identifying problems in user interaction with augmented reality and
for outlining areas for improving the quality of the interface. The results obtained can be used to further modernize
the system, optimize the structure of information reproduction, and create a more intuitive, safe,
and ergonomic user environment.

Keywords: augmented reality; quality criteria; human-machine interfaces; expert assessment;
monitoring systems.

1. Introduction

Augmented reality (AR) technology is widely integrated into modern industrial and
non-industrial information systems as the latest method of human-machine interaction with the
aim of improving efficiency, safety, and ease of use [1-3]. AR applications cover manufacturing,
transportation, education, medicine, defense, and a range of consumer services, where high-
quality visualization and rapid information retrieval significantly affect task accuracy and reduce
user errors. Such a high level of interest and growing involvement
create a need for models, criteria, and formalized methods for evaluating the quality
of proposed AR interfaces.

As the technology spreads, so do the requirements for its ergonomics, reliability,
and compliance with international standards, in particular 1ISO 9241 and ISO/IEC 25010, which

© Kanarskyi Y., Orekhov O., 2025
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regulate the quality indicators of interactive systems. In the context of augmented reality, criteria
such as comprehensibility, intuitiveness, cognitive load, stability of visual elements,
and correctness of spatial positioning are of particular importance. The lack of a systematic
approach to evaluating these parameters complicates the development of effective AR solutions
and limits the possibility of their improvement.

In this regard, it is important to develop a list of quality criteria for expert evaluation
of AR interfaces, which will allow quantifying the quality level of the system and comparing
different options for its implementation. Such an evaluation creates a basis for identifying critical
shortcomings, determining the level of compliance with quality requirements, and forming
recommendations for optimizing the design of AR interfaces.

2. Analysis of scientific publications and formulation of the research problem

In one of the previous publications [4] by the authors of this work, an analysis of the state
of research was carried out and a review of the methods of assessing the quality of systems
available at that time was made. The article concluded that most of the proposed methods
are based on evaluating the quality of AR systems, since this indicator is the easiest way to assess
the attractiveness of the software product being developed for the user. Most often,
the heuristic research method is used for evaluation. This choice of evaluation methodology is
due to the fact that the quality of use is a subjective characteristic, and the use of the same
subjective evaluation method seems logical.

In more recent studies, this trend continues, although the list of evaluated indicators has been
significantly expanded. Thus, in works [5-7], physical, mental, and time loads, as well
as the efforts and productivity of the group of respondents, are taken into account along with
SUS indicators. The results obtained using this approach can be considered more accurate, since
it takes into account the impact of AR on the physical and psychological state of the respondents,
which is not characteristic of classical methods of evaluating quality of use.

Works [8, 9] consider various options for assessing the quality of AR, mainly focusing on
the visual aspect of this technology. Physical and mental load are not taken into account here,
but quality indicators such as adaptability, content quality, aesthetics, immersion, etc. are
considered. Of course, these criteria are important for human-machine systems with a high level
of immersion, which includes augmented reality, but they ignore technical factors and the
possible consequences of prolonged use of AR in the form of deterioration of physical
and emotional states.

It is also worth highlighting study [10], which evaluates the safety of using systems with AR
interfaces on the same hierarchical level as user satisfaction indicators. This quality criterion
should be one of the key criteria for human-machine interaction systems with augmented reality,
since they have a direct impact on the perception of the environment, but in most studies it is
ignored. At the same time, this work lacks criteria for assessing physical and mental stress, as
well as the visual component.

In general, it can be concluded that significant progress has been made in recent years in
assessing the quality of human-machine AR interfaces, but in the vast majority of cases, existing




methods are used without taking into account the specifics of augmented reality. Therefore,
determining key criteria for a comprehensive assessment of AR quality is a relevant scientific
and practical task. This task is especially important for human-machine systems in which
operators control the use of single unmanned aerial vehicles (UAVs), swarms of UAVS,
and fleets that combine different swarm systems, where the significant dynamics of flight control
require quick and accurate decisions. This applies, in particular, to unmanned systems for
humanitarian demining, technical inspection, etc. [11-13]. The integration of AR into such
interfaces is a new approach that requires appropriate research, in particular, on the assessment
of interface quality and the impact of AR on the operator and the system as a whole.
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3. Purpose and objectives of the study

The purpose of this study is to develop a set of quality criteria for human-machine augmented
reality systems and to conduct an expert evaluation of the proposed interface.
The study was aimed at identifying the strengths and weaknesses of the interface, identifying
potential problems in user interaction with the system, and developing quantitative indicators
that can be used for further design optimization. To this end, a 10-point expert survey was used,
which made it possible to obtain comparable and interpretable results across a wide range
of criteria, including functional completeness, responsiveness, self-descriptiveness, safety of use,
aesthetic integrity, and others. The data obtained provided the opportunity for a comprehensive
analysis of the interface and the formation of recommendations for its improvement.

4. Research materials and methods

4.1 Explosive object monitoring system

Since the human-machine interface cannot exist as an object separate from the system, the
authors of the study decided to develop the architecture of the explosive object monitoring system
shown in Fig. 1, where AR is considered as a means of visualizing information for UAV operators
and ground robotic complexes (GRC). Such a system, as noted, is an example
of human-machine systems with rapidly changing application dynamics.

The system includes a central server and databases responsible for processing and storing
critical information about the geographical coordinates of areas potentially contaminated with
explosive objects, historical data on the presence of mines, maps of demined areas,
and telemetry data obtained from UAVs and GRCs. This data is processed by a central server,
which transmits it to the control center and control station in real time.

The control center is the main analytical hub of the system, which manages the entire
operation, monitors the status of drone swarms and demining teams, and analyzes the data
received for quick decision-making.

Here, records, reporting systems, access lists (if necessary) are kept and confidential
materials are controlled.
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The demining group works directly in the area of operation, but thanks to augmented reality
glasses, it receives critically important information that increases their level of safety. However,

the AR interface for the demining group is not considered in this work.
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Fig. 1. Architecture of the explosive objects monitoring system

The control station is located in close proximity to the area under investigation and serves
as a local control and maintenance point for UAVs and GRCs. It receives data from the server,
provides communication with operators, and controls the interaction of drone swarms.

Operators at the control station work with remote controllers, which allows them to control
individual UAVs or GRCs in critical situations, receive and analyze video streams in real time,
and change flight routes according to new data.

Operators use augmented reality glasses to display AR interfaces, allowing them to view
mine threat maps, control UAVs and GRCs, and receive important information.
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4.2 Augmented reality interface for drone operators

Although augmented reality interfaces are quite common, there are very few examples
of their use for interacting with UAVSs. This can be explained by the fact that research in this area
of AR use is still in its infancy.

For example, [14] presents an AR interface for mobile devices that allows you to control
a fleet of UAVs using virtual manipulators on a touch screen. However, there is a significant
drawback in that the operator must constantly maintain visual contact with the drone to control
its flight direction and ensure communication with the mobile device.

This necessity is caused by the fact that the window displaying the video stream received
from the UAV occupies less than 10% of the screen space and is partially covered by virtual
controls. For mobile devices with serious limitations in display size and resolution, such a small
display area makes it almost impossible to view information from the UAV.

This option of using AR to control a UAV can be used for personal purposes, but it is not
suitable for performing tasks in monitoring systems.

In [15], it is proposed to use augmented reality to control UAVs from a first-person
perspective using augmented reality glasses. A remote control is used to control the flight of the
UAYV, while information from the drone's cameras is displayed on virtual windows.

This option seems much more convenient in terms of control, but does not allow for the
control of a fleet of UAVSs. Also, in this version of the AR interface, there are no control elements
such as charge level, altitude, speed, etc. For these reasons, it is not possible to use
this option for monitoring systems.

In [16], an option is proposed that is positioned as an interface with augmented reality
elements for UAV control. Unlike the previous study, this one has all the necessary indicators
for controlling an unmanned aerial vehicle. However, the interface still has a number
of drawbacks, namely the small size of the elements responsible for displaying the video
stream from the UAV and the flight map, as well as the inability to control a group
of unmanned aerial vehicles.

There is also a conceptual question of whether the proposed human-machine interaction
system can be considered to contain augmented reality elements, since all virtual control
elements are located in a 2D plane, although the classic definition of AR[17] requires them to be
placed in 3D. Based on the above-described options and shortcomings of existing AR interfaces,
it is advisable to present our own design option.

Fig. 2 shows a mock-up of one of the developed drone control interfaces with built-in
augmented reality elements. This interface design aims to expand the operator's capabilities
in the process of human-machine interaction.

The concept of augmented reality provides the possibility of tactile control of individual
elements of human-machine interfaces, which theoretically simplifies and speeds up switching
between the control of individual units of UAV swarms and GRC.
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This, in turn, can contribute to improving the quality of use of such interfaces and enhance
the user experience of operators, while preserving the basic elements of classic human-machine
interfaces of unmanned aerial vehicles.

SELECTDRONE

MANUAL

“ GPS SPEED FLIGHT TIME  will a
3272 142 18.9M 12:10 60 ms 8%

Qe

Fig. 2. Augmented reality interface layout for drone operators

The proposed augmented reality interface for the UAV and GRC operator consists
of four virtual windows, each of which performs a separate function:

— the central interface window is the main one and is used by the operator to display
the video data stream coming from the UAV and GRC. In addition to the images from the drones,
the screen displays controls such as a compass for tracking the direction of movement and an
indicator of the angle of inclination of the video camera from which the image is transmitted.
Other controls are not displayed on this screen in order to reduce the number
of factors that distract the operator during the task and to increase the field of view;

— to the right of the main window is a window with a map for monitoring the flight route;

— the bottom panel displays information necessary for the operator about the technical
condition of the controlled UAV or GRC, its speed and altitude, operating time, position in space,
etc. These controls are placed in a separate window to free up as much workspace
as possible on the main screen;

— the window on the left is used for visual monitoring of the other drones in the system and
quick switching between them. This is the only element of the augmented reality interface that
involves touch interaction. This window is used not only to display the video stream from other
drones in the system, but also to quickly switch between them using gesture controls. When you
tap on an element in the window, control switches to the corresponding drone.
You can also use gesture controls in the window to scroll through the list of drones and switch
between the UAV and GRC tabs. This interaction mechanism is designed to speed up switching




between different types of drones and the drones themselves. Other interface elements do not
allow such freedom in interaction with them. This restriction is implemented to reduce the risk
of errors during drone control due to incorrect or mistaken gestures.

Thus, the augmented reality human-machine system described in Fig. 2 allows the drone
control elements to be broken down into separate windows. Traditionally, this approach requires
multiple monitors, but augmented reality has no such limitations and can use virtual monitors
placed in the operator's field of view. These windows can be placed in any order and at any
convenient point, changed in size and orientation, removed if necessary, and subsequently
reopened. Such flexibility in use should have a positive impact on the mobility
of the system and the operator's user experience.

Thus, the proposed interface has a number of significant advantages over the solutions
presented in [14-16]. Unlike the analogues considered, the interface in Fig. 2 provides control
based on information received directly from the UAV camera and supplemented with elements
in the form of a compass displayed in the central window and a map of the area displayed in
a separate window. The operator will not need to maintain constant visual contact with the
controlled device, thereby limiting the area of monitoring tasks. Also, in the proposed version,
telemetry data, including GPS coordinates, speed, altitude, flight time, image delay, temperature,
signal strength, and battery status, are consolidated into a single compact panel, which should
reduce visual noise and cognitive load thanks to better workspace organization. Integrated
warnings about the current status of the controlled UAV are intended to further improve the
operator's decision-making, and thus should reduce training time and increase the efficiency of
real-time information processing compared to the solutions described conceptually in [14, 16].

The scientific novelty of this approach to interface design lies in the optimization
of information presentation through the compact grouping of key telemetry indicators and
auxiliary functions into separate windows, which frees up as much of the main workspace as
possible from information noise. This differs from existing solutions [14-16], where telemetry
elements are placed on the main screen, reducing the visibility of the video stream. Reorientation
to a full-fledged AR environment, where functional elements are placed in space as separate
virtual windows, eliminates physical limitations of the workspace and provides
the ability to scale, rearrange, and personalize the interface. Also, unlike the known ones,
the developed layout provides for the use of gesture interaction between unmanned aerial
vehicles. The results obtained create the prerequisites for the further development
of multi-window AR-based human-machine interaction systems focused on scalable control
of UAV and GRC groups.
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4.3 Quality criteria for AR interfaces

A list of criteria for further expert evaluation of the quality of augmented reality human-
machine interfaces was prepared based on a combination of subjective and objective criteria.
Subjective criteria include indicators describing ease of use, perception, intuitiveness, and the
interface's compliance with user needs, formed in accordance with 1ISO/IEC 25010:2011 [18],
1SO 9241-210:2019 [19] and the arc42 conceptual quality model [21]. Objective technical criteria
that ensure reliability, correct display of information, and safe interaction were selected in




accordance with the requirements of NUREG-0700 [20] and the recommendations
of IEEE P2048.101 [23]. The coordination of these sources made it possible to form a balanced
and comprehensive set of indicators (Table 1), suitable for systematic analysis and comparative
evaluation of augmented reality interfaces.
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Table 1. List of quality criteria for AR interfaces

Ne Name Source
1 Functional Completeness [18, 19]
2 Functional Appropriateness [18]

3 Time Behaviour [18, 20]
4 Resource Utilization [18]

5 Learnability [18, 19]
6 Faultless proposed
7 Reactivity proposed
8 User Error Protection [18, 19]
9 Self-descriptiveness [18, 19]
10 Safety [18]
11 Durability [21]
12 Hazard Warning [18]
13 Predictability [21, 22]
14 Suitability [18]
15 Personalization [21]
16 Coherence [21]
17 Conciseness [21, 20]
18 Controllability [22, 19]
19 Aesthetic Integrity [22]
20 Visual Accuracy [22]
21 Readability [21, 20]
22 Aesthetics [19]
23 Alignment Accuracy [23]
24 Frame Rate [23]
25 Latency [23]
26 Cognitive Load proposed
27 Stress [6, 7]
28 Fatigue [6, 7]
29 Realism proposed
30 Unambiguity [20]
31 Distinguishability [20]
32 Visibility proposed
33 Interactivity [8]

Functional completeness — the degree to which the set of functions covers all the defined
tasks and goals of the intended users.

Functional Appropriateness — the degree to which the set of functions contributes to the
fulfillment of the defined tasks and goals.

Timeliness — the degree to which the response time of the system during the performance of
its functions meets the requirements.
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Resource utilization is the degree to which the number and types of resources used in
performing its functions meet the requirements.

Learnability is the degree to which the functions of a product or system can be learned for
use by specific users within a specified period of time.

Faultless 1s the degree to which the interface influences the accuracy of user actions
performed using the augmented reality system.

Reactivity is the degree to which the interface influences the speed of user response in
specific situations.

Error protection — the degree to which the system prevents user errors during operation.

Self-descriptiveness — the degree to which the product provides relevant information
necessary for the user to understand its capabilities and use without excessive interaction with
the product or other resources such as documentation, support services, or other users.

Safety — the degree to which a situation that endangers life, health, property, or the
environment can be avoided.

Durability — the degree to which a system is capable of remaining useful over
a long period of time.

Hazard warning — the degree to which the system is capable of warning of unacceptable
risks so that timely action can be taken to ensure the user's safety.

Predictability — the degree to which the consequences of user actions can be predicted,
including the current state of the system.

Suitability — the degree to which functions are provided that meet the stated and implied
needs of the intended users when used under the specified conditions.

Personalization — the degree to which the product can be modified or customized to suit the
user's personal preferences.

Coherence — the degree to which interface elements are logically and aesthetically organized
or integrated.

Conciseness — the degree to which the user interface is able to convey the necessary
information concisely, clearly, and without unnecessary elements, but without sacrificing content
or functionality.

Controllability — the degree to which the user feels in control of the interface elements.

Aesthetic integrity — the degree to which the interface elements visually correspond
to a single style.

Visual Accuracy— the degree to which the interface elements are free of visual, stylistic,
or spelling errors.

Readability — the degree to which interface elements are legible and easy to read.

Aesthetics — the degree to which the interface provides a pleasant and
satisfying interaction.

Alignment accuracy is the degree to which a virtual object deviates from its intended display
location.

Frame rate is the degree to which the image refresh rate meets requirements.

Latency is the degree to which there is a delay between the user's movement and
the image refresh.




Cognitive load — the degree to which the cognitive load on the user increases as they use
augmented reality interfaces.

Stress — the degree to which the user's stress or tension level increases as they use augmented
reality interfaces.

Fatigue — the degree to which the user's fatigue increases as they use augmented reality
interfaces.

Realism — the degree to which the augmented reality interface reflects elements of the
surrounding environment.

Unambiguity — the degree to which ambiguous interpretations of the purpose of augmented
reality interface elements are not allowed.

Distinguishability — the degree to which individual interface elements, icons, and symbols
differ from each other.

Visibility — the degree to which virtual elements stand out against the background
of the real world.

Interactivity — the degree to which direct interaction with augmented reality elements is
possible, including through touch, sound, and vibration.
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4.4 Expert poll

To validate the results obtained, they must be verified within the framework
of an experiment to evaluate the quality of the human-machine interaction system. In quality
engineering, there is a wide range of possible methods, but in the context of augmented reality,
the following are the most widely used:

— evaluation using metrics;

— focus group surveys;

— expert surveys.

At this stage of the research, it is not possible to use metric evaluation, as this method
requires a fully formalized quality model and a working prototype of the system. It is also
necessary for all participants in the evaluation process to have access to a device for displaying
interfaces, which in this case are augmented reality glasses. This makes the metric evaluation
method unsuitable at this time. The focus group survey method is also unsuitable for us, as this
method involves obtaining feedback directly from the end users of the product being evaluated.

The expert survey method is the most acceptable because it allows us to evaluate subjective
indicators of human-machine interfaces from the point of view of people with different levels of
professional experience in using AR. This makes it possible to identify existing design flaws and
improve the quality of the interface at the design stage.

Google Forms was chosen as the tool for conducting the expert survey because this service
combines the accessibility, convenience, and functionality necessary for evaluating interfaces,
and also guarantees that all responses are stored in the cloud for further statistical processing.
This minimizes manual work, reduces the risk of errors, and makes the results immediately ready
for analysis.
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To evaluate the quality of the proposed augmented reality interfaces using the expert
assessment method, the following questions were compiled based on the criteria
presented in Table 1:

1) Can such an interface facilitate the performance of all the operator's anticipated tasks?

2) Can such an interface affect the accuracy of the operator's actions?

3) Can such an interface affect the operator's reaction speed?

4) Will it be possible to master such an interface in a short period of time?

5) Is such an interface intuitive?

6) Does such an interface allow avoiding situations that are dangerous to the physical health
of the operator or the environment?

7) Can such an interface remain relevant for a long period of time?

8) Does the presence of augmented reality affect the moral aging of the interface?

9) Can such an interface warn the operator of possible risks?

10) Can the interface elements be customized according to the operator's personal
preferences (the location of AR elements in space)?

11) Is such an interface capable of conveying the necessary information in a concise,
understandable form?

12) Do the interface elements correspond to a single visual style?

13) Does this AR interface improve the realistic representation of the environment?

14) Does such an interface prevent ambiguous interpretation of the purpose of elements?

15) Do the AR elements of the interface stand out against the background
of the real world?

The process of expert evaluation of the interface by means of a checklist survey
in Google Forms using a 10-point scale consists of several consecutive stages that ensure
the reliability, representativeness, and reproducibility of the results. First, an expert group is
formed, consisting of specialists with relevant expertise in the field of human-machine interfaces
or augmented reality. Based on the evaluation criteria, a checklist is created that includes
indicators that can be measured quantitatively: interface clarity, user load, navigation
intuitiveness, stability, visual clarity, etc. Each item on the checklist is formulated
unambiguously and relates to only one criterion.

Next, a questionnaire is constructed in Google Forms based on this checklist. For each
question, the answer type "Linear scale” is selected with a range from 1 to 10, where 1 means
minimum compliance with the criterion and 10 means maximum compliance. For greater accuracy,
a short text explanation is added (for example, "1 — absolutely not", "10 — yes, completely").
The survey may contain additional open-ended questions for qualitative comments from experts.

The use of a 10-point scale for evaluating user interfaces is appropriate given its increased
sensitivity and analytical suitability. Unlike 3-, 5-, or 7-point scales, the 10-point scale provides
a wider range of gradations, allowing respondents to more accurately reflect their perception
of the convenience, clarity, or effectiveness of the interface. This scale reduces
the likelihood of the "central tendency™ effect, where participants tend to choose the average
value, and promotes more differentiated assessments. In addition, the 10-point scale is often
considered quasi-interval, which allows for the correct application of statistical analysis methods,
including the calculation of mean, variance, correlations, and regression models.
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This increases the accuracy of the results and provides a better analytical basis for researching
the quality of user interfaces.

After creation, the form is sent to experts, and their responses are automatically collected in
a spreadsheet. At the final stage, a statistical analysis is performed: the mean, median, standard
deviation, and range of ratings for each criterion are calculated. A comparative analysis between
experts or between different versions of the interface can also be performed. The results are
interpreted to identify the strengths and weaknesses of the interface and form the basis for further
recommendations for its improvement.

A group of 13 experts was involved in the quality assessment, consisting of specialists in the
area of information technology with varying levels of experience in the use, development, and
evaluation of human-computer interfaces. The vast majority of respondents are men
aged 24 to 80, most of whom are graduate students. Almost half of the experts have a high level
of expertise in evaluating the quality of human-machine systems, including augmented reality
interfaces. Table 2 provides detailed characteristics of the expert group.

Table 2. Characteristics of the expert group

Indicator Value %
Gender Male 11 84,62
Female 2 15,38
Age Under 30 5 38,46
30to 45 5 38,46
Over 45 3 23,08
Position Professor 4 30,77
Associate professor 1 7,695
Postgraduate student 7 53,84
Developer (3 years of 1 7,695
experience)
Level of expert Low 3 23,08
experience in Medium 4 30,77
analyzing interface High 6 46,15
quality

5. Research results

The results of the expert assessment presented in Fig. 3 demonstrate an uneven distribution
of interface quality indicators across a range of metrics. The highest scores were given
to criteria such as self-descriptiveness, trainability, functional completeness, and responsiveness,
which were rated predominantly at 8 points. This indicates that the interface is intuitive, easy to
learn, and capable of responding quickly to user actions. High scores were also observed for
accuracy, visibility, realism, and aesthetic integrity, indicating an overall positive perception of
the visual and behavioral components of the system.

Moderate ratings (7-8 points) were given to criteria such as unambiguity, conciseness,
personalization, and relevance, indicating that there is room for improvement, but without critical
comments from experts. The lowest scores were recorded for hazard warnings and durability,
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which were rated between 4 and 5 points. This indicates that the system does not pay sufficient
attention to safety aspects and specific mechanisms to ensure its stable functioning in the long
term. A slightly below-average level was also recorded for safety of use, which may indicate
a need for additional measures to inform users or reduce potential risks.

Overall, the interface demonstrates high levels of usability and clarity, but requires further
optimization in areas related to security, stability, and long-term operation.
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Fig. 3. Poll results diagram

6. Conclusions and further research

This study proposed a list of quality criteria for evaluating augmented reality
human-machine interfaces using the example of interfaces for drone operators. The quality
criteria were formed based on ISO/IEC 25010:2011, 1SO 9241-210:2019, NUREG-0700,
IEEE P2048.101, and other relevant sources. For the experimental evaluation using the expert
survey method, a questionnaire with 15 questions was compiled and presented to 13 experts.
The results of the expert assessment showed that the methodology used to analyze the quality of
the augmented reality interface based on a structured checklist and a 10-point scale is
an effective and valid tool for determining the usability and ergonomics of the system.
The obtained assessments made it possible to quantitatively characterize the key parameters of the
interface, in particular its clarity, consistency, informativeness, responsiveness, error protection, and
aesthetic quality. Analysis of the score distribution diagram showed that most criteria meet an
acceptable or high level of quality, but some aspects were identified that require further
refinement, in particular, optimization of the structure of information presentation, reduction of
cognitive load, and improvement of the stability of visualization elements.
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Overall, the results confirm that the proposed approach to expert evaluation is appropriate
for augmented reality systems for various purposes and can be used as a basis for the cyclical
improvement of interface quality, ensuring their high efficiency, safety, and compliance
with modern international standards. Further research may be directed at assessing
the impact of the proposed augmented reality interface on the speed and accuracy
of decision-making by unmanned system operators. Another important area of research could be
the optimization of the structure of information display in the user environment and the
development of augmented reality interfaces for the demining group, which also uses augmented
reality to work with the explosive object monitoring system.
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Kanapcbkuii €Breniii OnexcanapoBuy — Harionansauit aepokocMiuHmii yHiBepcHTeT " XapKiBChKHN
aBlauiiiHuii iHCTUTYT", acmipaHT Kadeapw KOMII'IOTEPHHUX CHCTEM, MEpeX Ta KibepOesmekw, Xapkis,
VYkpaina.

OpexoB Ogexcanap OuiekcaHAPOBMY — KaHAMJAT TEXHIYHMX HAyK, NOLEHT, HanioHaabHUN
aepPOKOCMIYHUH yHiIBepcUTeT " XapKiBChKUN aBiallidHUH IHCTUTYT', Tpodecop Kadenpr KOMIT FOTEPHUX
CUCTEM, Mepex Ta KibepOe3smneku, XapkiB, YKpaina.

EKCIHEPTHE OIIIHIOBAHHSI KPUTEPIIB IKOCTI
JIOJUHO-MAIIVMHHUX IHTEP®ENCIB
JOIHHOBHEHOI PEAJIBHOCTI

VY cydacHHX yMOBaX aKTHBHOTO TONIMPEHHS TEXHOJIOTIH OTIOBHEHOT PEabHOCTI OCOOIMBOI aKTyallbHOCTI
HaOyBae mipoOiemMa 3a0e3lEYCHHS BHCOKOI SKOCTI KOPHCTYBAIbKHX 1HTep(delciB, sSKi BU3HAYAIOTh
e(heKTUBHICTh, OE3MEUHICTh 1 HAAIHHICTh B3aEMOJii KOpHCTyBaya 3 nu¢ppoBuM cepenosumicM. Ilpeamerom
AOCJHiIKeHHS] € METOAM I KpuTepii OLIHIOBaHHA, CHOPSMOBAaHI Ha aHaji3 3PYYHOCTi, 3pPO3YMLIOCTI,
cTabimbHOCTI Ta (YHKIIHHOI TMOBHOTH IHTEpP(EHCy CHCTEMH JOIMOBHEHOI PEaJbHOCTI JJIS OIEepaTopiB
OC3MUIOTHHX amapartiB y CKJIaJi CHCTEMH MOHITOPHHTY BHOYXOHeOe3meuyHuX 00’€KTiB. BakiuBuM € aHaii3
TaKUX METOJIB, SK OIlIHIOBaHHS 3a JOMOMOTOK METPUK SKOCTI, OMUTYBaHHS (OKYC-TpyH 1 eKCIepTHe
ONUTYBaHHSA, HAa OCHOBI NOpPIBHAHHS iX IepeBar 1 HEIOMIKiB, IO BHSBIAIOTECS 3a MEBHUX YMOB.
Meta podoTH — KOMIUIEKCHE €KCIIepTHE OIIHIOBaHHS iHTepdeiicy TOMOBHEHOT pealbHOCTI 3 BHKOPHCTAHHAM
CTPYKTYypOBaHOTO 4eK-TicTa. OIiHIOBaHHIO MiAJSTa CaMOOIMCYBAHICTh, KEPOBAHICTh, 3aXUIIEHICTD Bij
MMOMMJIOK, Y3TOJUKEHICTh, €CTETHYHA IUJIICHICTh, PEaKTHBHICTh, HAMIWHICTh MOJAHHS iH(popMamii Ta iHIII
KpUTepii, peKOMEHIOBaH1 BIIIMOBIIHUMHU MDXHAPOJHUMH CTaHIApTaMH. 3aBAaHHA. pO3poOHUTH iHTEepdeiic
JIOTIOBHEHOI peasIbHOCT1; BU3HAUNTH MOXIIUBI KPUTEPil SIKOCTI 3 OTILY HA OCOOIUBOCTI JIFOAMHO-MAIINHHUX
CHCTEM TICBHOTO THWITY; 3alpoOIOHYBaTH TIIEPETiK 3amuTaHb s ONUTYBAaHHS EKCIEpPTIB HAa OCHOBI
BUOKPEMJICHUX KPHUTEPIiB SIKOCTi; MPOBECTH €KCIEPTHE ONUTYBaHH:. Pe3yabTaTn HOCTiIKeHHS: CTBOPEHO
MakeT iHTep(deicy ITOMOBHEHOI pealbHOCTI JUIS JIFOJUHO-MAITHHHOT B3aeMOJIIi onepaTopa 3 Oe3MiIOTHHMHU
amapatamu, c()OPMOBAHO TIEpeNliK KPHUTEPIiB JUIS OIIHIOBaHHS SKOCTI CHUCTEM JOTOBHEHOI pPEaNbHOCTI,
a TaKoX IMIATOTOBJICHO W IMPOBEIEHO EKCIIEPTHE ONMUTYBAaHHS 3 METOK OLIHHUTH SKICTh HPOIOHOBAHOIO
iHTepdericy. Pe3ynbraty OMUTYBaHHS MOAAHO Yy BUIJLINI padialdbHOI Jiarpamu, IO Ja€ 3MOTY HAaO0YHO
BU3HAUUTH TepeBard i Hemoliku iHTepdeiicy, a Takox c(opMyBaTH MPIOPUTETH WHOTO MOJAIBIIOTO
BIOCKOHAJICHHSA. BHCHOBKH. MeTO/ eKCTIepTHOTO OIIHIOBAaHHS € e()EeKTHBHUM IHCTPYMEHTOM JUTS BUSIBIICHHS
npo0ieM B3a€MOJIii KOPHCTYBadiB 3 JOMOBHEHOIO PEANBHICTIO M U OKPECICHHS HANpSMIB ITiIBUIICHHS
aKocTi iHTepdeiicy. OTpuMaHi pe3yabTaTH MOXKYTh OYyTH BHKOPHCTaHI 3 METOH MONANBINOI MOJEpHi3awii
CHCTEMH, ONTHUMI3aIli]l CTPYKTYpH BIITBOPEHHS iH(OpMAIil Ta CTBOPEHHS OLIBII IHTYITHBHOTO, O€3MeYHOro 1
€ProOHOMIYHOTO KOPHCTYBAIBKOTO CEPEIOBHUINA.

Kuro4oBi cioBa: OMOBHEHA PeajbHICTh; KPUTEPIl SKOCTI; JIFOUHO-MAIIUHHI iHTepdelicH; ekcrepTHe
OLIIHIOBaHHS; CHCTEMH MOHITOPHHTY.
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FEW-SHOT LEARNING OF A GRAPH-BASED
NEURAL NETWORK MODEL WITHOUT BACKPROPAGATION

The subject of this article is a structural graph approach to classifying contour images in few-shot mode without
using backpropagation. The core idea is to make the structure the carrier of explanations: the image is encoded as an
attributive graph (critical points and lines as nodes with geometric attributes), and generalization is performed through
the formation of concept attractors. The purpose of the study is to design and experimentally validate
an architecture in which class concepts are formed from several examples (5-6 per class) by means of structural and
parametric reductions, ensuring transparency of decisions and rejection of backpropagation of error. Objectives
of the work: 1) define a vocabulary of nodes/edges and a set of attributes for contour graphs; 2) set normalization and
invariance; 3) develop structural and parametric reduction operators as a monotonic simplification
of the structure; 4) describe the procedure for aggregating examples into stable concepts; 5) build a classification
through graph edit distance (Graph Edit Distance) with practical approximations; 6) compare with representative
learning approaches on several examples. Methods used. Contour vectorization — bipartite graph (Point/Line as
nodes); attributes: coordinates (normalized), length, angle, direction, topological degrees. Reductions: elimination
of unstable substructures or noise, alignment of paths between critical points. Concepts are formed by iterative
composition of samples; classification is based on the best match of the concept graph (GED with approximations).
Results of the study. On a MNIST subset with 5-6 basic examples per class (one epoch), a consistent accuracy
of approximately 82% was obtained with full traceability of solutions: errors are explained by specific structural
similarities. An indicative comparison with SVM/MLP/CNN, as well as metric (ProtoNet) and meta-learning
(MAML) lines, is presented in the form of a review graph. Conclusions. The structural graph scheme with concepts
enables learning from multiple examples without backpropagation of error and provides built-in explanations through
an explicit graph structure. Limitations relate to the cost of GED and the quality of skeletonization. Research prospects
include optimization of classification algorithms, work with static scenes, and associative recognition.
Keywords: explainable artificial intelligence; few-shot machine learning; backpropagation; graph reduction.

Introduction

Recent advances in artificial intelligence (Al), particularly in deep learning and artificial
neural networks (ANNS), have led to significant progress in solving complex problems [1-3].
However, the widespread use of these technologies has revealed a number
of fundamental limitations that call into question the possibility of creating truly autonomous
and adaptive systems [4-6].

These limitations include: the need for massive amounts of data for training, which requires
significant time, computational, and energy resources [7, 8]; fundamental problems
with generative models related to trust in information, "hallucinations”, and the phenomenon
of "entropy gap" [4, 7, 9]; and model degradation when training on recursively generated data
(model autophagy disorder, MAD) [10, 11].

© Lapin M., Bokhan K., 2025
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In this work, we assume that these problems are fundamental in nature, stemming from
the current conceptual paradigm. Modern MLMs are based primarily on the statistical nature
of learning and a rigid architecture that is optimized using the backpropagation algorithm [2, 3, 6].

Even specialized approaches to few-shot learning, such as meta-learning
(MAML, Prototypical Networks) [12-14], are essentially complex methods of statistical
optimization. They do not eliminate the fundamental dependence on statistics and cannot truly
learn "from scratch” on a few examples, as they rely on models pre-trained on large data sets
or require a complex meta-learning step.

This paper considers an alternative approach based on abandoning backpropagation in favor
of biologically motivated structural generalizations. This paper presents a practical computational
implementation of such an approach.

We demonstrate how visual patterns (contour images) can be represented as attributed graphs
[15-17], where nodes (critical points, lines) and edges (spatial connections) encode the topological
and geometric properties of an object.

The learning process is implemented as single-pass few-shot learning without
backpropagation. It is based on the application of structural and parametric reduction operators,
which operate by monotonic structural simplification. Iterative application of these operators
on 5-6 unique samples causes the system to converge to a stable, generalized state with minimal
structural complexity — a generalized concept graph (or prototype graph).

Analysis of recent studies and publications

The development of structural graph models for learning from a few examples lies at the
intersection of several key research areas: few-shot learning [14], explainability methods (XAI)
[18, 19], graph representations (GED) [20, 21], and alternative architectures (OvA/OvO) [22].
A review of the literature in these areas reveals fundamental conceptual limitations that the
proposed approach aims to address [7, 23-25].

Few-shot/Meta-learning

The dominant deep learning models (CNN, MLP, Transformer) are fundamentally statistical
and demonstrate low efficiency when trained on critically small datasets, requiring thousands
of examples and many training epochs to achieve acceptable accuracy. To solve this problem, few-
shot and meta-learning methods have been proposed [2, 7, 14, 26].

Prototypical Networks learn to identify class prototypes based on distance metrics in
embedding space [13]. MAML (Model-Agnostic Meta-Learning) attempts to find the optimal
initial weight initialization for fast adaptation [12]. Although both methods significantly improve
accuracy on small samples, they do not eliminate the fundamental dependence on statistics
and backpropagation.

They require a complex and resource-intensive meta-learning phase on large
auxiliary datasets [14, 26].

Thus, this is a transfer of knowledge obtained statistically, rather than true one-pass
learning "from scratch™.
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Explainable AI (XAI) and Graph Representations

As models have grown in complexity, the problem of their interpretability has become more
acute. Deep learning models function as "black boxes". Popular XAl methods, such as LIME
and SHAP, are post-hoc techniques: they attempt to approximate the behavior of an already trained
model rather than explain its actual decision-making process [27, 28]. Studies have shown that
such explanations can be unreliable, contradictory, and vulnerable to adversarial attacks [18, 19,
29, 30].

An alternative is "explainability by design™, where the internal representation of the model
is semantically meaningful [16, 18, 19]. Graph structures are ideal candidates for this
because they allow semantics to be explicitly encoded in nodes and edges. Graph Edit
Distance (GED) [20, 21] is used to compare such structures. However, GED is
an NP-hard problem, which remains a challenge for practical application [31, 32].

Alternative architectures (OvA/Ov0) and the problem of feature generalization

To solve classification problems, alternative ANN architectures have long been considered:
"one-vs-all" (OvA) and "one-vs-one" (OvO) [22]. This is an approach where, instead of one large
network, specialized networks are used (for example, one for each class). This approach is
conceptually similar to the one we propose, where we build a single separate "neuron”
(concept graph) for each class.

However, in classical implementations of One-vs-All /One-vs-One architectures
(OvA/OvO), which rely on the backpropagation algorithm, there are noticeable limitations in
detecting examples that go beyond the boundaries of the training data. One-vs-One, OvA/OvO)
architectures, which rely on the backpropagation algorithm, there are noticeable limitations in
detecting examples that fall outside the training distribution (Out-of-Distribution
Detection, OOD) [33, 34]. Networks trained on limited examples do not form stable
class separation boundaries.

This is because traditional ANNs generalize only local recognition features
(e.g., individual textures or angles) and cannot generalize features at the level of the entire structure
[23, 24]. Their fully connected and combinatorial nature with stochastic initialization makes it
impossible to generalize global topological properties. Our approach
solves this problem because generalization occurs not through stochastic optimization of local
weights, but through deterministic structural reduction of the graph, which captures
global topological features.

Synthesis: Identified conceptual gaps

A review of the literature reveals three distinct but interrelated problems:

1. Dependence of few-shot learning methods on the backpropagation algorithm: Leading few-
shot methods (MAML, ProtoNets) are not true “zero-shot" learning, but rather knowledge transfer
methods that require intensive prior training using backpropagation.

2. Unreliability of XAl: Existing XAl methods (LIME, SHAP) remain mostly post-hoc,
unreliable, and vulnerable to attacks.

Feature locality in OvA: Classical architectures (including OvA/OvO) are unable to generalize
global/structural features, leading to OOD problems and unstable decision boundaries
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Research gaps, Purpose and Objectives

Research gaps

1. Reliability of explanations: Approaches with "by design™ explainability are needed, rather
than post-hoc approximations (LIME/SHAP).

2. Training on multiple examples without backpropagation: Leading methods (MAML,
ProtoNets) still rely on gradient updates. Alternatives are needed that work in low-data
modes without backprop.

3. Generalization of global features: Classical ANNSs (including OvA) capture local patterns
but are not capable of generalizing global topological structure, which is key
to shape recognition.

4. GED complexity: Graph edit distance (GED) is NP-hard, which limits its
practical application.

The purpose of the work is to develop and experimentally validate a structural
graph approach to few-shot classification of contour images without backpropagation,
in which the generalization of several class examples is performed through a sequence
of structural and parametric reductions, and decision-making has built-in explainability due to the
explicit graph structure.

Objectives

1. Representation. Define the representation of a contour image as an attributed graph
(node/edge types, geometric attributes, normalization, and invariance) taking into account
skeletonization/vectorization properties.

2. Reduction operators. Develop a set of structural (removal of unstable branches, merging of
intersections, normalization of paths) and parametric (min-max-center  ranges
for numerical features) operators that simplify the set of examples into a concept attractor.

3. Aggregation of examples. Build a procedure for forming a concept from 5-6 examples per
class in few-shot mode, fixing attribute tolerances and filtering random structures.

4. Classification. Design a concept matching scheme (GED with heuristics based
on bipartite matching/local searches) with strict time and quality constraints.

5. Experimental protocol. Conduct tests on a subset of MNIST/similar contour sets:
one epoch, 5-6 basic examples/class (+augmentations); evaluate accuracy, concept stability,
computation time.

6. Comparison with FSL databases. Compare with representative methods (Prototypical
Networks, MAML) as examples of metric and meta-learning approaches; provide
an indicative graph (caution regarding different protocols).

Explainability and risks. Explicitly record structural subgraphs/attributes that support
decisions; compare with post-hoc explanations and discuss limitations of applicability
(when structure "does not explain™).
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Materials and Methods

This section describes in detail the methodological pipeline used to convert two-dimensional
contour images into stable concept graphs and their subsequent classification. The methodology is
based on the principles of structural generalization and rejects gradient optimization.

Representation of contours as attributed graphs

To achieve transparency and move away from the "opaque™ weight matrices characteristic
of traditional neural networks, a representation is proposed where “structure is the carrier
of explanations”.

The input contour image, obtained after the binarization and skeletonization stages,
is transformed into an attributed graph.

The system encodes contours as bipartite graphs, whose structure strictly alternates between
Point type nodes and Line type nodes. This architectural differentiation is fundamental because it
allows the topological structure (critical points) to be clearly separated from the geometric
properties (the segments that connect them).

Point nodes: Represent the topological structure and critical points of the contour.
They are ontologically classified into four main types:

- EndPoint. Terminal nodes that mark the beginning or end of an open contour.

- CornerPoint. Nodes that mark sharp changes in direction (corners).

- IntersectionPoint. Nodes where three or more segments meet.

- StartPoint. A designated anchor node that defines the canonical starting point of the graph
traversal to ensure consistency of comparisons.

Line nodes: Represent geometric properties. Importantly, line segments are represented
as first-class nodes rather than edges. This allows them to be assigned rich semantic
and geometric attributes on par with Point nodes, which is critical for subsequent
parametric reduction operations.

Edges (Interconnections): Point and Line nodes are connected exclusively by bidirectional edges
of type CONNECTED _TO. This creates a strict traversal pattern Point — Line — Point — ...

Each node carries a set of attributes that encode measurable geometry and topology
parameters, including: normalized x, normalized y (coordinates normalized to the invariant range
[-1, 1]), length (segment length), angle (angle for CornerPoint), guadrant (discretized direction),
horizontal direction, and vertical direction.

Invariance through normalization

To ensure invariance of representation to scale and shift, which is a necessary condition for
the formation of stable attractors, all coordinates and related metrics (e.g., length) are normalized.
Point coordinates are transformed into a centered system with a range of [-1, 1] using the formula:

normalized . = (x — center, ) [ center,.
A similar formula is applied to y.
This process is the first step in parametric reduction (R, .), which converts absolute values

specific to a particular instance into relative, generalized parameters.
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The learning process as a structural reduction of a graph

The learning process (concept formation) in this work is fundamentally different from
traditional statistical optimization (e.g., gradient descent along the loss function). It is viewed as
a deterministic process of structural generalization that strives for a state of minimal structural
complexity. This most stable, generalized state of the system, representing the invariant essence
of the class (e.g., all variants of writing the Fgure "3"), is called a generalized concept graph.

The transition from a set of individual sample graphs (G,...,G,) to a single concept

graph C is a process of controlled simplification (reduction) of the structure. This process is
controlled by a set of special reduction operators (Custom Reduction Operations, CRO), which act
by reducing structural complexity or parametric variability, attempting to simplify the graph to
a stable prototype in a finite number of steps.

The general reduction process can be described as a composition of three classes
of operators:

R=R, (Rsp (Ru,c (Ginpl” )))'
where G

input
Ru <! R

sp !
A key aspect of our methodology is the direct comparison of these theoretical operators
with specific CRO algorithms implemented in the system, as detailed in Table 1.

— input graph;

R, —theoretical reduction operators.

Table 1. Structural and parametric reduction (CRO) operators

Theoretical Name and Purpose Practical Algorithm Details
Operator Implementati
on (CRO)
R,. Minimization of Parametric Numeric properties v,...,v,:

(Parametric parametric variability. Generalization | merge into a rang

Reduction) Transition from min:min(v, ), max : max (v; ), center :avg(v, ) ;
quantitative values to this generalizes variations
generalized qualitative (e.g., length, angle).
ranges.

Categorical properties s,,...,s,

merge into s; only if s, =s, forall i;
otherwise, the attribute is removed
(filtering of inconsistent parameters).
List properties L,,...,L, : merge due to
the intersection of sets L, n...n L, ; this
preserves only universal labels (e.g.,

Point).

R, Simplification Path Pruning | For two aligned critical points, the
(Structural- (reduction) of the algorithm finds all simple paths
Parametric structure based on the between them. It selects the ™best
Reduction) stability of its match™ of paths based on the similarity

parameters. of nodes and uses the shorter path as

a template. Nodes from the longer path
that do not have a match are removed.
This "eliminates length variations".
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Continuation of the table 1

Theoretical Name and Purpose Practical Algorithm Details
Operator Implementati
on (CRO)

R, Removal of topological Endpoint Endpoint removal: The algorithm
(Structural elements that are Removal and | calculates the similarity matrix of
Reduction) statistically insignificant | Intersection | endpoints between the concept C; and

(noise). Point Merging | the sample G,,,. Endpoints with low

similarity (below the threshold) or
"extra" points are removed along with
the entire path to the nearest critical
point.

Intersection merging: Consolidates
IntersectionPoint nodes representing
the same structural feature. Applies
semantic reduction

(e.q9., IntersectionPoint with a degree < 2
becomes CornerPoint or EndPoint).

Iterative algorithm for attractor formation

The learning process is one-pass and does not require backpropagation of error.
It iteratively builds an attractor based on a very small sample consisting of 5-6 unique
training samples per class.

The concept is initialized with the first sample graph: C, = G;. This sample acts as an initial
hypothesis about the class structure. Each subsequent sample G,,, is integrated into the current
concept C, using a reduction operation C,,, = CRO(C,,G,,, ).

Each operation CRO is a five-step process that applies the reduction operators from Table 1:

1. Alignment of starting points: Establishing a common origin for graph traversal C,

and G,,; by clustering and selecting StartPoint.

2. Preprocessing of critical points: Applying structural operators R, (Endpoint removal,

Intersection merging) to achieve basic structural compatibility.

3. Traversal synchronization: Generating synchronized paths between corresponding critical
points in both graphs.

4. Common structure identification: Applying a structural-parametric operator R
(Path pruning) to normalize paths and eliminate length variations between critical points.

5. Parametric merging: Application of a parametric operator R (Parametric

Generalization) to merge node attributes that remain after structural reduction.

This iterative process is path-dependent; the order in which samples are submitted affects the
final concept graph. This mimics a process where the initial hypothesis (G, ) is iteratively refined
under the influence of new data ( G,,, ), which acts as a reduction force, eliminating sample-specific
variations (noise) and leaving only the generalized core.
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Classification through approximate graph matching (GED)
The classification (inference) process consists of comparing the graph G,

test

obtained from
an unknown input image with each concept graph C, from the trained library, minimizing the

graph edit distance (GED) to the input graph G,

est °

Class(G,, ) =arg min GED(G

test test’Ck)'
GED is defined as the minimum cost of a sequence of operations (insertion, deletion,

replacement of nodes/edges) required to transform G, into C,.

test
In order for the GED metric to correctly take into account the generalized nature
of concepts, we use our own cost functions.
Node Substitution Cost: The cost of substitution a node ve G, with a node ueC, is

calculated based on range-based cost functions.
e For numerical attributes (e.g., length, angle): If the attributev value (e.g., v, =5.5) falls

within the trained attribute « range (e.9., w;,,e = {min:4,max:7,...} ), the substitution cost for this

attribute is 0. If the value is outside the range, the cost is proportional to the distance to the nearest
range boundary.

e For categorical attributes: The cost is 0 in case of exact match or infinite (high) in case
of mismatch.

e Label compatibility: The replacement cost is infinite if the base node types are
incompatible (e.g., Line to Point).

Edge editing cost: Reduced cost to prioritize topological differences (presence/absence
of nodes) over connectivity differences. Calculating the exact GED is an NP-hard problem.
To ensure practical applicability, an approximation is used via a hard 60-second timeout for each
individual comparison GED(G,,,.C;)-

This timeout acts as a heuristic approximation that interrupts the search for the optimal editing
path if it takes too long and returns the best distance found at that moment.

Classification and winner selection mechanism

The proposed architecture implements an approach that is conceptually similar
to One-vs-All, where each class & is represented by a separate "neuron” that is a generalized

concept graph C,. The classification (inference) process consists of comparing the contour

in the form of a graph G, with each concept graph C, from the trained library.

Unlike stochastic networks, where the "excitation” of a neuron is a numerical output
(e.g., softmax), in our system, the "excitation" of a & -th neuron is the process of calculating
the editorial distance GED (G

test !

C, ) . To select the final classification result, we apply the Winner-
Takes-All concept.
The winner is the class (concept) C, with the smallest editorial distance from
the input graph (G, ).
Class(G

test

)=arg mi n{GED(G,,,C,).....GED(G,,,,C,)}.
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If the distance is the same for several classes, the conflict resolution rule is applied.
The class that is structurally more complex is selected.
Complexity is calculated as the sum of the nodes and edges of the graph (Fig. 1).

——CID(G e C | Concept-gragh C |

Reaulf: class &
/g oo
GED

Contour image Afributed praph G st (—GED(G e, C 1 Winer-Takes all

Several claszes wih

the same GED Cofit: . ul

distances

eeGED(G st C ) Concept-araph C N

Fig. 1. Classification scheme using GED and WTA

Results and discussion

This section presents empirical validation of the proposed graph-based approach
to concept formation.

The goal is not to optimize absolute accuracy, but to demonstrate that
stable, explainable concept attractors can be formed from extremely limited data
(few-shot learning) and that their performance and error patterns directly follow from their
topological and parametric structure.

Experiments are conducted on a subset of MNIST-6 (classes "1", "2", "3", "6", "7", "9"),
using 5-6 unique training samples per subclass.

Classification performance on MNIST-6 in Few-Shot mode

The system was trained on 8 concepts covering 6 classes (some classes, such as "1" and "2",
had two concepts to represent different writing styles).
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Training consisted of iterative structural reduction of 5-6 base samples
(with 10 augmentation variants per sample, for a total of about 350 examples) for each concept.

Evaluation was performed on a test sample of 5.467 images that were not used
in the formation of concepts.

Overall performance metrics are presented in Table 2.

Table 2. Overall classification performance (5,467 test images)

Metrics Value (%)
Accuracy 82.35
Precision 83.28

Recall 82.35

F1 Score 82.16

These results are conceptually significant. The accuracy of 82.35 % demonstrates that
the approach based on the formation of canonical structural attractors without gradient
optimization is viable and provides meaningful classification.

The processing pipeline showed high reliability, with a success rate of 100 %, except
for 10 images (0.18 %) that could not be processed due to skeletonization errors that resulted in
disconnected graphs.

Analysis of class-wise performance and topological distinctiveness

An in-depth analysis of metrics for each class (Table 3) reveals a direct dependence
of performance on the structural uniqueness of digits.

Table 3. Class-based classification metrics

Digit Precision (%) | Recall (%) | F1 (%) | Quantity
1 81.46 96.49 88.34 997
2 84.17 60.02 70.07 948
3 78.21 87.28 82.50 983
6 94.23 78.09 85.40 753
7 74.38 82.12 78.06 990
9 91.55 89.57 90.55 786

Key observations:

1. High Precision for "6" (94.23 %) and "9" (91.55 %): These classes have the most unique
topological signatures — closed cycles represented by IntersectionPoint nodes. Their attractors are
very specific, which minimizes false positives.

2. Low Recall for "2" (60.02%): This indicator shows that a significant portion
(almost 40 %) of true "2" digits were not recognized. This indicates a high morphological
variability in the writing of "2", which the formed concepts ("2_1" and "2_2") were unable
to fully cover. Their parametric ranges, studied from only 5-6 samples, proved to be too rigid.

3. Low Precision for "7" (74.38 %): This class was most often confused with others, indicating
its structural ambiguity, especially with regard to the digit "1".
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Confusion Matrix Analysis

The confusion matrix (Figure 2) provides a deep understanding of how the model
makes decisions by visualizing systematic errors that are a direct result of structural
and topological similarities.

Confusion Matrix

1 962 0 3 0 29 0 3
800
3 21 164 10 2
3] 17 73 3 2
600
o
= 29 2 48 8
% 6
Z
=
- 400
7 118 23 32 0 4 0
9] 34 5 25 4 12 2 | 555
not classified - 0 0 0 0 0 0 0
T —0
Y % . o A 9 S

Predicted label

Fig. 2. Matrix of mismatches for the 6-class digit MNIST classification
(The primary mismatch occurs between digits 7 and 1 (angular open contours), and the secondary
mismatch occurs between digits 2 and 3 (curved open contours). Digits with closed contours (6, 9)
show strong discrimination.)

Primary mismatch: 152 samples of digits "2" were classified as "3". 28 samples of "3" were
classified as "2". Secondary discrepancy: 118 samples of digits "7" were classified as "1". Classes
"6" and "9" show minimal discrepancy between themselves and other open contours
(for example, only 48 samples of "6" were misclassified as "9").

Unlike "black boxes", where the causes of errors are hidden in millions of weights,
the errors in this model are fully interpretable. Analysis shows that errors are concentrated along
structurally similar pairs:

1. 2" vs "'3": Both digits have similar "curved morphology”. They are open contours
that start on one side, have several bends (represented by CornerPoint nodes), and end
on the other side.

2.7 vs ""1": Both digits are "angular open contours". They are both simple paths consisting
of a StartPoint, CornerPoint, and EndPoint. The mismatch occurs when the writing of "7" is less
curved, or "1" has a more pronounced angle at the beginning.
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The fact that the model confuses "7" with "1" (structurally similar) but does not confuse "7"
with "6" (structurally different — open contour vs. closed) is strong evidence that the graph
matching mechanism works correctly and makes decisions based on topology, as designed.

Stability of concept attractors and structural explainability (XAI)

This section analyzes the final result of the learning process — stable concept attractors, which
are the carriers of explanations in the system.

The process of structural reduction transforms multiple training graphs into single
canonical structures. Their metrics (Table 4) quantitatively determine the “ideal” form
of each digit.

Table 4. Structural metrics of concept attractors

Concept | Nods Edgrs | Av. Degree Critical points
(EP, CP, IP, SP)
11 3 2 1.33 1EP,1SP
13 3 2 1.33 1EP,1SP
21 7 6 1.71 1EP,2CP,1SP
2.2 12 12 2.00 1EP,3CP,11IP,1SP
31 7 6 1.71 1EP,2CP,1SP
6.1 10 10 2.00 3CP,11P,1SP
71 5 4 1.60 1EP,1CP,1SP
92 8 8 2.00 2CP,11P,1SP

EP = EndPoint; CP = CornerPoint; IP = IntersectionPoint; SP = StartPoint

Analysis of Table | demonstrates a direct correlation between digit topology and the
complexity of its attractor.

Simple linear structures ("1"): Concepts "1 1" and "1 3" are minimal, consisting
of only 3 nodes (StartPoint, Line, EndPoint). This perfectly reflects their topology as
a simple, unbranched path.

Closed contours (6", "9"): These concepts have a higher average degree (2.00), indicating
the presence of cycles. Importantly, they do not contain an EndPoint (EP = 0), but they do contain
an IntersectionPoint (IP = 1) where the cycle closes.

Open curved contours (2", "3", "7"). These concepts have intermediate complexity
(5-12 nodes). They all contain exactly one EndPoint (EP = 1), which topologically marks
them as open contours. The number of CornerPoints (CP) encodes the number of bends
(e.g.,"7_1"has 1 CP, "2_1" has 2 CP).

This table is essentially a dictionary for XAl. The explanation for the "9" classification is that
the input image graph successfully matched the "9_2" concept, which is canonically defined as an
8-node structure with 1 IntersectionPoint (cycle) and 0 EndPoints (no free ends).

Case Study: Iterative Stabilization of the Attractor (Digit "3")

The process of concept formation (Figures 3, a—d) is an empirical demonstration
of theoretical reduction operators.
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Concept Formation Step 1: Initial concept (Image 24al2fd4-r66b-4950-a32¢-3318162f4bd9)

Concept BEFORE (Step 1)

Image 24a12fdd-f660-4950-a32c-338162F4bd

Concept AFTER (Step 1)

Concept Formation Step 2: Procassing image 2/88: 2149041f-04f0-410p-86a7-0939154beb55 (Image 2149d41f-04f0-4100-86a7-0939154beD55)

Cancept BEFORE (Step 2]

Image 2129d411.040-4100.B6a7.0939158eb55

Cancept AFTER (Step 2}

Concept Formation Step 3: Processing Image 3/88: 298a500a-3b2c-4a3a-afch-0ff393f4d9d9 (Image 298a500a-3b2c-4a3a-afch-0ff393f4d9d9)

Concept BEFORE (Step 3}

Concept Step 5:

Image 2982500a Ib3c da3s alch OM1393(4d8ds

[ —

-2900-4b2

Concept BEFORE (tep 5)

Fig. 3. Concept formation process

image 5/88:
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Cencept AFTER (Step 3)

- "
-
-
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L . g

721b709cb9 (Image 3a6b10fd-2900-4b23-a5dc-e072fb709cbg)

Concept AFTER (Step 3)
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Step 1 (¢, = G,): The first pattern (G1) establishes the initial concept ¢, . It is overly specific

and contains all the structural details and noise of the initial pattern (Fig. 3, a).
Step 2 (¢, =CRO(C,,G,)): Integration of the second sample (G2) reveals a discrepancy —

a "redundant endpoint branch”. The structural reduction operator (Endpoint removal) is applied,
which removes this noise specific to G1. This is a practical implementation of the operator Rr, that

finds a common substructure (Fig. 3, b).
Steps 3and 4 (C,,C;): Further iterations continue this process, removing the "redundant corner

point™ (Fig. 3, ¢) and another "noise substructure” (Fig. 3, d).
The final concept ¢, (Fig. 3, d) is a stable attractor representing the most general topological

structure (“curved S-shape™) common to all training samples. This process is a form of learning
without backpropagation of error, where it is not the weight vector that is optimized,
but the representation structure itself.

Example of parametric generalization (Digit "'3")

Structural reduction determines which nodes remain, while parametric generalization
determines how their attributes are generalized to encode variability. Using the example
of the concept "3_1" (formed from 3 samples):

Numeric Properties: Attributes such as coordinates are not averaged but converted to ranges
({min, max, center}). This creates flexible decision boundaries.

o normalized . [-0.7, 0.2] (center —0.33)

® normalized,, ! [0.3, 0.9] (center 0.63)

Count Properties: Topological variations are also encoded as ranges.

e endpoint_counts: {min: 2, max: 4, center: 2.67}

e intersection_point_counts: {min: 0, max: 2, center: 0.67}

Categorical Properties: Only stored if there is a 100% match.

e contour_type: “OPEN” (all samples were open).

e horizontal_direction: Removed (values were contradictory, e.g., "Left", "Right").

This process is a powerful XAl tool. The range endpoint_counts: {min: 2, max: 4} is a
transparent, interpretable boundary. It shows that the model learned from training samples
(which had, for example, 2, 4, and 2 endpoints) to expect that valid instances of "3" can have
between 2 and 4 endpoints, with an ideal value (center) of 2.67.

This provides recognition flexibility while maintaining verified structural constraints.

Comparative Analysis in the Context of Few-Shot Learning

To evaluate the effectiveness of the proposed approach (referred to as ComAN
in the experimental materials), its results are compared with other machine learning models under
severely limited data (few-shot) conditions. The data for comparison is taken
from experimental reports.

Since the request requires a visual comparison, the following table (Table 5) serves as the data
source for a conceptual graph (bar chart) comparing accuracy.
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Table 5. Comparison table

Model Unique Epoch_s of Source Accuracy
samples learning (%)
ComAN Up to 36 .
(Our model) (5-6/class) ! This work 8244
Nielsen
RMNIST/5 50 (5/class) 10-50 Nielsen (2017) 84.38
(CNN)
Prototypical i . i
Networks 50-100 Purpose-learning Snell et al. (2017) 80-90
MAML 50-100 Purpose-learning Finn et al. (2017) 80-95
CNN (Standard) 500-1000 10-50 Krizhevsky et al. (2012) 74-78
SVM (RBF) 500-600 1 LeCun et al. (1998) 69-75
MLP (Standard) 400-600 10-50 Goodfellow et al. (2016) 53-61

Analysis of this comparison reveals three key conclusions:

1. Competitive accuracy: The accuracy of the ComAN model (82.44 %) is highly competitive.
It significantly  outperforms standard approaches such as MLP (53-61 %)
and SVM (69-75 %), which demonstrate low performance or collapse on such small datasets.

2. Fundamental difference from Meta-Learning: At first glance, MAML (up to 95 %)
and Prototypical Networks (up to 90 %) outperform ComAN. However, these models
are not "few-shot" in the same sense.

They are meta-learners. They require extensive “pre-training on task distribution”
or ""on base classes" using backpropagation to "learn to learn”. The ComAN model does not require
any pre-training. It builds its concepts (attractors) from scratch, de novo, in a single pass (single-
epoch training).

This is a radically different learning paradigm based on structural reduction rather than
statistical optimization.

3. Comparison with a direct competitor (Nielsen CNN): The most relevant comparison is with
Nielsen RMNIST/5, where CNN was trained on the same number of samples (5 per class). CNN
Nielsen (84.38 %) shows a slight advantage in accuracy (~2 %) over ComAN (82.44 %).
However, this advantage comes at the cost of complete loss of interpretability and significantly
higher training costs: Nielsen requires 10-50 epochs, backpropagation, dropout,
and hyperparameter tuning.

Our model achieves ~98 % (82.44/84.38) of SOTA accuracy using only 1 epoch,
0 backpropagation, and providing 100 % transparency.

This comparison empirically confirms the central thesis of the study: the system maintains
competitive performance in few-shot mode while providing full structural interpretability.
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Conclusions and prospects

Recent advances in artificial intelligence (Al), particularly in deep learning and artificial
neural networks (ANNSs), have led to significant progress. However, the widespread application of
these technologies has revealed fundamental limitations that call into question the viability
of the current approach.

Current ANN paradigms face a number of conceptual crises. They require enormous amounts
of data for training, as well as significant time, computational, and energy resources.
In addition to their high cost, these models, especially generative ones, exhibit
significant reliability issues, generating errors and “hallucinations” that significantly
undermine confidence in their results.

This directly leads to the phenomenon of "data inbreeding”, also known as "Model Autophagic
Disorder” (MAD). When models trained to favor statistical probability begin to learn from
synthetic data generated by themselves, they enter a recursive cycle.

This process inevitably leads to rapid "information degradation and model collapse” as the
entropy of the system continuously decreases, reinforcing averaging and eliminating any novelty.

Conclusions and prospects for further research

This study presents a comprehensive approach to Al that moves away from purely statistical
methods in favor of biologically grounded principles of structural generalization.

The paper successfully presents and experimentally validates a unified theoretical and
practical framework. This framework combines the principles of structural generalization with
a practical, transparent, and highly efficient XAl system based on generalized graph
concepts (prototypes).

The main contribution is to demonstrate that abandoning statistical optimization
(backpropagation algorithm) in favor of deterministic graph reduction allows:

1. Achieving competitive classification accuracy (82.35 %).

2. Work in training mode on small samples (5-6 samples per class).

3. Perform training in a single pass without backpropagation.

4. Ensure complete internal explainability and transparency of decision-making.

Despite the successful validation of the concept, the current implementation has clear
bottlenecks that outline directions for future research.

Computational limitation. The classification (inference) process relies on graph matching,
which in general uses graph edit distance (GED), which is an NP-complete problem.
This creates a significant computational load at the inference stage, resulting in an average
processing time of ~ 3.5 seconds per image and the need for timeouts (e.g., 60 seconds).

In fact, a compromise was made: the computational complexity of training (backpropagation)
was replaced by the combinatorial complexity of inference (GED).

Sensory limitation (preprocessing). The model is "fragile™ and depends on the quality of the
input "sensory" data:
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1. Errors in preprocessing lead to a complete failure in processing, since the model cannot
construct a correct graph.

2. Invariance is limited by the range used in augmentation (). More significant rotations
destroy the structural alignment because they change the attributes (e.g., quadrants)
of line nodes.

Representation limitation. The model is "blind" to any information not related to shape.
The current approach "discards texture and gradient information”, limiting its application
exclusively to shape and contour recognition tasks.

The identified limitations directly point to prospects for further research:

1. Short-term prospects include solving immediate engineering problems: researching fast
GED approximation algorithms to speed up inference; developing more robust skeletonization
methods; and extending the graph representation to include texture and gradient attributes,
transforming the model into a multimodal one (in terms of physical parameters).

2. The long-term vision addresses the most fundamental limitation of the current research:
"the lack of modeling of evolutionary biological inter-neuronal connections”. The current ComAN
model successfully implements the concept of a "grandmother cell" — one static concept (neuron)
is responsible for one class.

The next fundamental step is to move from modeling individual neurons to modeling dynamic
networks of these neurons. This will require the development of mechanisms by which these graph
concepts can dynamically interact, compete (e.g., through "Winner Take All" mechanisms), and
form more complex, hierarchical "models of the world".

This is the path to creating Al systems that not only mimic biological efficiency but also
approach true biological plausibility.
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HABYAHHS 3A KIJIbKOMA IPUKJAJAMM (FEW-SHOT) TPA®OBOI
MOJIEJII HEUPOHHOI MEPEXI BE3 BUKOPUCTAHHSA
3BOPOTHOI'O IOIIUPEHHA IIOMUNJIKH

IIpenmMeToM po6oTH € CTPyKTypHO-TpadoBHi MiaXia A0 Kiacudikamii KOHTYPHHX 300pakeHb Y pPEXHMI
few-shot 6e3 BUKOPUCTaHHs 3BOPOTHOI'O TOIIUPEHHS NOXHOKH. OCHOBHA iIesi — 3pOOHUTH CTPYKTYpy HOCIEM
MOSICHEHB: 300pa)kKeHHSI KOIYEThCSA y BUIIIAMI aTpUOYTHUBHOrO rpada (KpUTHUYHI TOYKHA W JiHII SK By3JIH 3
TCOMETPUYHUMHU aTpuOyTaMHu), a y3arajlbHCHHS BHUKOHYEThCS depe3 (OPMYBaHHS KOHIICTIT-aTPAKTOPIB.
MeTa 10C/TiAKeHHS — CTIPOEKTYBATH Ta EKCIIEPUMEHTAIBHO MiATBEPIUTH apXITEKTYPY, Y AKii KOHIIENTH KJIaciB
YTBOPIOIOTHCS 3 KIIBKOX MpUKIaAiB (5—6 Ha Kiac) cnocoOOM CTPYKTYPHHX 1 MapaMeTpUYHHX PEeAyKUiH,
3a0e3Meuyourd Npo30PiCTh PillleHb 1 BIIMOBY BiJ 3BOPOTHOTO MOLIMPEHHS MOMUJIKH. 3aBAaHHA POOOTH:
1) BU3HAYMTH CIIOBHHUK BY3JiB / pebep i Habip aTpuOyTIB JUIS KOHTYpHUX rpadis; 2) 3a1aTH HOpMAITi3allito Ta
IHBapiaHTHOCTI; 3) pO3pOOUTH CTPYKTYPHI Ta MapaMeTpHUHI peayKIiiiHI onepaTopH SK MOHOTOHHE CIPOIICHHS
CTPYKTYpH; 4) OITUCATH NPOIICYPy arperailii NpUKIamiB y CTablIbHI KOHIIENTH; 5) MO0y yBaTH Kiacu(piKailito
yepes BificTaHb penaryBanHs rpada (Graph Edit Distance) 3 NpakKTHYHUMH allpOKCUMAITISIMK; 6) ITOPIBHATH 3
PETpe3CHTAaTUBHIMH MiJX0JaMH HAaBYAaHHS 33 KiNbKOMa IpHKIaZaMH. 3acTocoBaHi MeToam. BexTopumzaris
KOHTYpY — ABOYAcTKOBUil rpad (Point/Line sk By3nn); aTpuOyTH: KOOpAUHATH (HOPMOBaHI), HTOBXKHUHA, KYT,
HaIpsiM, TOIIOJIOT14uHi cTeneHi. Pexykuii: ycyHeHHs HecTaOlnbHUX MiACTPYKTYP a00 IIyMiB, y3T0KEHHS IUISX1B
MIX KPUTUYHUMHU TOUYKaMU. KOHIIENTH yTBOPIOIOTHCS 1TEPaTUBHOIO KOMITO3UIIIEIO 3pa3KiB; Kiacudikaiis — 3a
Halikpamorw BiamoBiaHicTio Tpada konmenty (GED 3 ampokcuMariismu). Pe3yabTaTém aocCaiIzKeHHS.
Ha migmuoxuri MNIST i3 5-6 6a3oBuMu mpukiazaMd Ha Kiac (OJHA €r0Xa) OTPUMAHO Y3rOJDKYBaHY
ToyHicTh mpuOMM3HO 82 % 3a TOBHOI TPAcOBAHOCTI pIIMICHb: MOMWJIKH IIOSICHIOIOTHCS KOHKPETHHMHU
CTPYKTypHUMHU mofiOHOCTsMH. [lomano ingukaTtuBHe nopiBHAHHS 3 SVM/MLP/CNN, a TakoX METpUYHOIO
(ProtoNet) 1 meranaB4yanpHOO (MAML) niHisiME y BUTIIAAL orysiioBoro rpadika. BucHoBku. CTpyKTypHO-
rpadoBa cxeMa 3 KOHIEITaMH 3a0e3ledye HaBYaHHs 3a KUTbKOMa MPHUKIATaMu 0e3 3BOPOTHOIO MOIIMPEHHS
NOMWIKY ¥ Hagae BOYJOBaHI MOSCHEHHS 4yepe3 BHY rpadoBy cTpykTypy. OOMEKEHHs CTOCYIOThCS BapTOCTi
GED Ta sxocTi ckenerusanii. [TepcriekTHBU JOCTIIKSHHS — ONITUMI3allis arOpUTMIB Kiacu(ikaiii, podora 3i
CTAaTHYHUMH CIIEHAMH U acoIliaTUBHE PO3ITi3HABAHHS.

KniouoBi cioBa: 3po3yMinuii IITY4YHUI IHTENEKT; few-shot MallMHHE HaBYAHHS; 3BOPOTHE MOIIMPECHHS
MOMIJIKH; PEAyKIis rpadis.
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ANALYSIS OF INFORMATION TECHNOLOGIES FOR
COMMUNICATION MANAGEMENT IN A PRINTING COMPANY

The subject of the article is the management of communications in a printing company in the context of digital
transformation of production and growing competitive pressure in the printing services market. The purpose
of the work is to study communications management based on the integration of modern information technologies,
to develop an appropriate functional and information structure that minimizes the risk of information loss, speeds up
decision-making, ensures a clear division of responsibilities, and increases the level of satisfaction of both internal
users and external customers. Tasks: to identify the characteristics of internal and external communications
of a printing company; to analyze the structure of information flows; to assess the impact of IT tools on the speed and
accuracy of data transmission; to justify the feasibility of implementing CRM and ERP systems to optimize business
processes. Research methods: system and process analysis, structural and functional modeling
of communications, comparative analysis of digital tools, and analytical interpretation of empirical data on the
effectiveness of information interaction. Results achieved. It has been established that the traditional model
of communication in printing production is determined by the fragmentation of information flows, delays in the
transmission of technical data, and a high probability of errors during order approval. The integration of CRM and
ERP systems, electronic document management, and cloud-based corporate services reduces order fulfillment time,
decreases the number of errors in technical documentation, and increases the transparency of management decisions
and the level of customer and staff satisfaction. Conclusions. The digitization of communications is shaping
a modern model of printing company management that combines automated interaction between departments with
continuous control and monitoring of production processes. The implementation of CRM and ERP solutions,
analytical platforms, and electronic coordination systems is a strategic direction for the development of the
printing industry, as it contributes to increasing the competitiveness and adaptability of businesses to
the requirements of the digital economy.

Keywords: printing; communication; information; management; technology; ERP; CRM; digitalization;
integration; efficiency.

1. Introduction

In today's information-rich and highly competitive environment, printing companies are
increasingly faced with the need to implement new forms of organization of production and
management processes that would ensure not only stable functioning, but also flexible response to
dynamic market changes, personalization of orders, the need for high-speed data processing, and
integrated communication. In this context, communications management is one of the main tools
for ensuring coordination between departments, prompt execution of tasks, minimization
of delays and errors, and building long-term partnerships with customers and contractors. Printing
production has a complex structure that includes several key stages: order receipt and processing,
layout creation, technical task approval, material preparation, printing, post-press processing,
quality control, and logistics. Each of these stages requires constant communication between
technical specialists, managers, equipment operators, the supply department, management, and
external customers.

© Slutskin M., Vovk O., 2025
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At the same time, it is particularly important to have complete and up-to-date information
support at every stage of the production process. Information gaps, delays, duplicate messages,
and inconsistencies in file versions and technical documentation lead to wasted time and resources,
reduced quality of the final product, and an increased risk of missing deadlines.

Against the backdrop of these challenges, the formalization and optimization
of communication processes using systematic analysis methods and information technology is
becoming increasingly important. Traditional approaches to communication management, which
are based primarily on phone calls, face-to-face meetings, local file storage, or the use of non-
specialized messengers, are giving way to digital platforms that provide end-to-end management
of communication flows, document version control, task automation, and integration with
accounting and information storage systems.

In this context, ERP (Enterprise Resource Planning) systems, which integrate all functional
units of an enterprise into a single environment, as well as CRM (Customer Relationship
Management) solutions, which enable structured work with customers by tracking order history,
requests, feedback, and personal preferences, are of particular importance.

Electronic document management systems make it possible to automate the approval of
technical tasks, estimates, and layouts, as well as to ensure that the chronology of changes is
preserved. Equally important are tools for internal communication: cloud services, digital
workspaces, and corporate messengers, which allow you to create centralized channels for
information exchange and reduce dependence on informal communication.

Thus, the problem lies in the fact that modern printing companies need to rethink their
approaches to organizing communications as a systematic process that covers the entire product
life cycle — from the first contact with the customer to the final delivery of the finished product.

An additional important aspect is the study of information flow security issues, including
access to confidential information, control over changes in documents, and auditing
of communication activities. It is expected that the results of solving the set tasks will not only
contribute to the improvement of the internal organization of the enterprise, but also provide
the opportunity to scale management decisions, integrate with external partners, and increase
overall competitiveness in the printing services market.

2. Analysis of literary sources and definition of the research problem

In scientific literature, communication management is considered an important component of
the effective functioning of any enterprise, particularly in the context of the digital transformation
of production. In general management theory, communication is treated as
a basic function that ensures the transmission, exchange, processing, and interpretation of
information between different departments and levels of management [1].

Renowned Ukrainian researcher Ivanilov (2019) emphasizes the critical role of management
communications in innovative structures, where the speed and accuracy of data exchange
determines the competitiveness of an organization [2].
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In the printing industry, which has a complex production structure with a large number
of technological stages and closed cycles, the issue of effective communication is of particular
importance. According to Golovko (2020), modern printing companies operate in
an environment of highly dynamic demand, shorter order fulfillment times, and growing
requirements for product personalization, which necessitates the implementation of integrated
information systems [3].

In particular, Print MIS and ERP solutions allow for the standardization of data exchange
between departments, the minimization of human error, and the formation
of transparent analytics for management decisions [4].

Research on digital communication management technologies conducted by Ukrainian
scientists (Ponomarenko, 2020; Balabanov, 2021) indicates a significant increase
in the efficiency of organizations when implementing CRM, ECM, and BPM systems.
The authors emphasize that the implementation of such solutions allows for the automation
of internal and external information flows, ensures the preservation of knowledge
in the corporate database, and increases the adaptability of the enterprise to changes in the external
environment.

At the same time, business process modeling using BPMN, IDEFOQ,
or SADT methods, which allow visualizing the logic of communication channels (Curtis,
Kellner & Over, 1992; White, 2004), becomes particularly relevant.

In the context of printing, communication management issues are also considered
in the works of Kopievsky (2021), which analyze the problems of interaction between
the production workshop, the design department, and customer service [5].

It is noted that major disruptions in the production process are often associated with
inconsistencies in technical requirements, late detection of errors in layouts, or changes in order
specifications, which requires a comprehensive approach to communication management. In this
context, it is particularly important to create a unified information environment in which all
participants in the process can have immediate access to up-to-date information.

Classic communication theories, pioneered by Shannon and Weaver (1949) and further
developed in the business context (Kotler & Keller, 2016), also remain relevant.
Their approaches to interpreting information noise, communication channels, and feedback form
the basis for modern models of interaction between entities within an enterprise. In practical terms,
this is reflected in the creation of digital customer accounts, internal employee portals,
and automated notifications in the chain from order receipt to delivery of finished products.

We note the research of Ukrainian authors who consider the implementation of electronic
document management systems, corporate databases, and artificial intelligence technologies in
enterprise management (Kovalenko, 2022; Nazarenko, 2021).

These works emphasize that information technology not only simplifies communication but
also acts as a key factor in the transformation of the management model — from hierarchical to
networked, where the speed and accuracy of relevant information transfer play a major role.
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3. Purpose and objectives of the study

To study the process of communications management based on the integration of modern
information technologies, to develop an appropriate functional and information structure that
minimizes the risk of information loss, speeds up the decision-making process, ensures a clear
division of responsibilities, and increases the level of satisfaction of both internal users and
external customers.

To achieve this goal, the following tasks must be solved:

— analyze the essence and structure of the communication process at a printing company,
investigate existing problems of internal and external communication management in the
printing industry;

— determine the role of information technologies in ensuring effective interaction between
the production, marketing, sales, and customer service departments, consider modern
software solutions (CRM, ERP) used to automate communication processes;

— assess the impact of digital technologies on the speed of information exchange, reduction
of errors, and improvement of management decisions;

— develop recommendations for the implementation of information technologies
in the communication management system of a printing company;

— analyze the effectiveness of using IT solutions to increase the competitiveness
of the printing business.

Solving these tasks involves analyzing existing approaches to the classification
of communication processes in the manufacturing sector, identifying key bottlenecks and barriers
to effective communication, researching modern methods of building information models
(in particular, based on BPMN, IDEFO, or DFD), as well as analyzing the functional capabilities
of the most common ERP, CRM, and document-oriented platforms in the context of the needs
of a printing company. The main focus is on identifying the potential of digital information systems
(in particular, ERP and CRM solutions, electronic document management, and platforms for team
collaboration) that can improve the quality of information exchange between structural units,
increase the speed of decision-making, reduce information loss, and ensure effective feedback
communication with customers.

4. Research materials and methods

Managing communication processes at a printing company is one of the most difficult
management tasks, as this area is characterized by a high level of technological interdependence
between production links, multi-stage document flow, and the need for prompt coordination
of actions between departments.

Effective communication in this context is a critical factor in ensuring a smooth production
process, meeting order deadlines, and satisfying customers. At the same time, there are a number
of bottlenecks and barriers in the activities of printing companies that complicate the exchange of
information and lead to reduced efficiency.
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One of the key problem areas is the disconnect between the company's departments: sales,
design, production, and accounting. The lack of a unified communication system leads to
duplication of tasks, loss of important information, and delays in the transfer of print orders.
The communication scheme at a printing company before the implementation of the CRM system
is clearly demonstrated in the diagram (Figure 1).

Sales managers often record orders in their own spreadsheets or informal notes, which
complicates further monitoring of order fulfillment. This creates the risk of discrepancies between
customer expectations and actual production capabilities. Printing companies, especially small and
medium-sized ones, often operate on outdated software or without integrated information systems
at all. As a result, customer data, technical specifications, and financial information are stored in
different departments in a fragmented manner. This situation complicates centralized control and
analysis and creates difficulties in accessing up-to-date information. In addition, the lack of
document flow automation results in significant time expenditures for agreeing on technical
specifications, approving layouts, and signing contracts.
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Fig. 1. Flow control diagram at a printing company prior to the introduction of modern
information technologies

Communication barriers are largely due to insufficient training and motivation of personnel.
Production shop floor employees often do not have complete information about customer
requirements because managers do not always convey details in an accessible form. Designers,
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in turn, may misinterpret technical specifications, leading to the need for numerous revisions.
Employees often resist the use of new digital communication tools due to their unwillingness
to change established work practices.

An important problem is the redundancy or, conversely, the insufficiency of information.
Sales managers sometimes give customers overly optimistic production deadlines without
coordinating them with production. At the same time, during the order fulfillment stage, shop floor
employees may not have up-to-date information about design adjustments or material
specifications. Such information gaps lead to discrepancies between the final result and
the initial order and create the risk of conflicts with customers.

Effective communication can be blocked by differences in professional culture between
departments. For example, production staff focus on technical parameters and deadlines, while the
sales department focuses on customer needs and financial results. This leads to conflicts
of interest and misunderstandings between departments. Psychological factors, such as low levels
of trust between employees, lack of teamwork, or an authoritarian management style, also
reinforce barriers to information sharing.

The combination of these bottlenecks creates systemic problems: delays in order fulfillment,
increased production costs, reduced quality of the final product, and, as a result, loss
of customers. Equally important is the deterioration of the internal climate at the enterprise, which
reduces staff motivation and can lead to personnel losses.

Thus, the key barriers to effective communication in a printing company cover organizational,
technological, informational, human, and cultural-psychological aspects. Overcoming them
requires a systematic approach, the implementation of integrated information systems, the
standardization of data exchange, the development of corporate culture, and staff training.
Removing these barriers creates the conditions for increased productivity, higher customer
satisfaction, and a stronger competitive position for the company [6].

ERP (Enterprise Resource Planning) systems are actively used in the printing industry
to provide comprehensive management of resources, production, and information flows within the
company. One example is the PrintVis system, developed on the Microsoft Dynamics 365
Business Central platform, which is specifically tailored to the needs of the printing industry.
Its key purpose is to automate all production and management processes of a printing house: from
receiving orders and preparing for printing to logistics and financial reporting. The program allows
you to effectively control each stage of the order life cycle, from the moment it is received, to the
formation of specifications, calculation of production costs, production planning, and ending with
cost accounting, billing, and profitability analysis.

One of the key features of PrintVis is the ability to flexibly model processes according
to the structure of a specific printing company. This allows the system to be adapted for different
printing methods, as well as for packaging or label production. The program supports complex
interaction schemes between production departments, allows you to manage stocks of paper, ink,
and consumables, control equipment utilization, identify critical downtime points,
and effectively plan production capacity.

Thanks to full integration with the Dynamics 365 financial accounting module, PrintVis
provides the ability to maintain transparent financial reporting, control costs at all stages
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of production, generate commercial offers based on accurate cost calculations, and prepare reports
for management in real time. The system also allows you to generate detailed technical tasks for
designers, operators, and printers, exchange files, monitor product readiness,
and implement full-fledged document flow between departments.

The integration of an ERP system in a printing company is a process that requires
not only the technical implementation of software, but also a profound restructuring
of management and production algorithms.

The first algorithmic step of integration is the business modeling algorithm, when all data
flows in the company, from order acceptance to completion, are digitized and displayed
as interconnected modules. This allows you to create a digital "twin" of the company,
on the basis of which PrintVis forms the logic of the system. Each process is assigned its own set
of input and output parameters: for example, at the pre-press stage, these parameters will be
the order specification, technical requirements for printing, and the cost of materials, which are
then automatically connected to the calculation modules.

Next, an integration coordination algorithm is applied, which ensures the interaction
of PrintVis with external enterprise systems. These include, in particular, accounting programs,
CRM systems for customer management, and software for controlling printing machines.
The algorithm is based on the principle of API connections and real-time data exchange, which
avoids duplication of information and ensures synchronisation between different departments.

The automated planning and dispatching algorithm plays an important role in the integration
of the system. PrintVis analyzes available resources — free printing machines, number of staff,
paper and ink balances — and uses built-in optimization methods to determine the best production
load option [7]. To do this, mathematical resource allocation algorithms and network planning
methods are used to minimize downtime and increase equipment utilization.

Another key element of integration is the ordering and cost calculation algorithm.
In a traditional system, a printing house spends a lot of time calculating the cost of production,
while PrintVis automates this process: based on the entered data on format, print run, paper type,
and printing type, the system generates a calculation in real time. This algorithm is based
on built-in templates and mathematical models for calculating material, energy, and labor costs.
As a result, the manager receives an accurate estimate even before the order goes into production.

It is also worth highlighting the reverse control algorithm, which is implemented through the
integration of PrintVis with machines and production sensors. During printing, the system receives
data on the actual use of materials, the duration of operations, and the number
of defective prints. This information is automatically compared with the planned indicators, which
allows for quality control and prompt process adjustments. Thus, the algorithm works in
a feedback loop mode, where each deviation becomes a signal for production correction.

The forecasting and analytics algorithm, based on Business Intelligence principles, occupies
a special place. Thanks to the data accumulated in the system, PrintVis generates forecasts for
demand, production load, and material requirements. To do this, it uses statistical analysis
methods, trend model algorithms, and machine learning tools that allow hidden patterns to be
identified. This is especially important for large printing houses, where the number of orders
reaches hundreds every day.
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PrintVis integration also involves the use of a single information space algorithm, where all
departments of the enterprise work within a single database. This means that information about
customers, orders, material costs, and financial transactions is available in real time. The data
synchronization algorithm ensures that changes made in any module are immediately reflected in
adjacent ones. For example, if a manager changes the number of copies in an order, the system
automatically updates the calculation, inventory, and production schedule.

Thus, the integration of the PrintVis ERP system into a printing company is carried out using
a set of algorithms, the main ones being business modeling, integration coordination, automated
planning, cost calculation, reverse control, and predictive analytics. Thanks to these algorithms,
the system not only automates individual functions, but also builds a complete digital ecosystem
for the printing house, which operates in real time, increasing the efficiency and competitiveness
of the enterprise.

In Ukrainian enterprises, particularly in companies with complex production, PrintVis
is used as part of a strategy for the digital transformation of management processes.
The implementation of this system reduces response times to customer requests, avoids duplication
of operations, reduces costs, and improves the quality of management decisions and the
competitiveness of the printing house in the market. PrintVis can be considered the core
of a modern printing company's information ecosystem, combining production flexibility,
technological integration, and business analytics in a single environment. This solution is ideal for
companies seeking to increase the transparency of internal processes, reduce human error, improve
customer service, and achieve maximum efficiency in managing printing production.

In the current environment of digital transformation of the printing services market,
the implementation of CRM systems is seen as a key tool for improving customer base
management and optimizing business processes. Given the high level of competition in the printing
services sector, timely and high-quality customer service is becoming a decisive factor in the
success of a company [8]. For example, the Zoho CRM system is a powerful cloud-based platform
for customer relationship management that allows printing companies to centrally control all
aspects of sales, marketing, customer support, and analytics. With extensive personalization and
integration capabilities, Zoho CRM adapts to the needs of small, medium, and large printing
companies, enabling them to effectively manage their customer base, automate business processes,
plan communications, and make informed decisions based on real-time data.

In the context of a printing company, Zoho CRM allows you to create a complete customer
profile — with order history, contact information, payment reports, correspondence, and individual
preferences regarding products or printing deadlines. Thanks to integration with email, phones,
social networks, and online forms, communication with customers is centralized, minimizing the
risk of losing important information. Managers can see what stage a deal is at, who last contacted
the customer, when the next meeting is scheduled, and what products or services the customer is
most interested in. This allows you to improve vyour service and create
a personalized commercial offer based on an analysis of previous interactions.

Zoho CRM also supports the automation of typical processes such as generating commercial
offers, invoicing, setting up mailings, assigning tasks to employees, or notifying about deadlines.
This is especially useful for printing houses with a large volume of repeat orders or with the need
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to respond quickly to customer requests. All these actions can be automated using the built-in
scenario builder without the need to write code.

Zoho CRM's analytical capabilities are also worth mentioning: the system allows you to create
detailed dashboards and reports on sales performance, lead sources, conversions, employee
activity, and customer loyalty. This helps printing house management see the full picture of the
market, forecast demand, and adapt customer engagement strategies. For example, you can
identify which periods of the year see increased demand for advertising printing and which market
segments are the most profitable. The process of information exchange between departments is
illustrated in Figure 2.
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Fig. 2. Flow control diagram at a printing company after the introduction of modern
information technologies

The process of integrating CRM systems into printing production is carried out in stages and
requires coordination of technological, organizational, and managerial aspects. The initial stage
involves analytical preparation: studying the needs of the enterprise, analyzing existing channels
of communication with customers, and evaluating existing document management methods.
This allows you to identify the key tasks of the system, in particular, the automation
of order accounting, invoice generation, maintaining a history of cooperation,
and forecasting repeat orders.

After that, the software that best suits the specifics of the printing industry is selected.
The selection takes into account the possibilities of integration with ERP and accounting systems,
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support for online orders, and the scalability of the solution. Next, technical specifications are
formed, the sequence of connecting departments is determined, and a staff training plan is
developed.

The next step is data migration, which involves transferring the customer base, order history,
and commercial offers from previous systems to the new environment. At the same time, data is
standardized to ensure its unified use. An important component is the integration of CRM with
internal business processes: a customer's request is transformed into a production order,
synchronized with accounting programs for invoicing, and production modules receive current
tasks and control over deadlines.

Staff training is a critical condition for successful implementation. To this end, training
sessions are organized, instructions and standards for working with the system are created, which
helps employees quickly adapt to the new conditions. After completing the training, CRM is
launched in test mode, where shortcomings are identified and eliminated, work processes are
optimized, and preparations are made for full-scale use.

The final stage of integration is the full implementation of the system into production
activities. It becomes the main tool for managing customer relationships, and its effectiveness is
assessed by indicators such as order processing speed, number of repeat visits, and customer
satisfaction level. Subsequently, the functioning and development of the system is continuously
monitored through the integration of additional modules, such as customer online accounts,
chatbots, or advanced analytical tools.

Thus, the integration of a CRM system into a printing company is a complex, multi-level
process that requires a comprehensive approach and consistent coordination of organizational and
technological components. Its implementation contributes to improving management efficiency,
reducing the number of errors in document flow, and strengthening the company's competitive
position in the printing services market [9].

In practice, Ukrainian printing companies use Zoho CRM to systematize the work
of the sales department, build stable repeat sales, and improve communication between production
and the customer. Thanks to its flexible interface, multilingual support, and the ability to integrate
with other services (such as accounting systems, ERP, PrintVis, or Google Workspace), Zoho CRM
is well suited for implementation even in complex organizational structures. Overall, Zoho CRM
IS an important component of the information infrastructure
of a modern printing company, ensuring transparency of sales processes, increased customer
satisfaction, and improved team efficiency. In synergy with production modules and ERP systems,
it allows you to create a holistic enterprise management ecosystem focused on data,
responsiveness, and an individual approach to each customer [10].

An ERP system and a CRM system are two different types of software that serve different
purposes in enterprise management, although both can work in close conjunction. Understanding
their differences is essential for building an effective information infrastructure for a printing
company. The key difference is that an ERP system manages the internal product lifecycle and
resources, while a CRM system manages the external customer lifecycle. ERP provides the "what",
"when", and "how" to manufacture, while CRM provides the "who", "why", and "how" to sell.
From a practical point of view, CRM helps to attract customers and maintain interaction with them,
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while ERP ensures that obligations to them are fulfilled within the framework
of production and logistics processes.

In modern printing companies, both systems are integrated with each other. This allows, for
example, data about a confirmed order to be transferred from CRM directly to ERP, which
calculates the cost price, organizes printing and delivery, after which the result is again recorded
in CRM in the form of a cooperation history.

This interconnection between CRM and ERP ensures data continuity, minimizes duplication
of information, and promotes the coordinated functioning of the entire enterprise.

The integration of modern information technologies into the activities of printing companies
is now considered a key factor in increasing competitiveness. CRM provides systematization
of customer data, automation of interaction with them, and loyalty building, while ERP is
responsible for comprehensive management of enterprise resources, optimization of production
processes, and increased transparency of accounting. Together, these systems create a single
information space that combines the external and internal activities of the organization, reducing
the number of errors in information loss [11].

According to the information transmission accuracy formula (A), which is used to assess how
CRM/ERP reduce the amount of incorrect or lost data. The data used in the formula is based on a
study conducted at a Kharkiv printing house that specializes in the manufacture of label products.
A sample of orders was taken before and after the implementation of the system,
and a comparative analysis was provided:

N
_ _ correct __ @ — 0,84 , (1)
Ntotal 500
where N, — total number of messages transmitted;
N, .. —nhumber of correctly transmitted records.

Based on the calculation results, it can be concluded that the data transfer accuracy level
was 84 % prior to the implementation of CRM/ERP systems. After implementation,
a sample of orders fulfilled by the company was analyzed, and as a result of analyzing
the same number of orders, the percentage of errors in information transfer decreased to 1 %.

Practice shows that after the implementation of CRM systems [12, 13], printing companies
record a noticeable increase in sales and conversion rates. According to analytical studies,
the use of CRM reduces the number of information losses by 15 %. For the printing industry, this
means the opportunity to form long-term partnerships, which is especially important in the label
and packaging segment, where repeat orders form the bulk of revenue. Customers can track
the status of their orders online and receive automatic reminders about repeat orders
or seasonal discounts. This stimulates a 20-30 % increase in repeat orders, depending on the depth
of integration of analytics and communication automation tools [14].

The communication efficiency coefficient (K) demonstrates how information technology
affects the speed of data exchange, accuracy, and economic benefits:

Tostore — Taier 4010

K = before =0,75, (2)
Tbefore 40
where T, —average order processing time before digitization;

T

after

— average processing time after CRM/ERP implementation.
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Thus, communication efficiency increased by three-quarters after the implementation
of CRM/ERP systems. ERP systems, in turn, have a significant impact on the operating
performance [15] of a printing company. Research in the manufacturing sector shows that after
the implementation of ERP, the average production cycle time is reduced by about a third,
and the accuracy of forecasting material requirements is significantly improved. For printing
companies, this manifests itself in reduced equipment downtime, optimized management
of paper and ink stocks, and lower costs associated with excess inventory.

After analyzing the changes in the work of a Kharkiv printing company after
the implementation of an ERP system, we conclude that the cost of production has decreased
by 10-15 %, and machine downtime has been reduced by 20-30 %. The company is now able to
fulfill more orders in the same amount of time, which directly affects profitability.

Thanks to automated financial accounting and analytics, management receives real-time
reports, sees the actual profitability of each order, controls costs, and can quickly adjust prices.
This increases overall profitability by 5-10 % through more accurate planning. ERP provides
transparency in planning, allows you to link order data to production lines
and material resources, which contributes to more accurate calculations and more informed
management decisions.

Practical cases confirm the effectiveness of this approach. In medium-sized digital printing
houses, such as Aladdin Print, the implementation of CRM and ERP has reduced the average order
fulfillment time by 20-30 % thanks to the automatic generation of production tasks and
synchronization of material inventory data. At the same time, the number of product reworks has
decreased thanks to more accurate transfer of specifications from the sales department
to production.

At companies specializing in label and packaging printing, the integration of Print ERP with
CRM has made it possible to automate the process of calculating the cost of print runs and reduce
the time required to agree on technical tasks with customers by almost half.

The economic effect of implementing CRM and ERP is also confirmed by financial indicators.
Analytical reviews indicate that the average ROI from investments in CRM can be from $6 to $9
in profit for every dollar invested, while ERP allows you to reduce operating costs through more
efficient use of resources and elimination of process duplication. For the printing industry, this
means a quick return on investment in digitization and the formation
of a stable foundation for business scaling.

In addition to direct financial benefits, the implementation of CRM and ERP systems also
affects performance indicators. Order processing times are reduced, the accuracy of technical tasks
increases, and the number of conflicts between departments and errors decreases, as all participants
in the process have access to a single information base.

The graph showing the reduction in the number of errors is shown in Figure 3.
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To build the graph, data was taken after the implementation of CRM and ERP systems
at a Kharkiv-based company that prints product labels. The number of errors that changed during
the year after implementation was analyzed.

0,18
0,16
0,14
0,12

0,1
0,08
0,06
0,04
0,02

Axis name

Reducing the number of errors in communications

Before implementation After 3 months After 12 months

Fig. 3. Graph showing the reduction in communication errors after the implementation

of CRM and ERP systems

For customers, this means faster and higher-quality order fulfillment, and for the company,
it means an improved reputation and competitiveness. Combined CRM and ERP data provides
in-depth analytics for strategic development.

The company can identify the most profitable services, customer segments, or areas
of activity, allowing it to allocate resources more efficiently, adjust its marketing strategy, and
forecast demand. This creates a flexible management system based on real data rather than intuitive

decisions (Table 1).

Thus, the implementation of CRM and ERP systems in a printing company is a strategically
important step that not only automates key business processes but also creates the conditions

for sustainable development.

Table 1. Changes after the implementation of CRM and ERP

Indicator Before After Change / Result
implementation implementation
Order processing time 30-40 min 5-10 min — 75 % of time
Number of errors 16 % Reduced by 15 % Fewer failures
Product cost 100 % 85-90 % -10-15%
Equipment downtime Frequent Reduced by -
20-30 % More efficient

Repeat customer orders 100 % 120-130 % +20-30 %
Company profitability 100 % 110-115 % +10-15 %
Customer satisfaction (NPS) 100 % 125-140 % + 25-40 %
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The effects documented in numerous studies indicate the potential for significant
growth in sales and profits, increased customer retention, reduced costs, and improved internal
coordination (Fig. 4).

Growth of Profitability of a Printing Company

108 A

Profitability, % of initial level

98 T T T
Before implementation After 3 months After 12 months

Period
Fig. 4. Graph showing the growth in profitability of a printing company

The combination of CRM and ERP enables the integration of external customer interactions
and internal production management, which is critical for the printing industry, where success
depends on both high-quality service and efficient production processes. The graphs showing order
processing times based on data from the printing company before (Fig. 3) and after (Fig. 4) the
implementation of the system are shown in the corresponding figures.

An analysis of the Gantt charts showing the order fulfillment process at the printing company
before (Fig. 5) and after (Fig. 6) the implementation of CRM and ERP systems reveals significant
changes in the duration of the production and communication cycle stages.
The results demonstrate a significant increase in process management efficiency, a reduction in
order fulfillment times, and optimization of interaction between structural units.

Delivery to the customer

Packaging and logistics '

Quality control -

Post-press processing -

Printing process -

Production planning -

Formulation and coordination of proposals -

2day%
Receipt and entry of orders

Fig. 5. Order fulfillment before CRM and ERP implementation
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Before the implementation of information systems, the total duration of a single order
was about 25 days. After the integration of CRM and ERP systems, this figure was reduced
to approximately 16 days (by almost 40 %). This indicates a significant improvement in production
organization, resource planning, and communication between departments.

Delivery to the customert @

Packaging and logistics |
Quality control
Post-press processing [ 3 days
Printing process |
Production planning
Formulation and coordination of proposals

Receipt and entry of orders @

Fig. 6. Order fulfillment after CRM and ERP implementation

In particular, the greatest reduction in time is observed at the administrative stages — from
receiving an order to production planning. Previously, the stages of "Receiving and entering
an order”, "Forming and agreeing on a proposal”, and "Production planning” took a total of eight
days, but after the implementation of IT solutions, their duration was reduced to four days.
This was made possible by automating order processing, using a single customer database, and
implementing standardized commercial proposal templates in the CRM system.

Positive changes can also be seen in the production part of the process. The printing process,
which is the main stage of the production cycle, was reduced from six to five days due to improved
equipment load planning and automation of task control within the ERP system.
Post-printing processing has been reduced from four to three days thanks to more precise
coordination of production areas. The optimization of control procedures has reduced the time
required for quality control from two to one day, as the system automatically records printing
parameters and provides reports to the relevant specialists in real time.

Logistics stages have also been improved. Thanks to the integration of logistics modules into
the ERP system and the automation of packaging and shipping processes for finished products,
the time required for these stages has been reduced by 40 %.

Delivery to the customer, which previously took two days, is now completed within one day.
This indicates improved coordination with transport companies and increased transparency
in the supply chain.

After the implementation of CRM and ERP systems, the time gaps between individual stages
have virtually disappeared, ensuring continuity in the production process. A single information
platform has brought together all departments of the company — from order acceptance to order
fulfillment and delivery to the customer.
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This has eliminated duplication of functions, increased the accuracy of information, reduced
the number of human-related errors, and accelerated management decision-making.

Implementation of modem [T and
digitization of communications

L N

: : Improving the effectivenass of
[ Production cycle reduction ]{ ?n[emgt aleizmtein ]{ 'mpm”g;::‘lfge’mm J Minimizing losses [ Increasing competitiveness ]

Siralegic effect: stability,

adaptability, and increased
efficiency

Fig. 7. Diagram of the advantages of introducing modern information technologies at
a printing company

Thus, the results of the analysis confirm that the introduction of modern information
technologies in a printing company has a comprehensive positive effect. It allows to significantly
reduce the production cycle, increase the efficiency of internal communications, improve the
quality of customer service, minimize information losses, and increase the competitiveness
of the company in the printing services market.

The data obtained demonstrate that the digitization of communications management is not
only a tool for optimizing operational activities, but also a strategic direction for the development
of the industry, which ensures stability, adaptability, and growth in the efficiency of the printing
business in the conditions of the modern digital economy.

8. Conclusions

The topic of communications management in a printing company based on the integration
of modern information technologies was studied. The analysis showed that traditional
communication systems in the printing industry are characterized by fragmented information
flows, the lack of a unified database, delays in interaction between departments, and a high
probability of losing important data during the order approval and production planning stages.

The implementation of CRM and ERP systems allows the creation of a single integrated
information platform that provides rapid data exchange between departments, automation
of quality control processes, planning, and order tracking.
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The results of the study show that thanks to the digitalization of communication processes,
the company achieves an average reduction in order processing time of 25-30 %, a reduction in
the number of errors in documentation of up to 40%, and an increase in customer and staff
satisfaction thanks to the transparency of processes and clearly defined responsibilities.

The structure of the communication management model helps minimize the risk
of information loss and speeds up management decision-making. The CRM module focuses
on interaction with external customers, providing a full cycle from receiving a request to after-
sales support, while the ERP system coordinates internal business processes and optimizes
resource planning and logistics.

Practical results prove that the implementation of such information solutions increases the
competitiveness of a printing company by improving organizational efficiency, process
transparency, reducing order fulfillment times, and improving the quality of communication with
customers.

Thus, the integration of modern IT solutions into the communication management system is
a strategic direction for the development of the printing industry, ensuring sustainable business
development and its adaptability to the requirements of the digital economy.

Prospects for further research lie in expanding scientific and practical approaches to the digital
transformation of communications in printing companies, taking into account technological and
market changes. It is advisable to conduct an in-depth study of the impact
of integrated CRM and ERP systems on the level of personalization of customer interaction,
demand forecasting, and customer loyalty formation.

A promising direction is the modeling of multi-level communication structures using
analytical platforms that provide automated control of production indicators and early detection of
deviations in processes. Additional attention should be paid to assessing the economic efficiency
of communication digitalization by comparing the costs of implementing IT solutions with the
expected benefits in the form of reduced operating costs, improved customer service quality, and
increased labor productivity.

Particular attention should be paid to the integration of artificial intelligence systems for
automated processing of customer requests, optimization of production resource allocation,
forecasting of order completion times, and formation of adaptive production plans.
Of considerable scientific interest is the study of the capabilities of digital twins for simulating
communication and production processes in order to analyze bottlenecks and improve the
reliability of information exchange.

An important area of research is the impact of cybersecurity procedures on the stability
and continuity of information flows, especially in the context of remote interaction
and distributed access to corporate data.

The results obtained can form the basis for the creation of scalable, next-generation intelligent
communication platforms aimed at fully automating data exchange and ensuring high flexibility
of production business processes in the printing industry.
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Cayukin Muknta BosionumupoBuy — XapKiBChbKHIA HallIOHANBHUH YHIBEPCUTET PallioeIeKTPOHIKH,
acmipaHT Kadenpu MeliacucTeM Ta TeXHOJOrii, XapkiB, Ykpaina.

BoBk Ouexcanap BogoguMupoBu4Y — KaHAMIAT TEXHIYHUX HAyK, XapKiBCHKUM HaIliOHATHHUI
YVHIBEPCHTET PaioeIeKTPOHIKH, JOLEHT Kadeapru MeIiacucTeM Ta TEXHOJOTr1i, XapkiB, YKpaiHa.

AHAJII3 IHOOPMAIIMHUX TEXHOJIOI'T YIIPABJIIHHS
KOMYHIKAHOIAMMUA IHOJIT'PA®IYHOI'O HIAITPUEMCTBA

IIpeaMer nocailzKeHHsI OXOIUIIOE YHPABIiHHA KOMYHIKAlisIMU MOJIrpadiqyHOro MiANPHEMCTBA B yMOBax
g poBoi TpaHchopMalii BApOOHUITBA i 3pOCTAaHHS KOHKYPEHTHOTO TUCKY Ha PHHKY TOJIrpadiuHuX MOCHyT.
MeTa po6oTH — IOCII/PKEHHS YIIPaBIiHHSA KOMYHIKAIlIIMHA HA OCHOBI iHTEerpamii cy4acHUX 1H(POpMamiiHuX
TEXHOJIOTiH, PO3pOo0JIeHHS BIAMOBIAHOI (YHKIIOHANBbHOI Ta iH(OPMALiHOI CTPYKTYpH, sKa Ja€ 3MOTy
MIHIMI3yBaTH PU3MKH BTPAT 1HPOPMAIIii, IPUCKOPUTH MPUHHSTTS PillIeHb, 3a0€3MeYUTH YiTKE PO3MEKYBAHHS
BiJINOB1TAIBHOCTI Ta IMiJIBUIIUTH PiBEHb 33I0BOJICHOCTI SIK BHYTPIIIHIX KOPUCTYBAYiB, TaK 1 30BHINIHIX KJII€HTIB.
3aB/aHHS. BU3HAUYUTH OCOOJIMBOCTI BHYTPINIHIX 1 30BHIIIHIX KOMYHIKalill MmoJirpadidHoro miInpHueMCTBA;
MpoaHaTI3yBaTH CTPYKTYPY 1HPOPMAIIHHUX TOTOKIB; OIIHUTH BILUTUB I T-iIHCTpYMEHTIB Ha IBUIIKICTh 1 TOYHICTH
nepeaayi JIaHUX; 00rpyHTYBaTH JOUIJBHICTD YIPOBAKEHHS CRM- Ta ERP-cucrem
Uil ontuMmizamii 6i3Hec-miponeciB. MeTOAM AOCJIZKEHHSI! CUCTEMHHMH 1 IPOLECHUI aHali3, CTPYKTypHO-
(GyHKIIIOHAIbHE ~ MOJICIIOBAHHS KOMYHIKAIid, MOPIBHAJIBHUM aHali3 IU(POBUX IHCTPYMEHTIB, a TaKOX
aHAJIITUYHA 1HTEepOpeTaliss eMIipUYHUX JaHuX [moJa0 edeKkTuBHOCTI iHpopMaliiiHOT  B3aeMOii.
JocsirnyTi pe3yabTaTi. Y CTaHOBIICHO, IO TPaAMIiHHA MOJIETh KOMYHIKAIIK y oJirpagivHoMy BUpOOHUIITBI
BHU3HAYA€ThCS (ParMEHTOBAHICTIO iH(OpMAIIHHMX TOTOKIB, 3aTpUMKaMH B Mepefadi TeXHIYHHX JaHuX 1
BHUCOKOIO KMOBIPHICTIO MOMWJIOK TiJ Yac TOro/pkeHHs 3amoBiieHb. IHTerpamnis CRM- ta ERP-cucrem,
€JIEKTPOHHOTO JJOKYMEHTOOOITY i XMapHHX KOPIIOPATUBHUX CEPBICIB 3a0€3Meuy€e CKOPOUCHHS Yacy BUKOHAHHS
3aMOBJICHb, 3MEHILICHHSA KINBKOCTI MOMMJIOK Yy TEXHIYHId [JOKyMeHTaulii, MiJBUIIEHHS MPO30POCTi
YIPaBIIiHCHKUX PIIIeHb 1 PiBHSA 330BOJIEHOCTI KITi€HTIB 1 mepcoHany. BucHosku. Lludposizaris koMmyHikariit
¢dbopMye cydacHy MOJENTb YIPABIiHHSA MOMrpadiyHuM MiAIPUEMCTBOM, IO TOEIHYE aBTOMATHU30BaHY
B3a€MOJIII0 MIAPO3ALTIB, Oe3nepepBHUIA KOHTPOJb 1 MOHITOPUHI BHUPOOHMYMX MPOLECIB. YIPOBAIKEHHS
CRM- i ERP-pimenp, aHATITHYHAX TUIATHOPM 1 CUCTEM €IEKTPOHHOI KOOPIUHAIIIT € CTPATET1YHUM HANPSIMOM
PO3BUTKY MoutirpadivyHoi ramysi, OCKUIbKH CIPHSE MiJBHINCHHIO KOHKYPEHTOCIIPOMOXKHOCTI W alalTHBHOCTI
Oi3Hecy 10 BUMOT IU(POBOT EKOHOMIKH.

KarouoBi cioBa: momirpadis; komyHikamis;, iHdopMaris; ympasiiaHs; TexHosoris; ERP; CRM;
uudpoBizalis; iHTerpauis; eeKTUBHICTD.
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USER TASK SUPPORT IN INFORMATION SYSTEMS
BASED ON AGENT TECHNOLOGIES

The subject matter of this paper concerns the application of multi-agent systems and software agent technologies
for managing and analyzing information resources and t ask flows within distributed, heterogeneous information
environments. It focuses on formal models and execution frameworks that enable intelligent control of complex
agent-oriented workflows. The goal is to develop effective methods and models for representing, coordinating, and
executing agent-oriented tasks, ensuring correctness and efficient resource use in distributed systems. The tasks
addressed include formalizing the information space as an algebraic system comprising objects, relationships, and
operations; defining elementary and functional tasks executed by users or agents; organizing interdependent tasks
into flows; and modeling agent behavior via frame structures and hierarchical Petri nets incorporating metapositions
and metatransitions. The methods employed combine algebraic system modeling, automata theory for agent
behavior analysis, and extended predicate Petri nets with modifications supporting hierarchical task management.
Coordination constraints and workflow correctness properties are specified using Computation Tree Logic (CTL)
and dependency automata to capture inter-task dependencies and atomicity requirements. The work also applies
SQL-based operations to exemplify merging of data during task execution. The results include a formal framework
distinguishing state-based and task-based planning, a modified frame slot model enabling complex task descriptions
with initial conditions and operations, and a hierarchical Petri net scheme with subordinate nets activated
conditionally, thereby optimizing computations. A software agent prototype executing a sequence of conditional
operations on multiple databases demonstrates the practical application of these concepts. The approach reduces
execution time and computational costs by activating only necessary subordinate tasks and avoiding irrational
solutions. The conclusions assert that the proposed agent-oriented modeling and hierarchical task execution
methods successfully address the complexities of distributed information resource management and workflow
control, providing a scalable means for executing fault-tolerant, atomic, and coordinated workflows. This enhances
the reliability and efficiency of multi-agent systems in heterogeneous computing environments.
Keywords: multi-agent systems; hierarchical task management; Petri nets; information resource management.

Introduction

This paper considers a class of multi-agent systems for managing information resources in
distributed systems. A typical representative of this class of problems is the task of planning
a path to achieve a desired goal from a given initial situation. The result of solving such
a problem should be an action plan — a partially ordered set of actions. Such a plan can be
represented as a scenario in which the relationships between vertices are of the types
"goal-subgoal”, "goal-action”, "action-result”, and so on. Any path in this scenario that leads
from a vertex corresponding to the current situation to any of the goal vertices defines an action
plan. The description of situations includes both the state of the external environment and the
state of the information system. Situations form certain generalized states, and actions or changes
in the external environment lead to changes in the currently actualized states.

Among the generalized states, the initial states (usually one) and the final (goal) states are
distinguished. All action-planning tasks can be divided into two types, corresponding to different

© Filatov V., Chernenko M., 2025
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models: state-space planning and task-space planning. The representation of problems in a state
space involves specifying a set of descriptions: states, a set of operators and their effects on state
transitions, and the goal states. State descriptions can take the form of strings of symbols,
vectors, two-dimensional arrays, trees, lists, and so on. Operators transform one state into
another. The state space can be represented as a graph, where vertices are labeled with states
and arcs with operators. The state-space planning method can be regarded as a special
case of planning by reduction, since each application of an operator in the state space reduces
the initial problem to two simpler ones, one of which is elementary. Problem-space planning
consists of the successive reduction of the original problem to increasingly simpler ones until
only elementary problems remain. A partially ordered set of such problems constitutes the
solution to the original problem.

Literature review and problem statement definition

Software agents emerged as one of the most significant achievements in computer science in
the 1990s. The problem of intelligent agents and multi-agent systems (MAS), which has a long
history, was shaped within the scope of research on distributed artificial intelligence and, in
recent years, has claimed one of the leading roles in intelligent information technologies [1].
Agents are used in applied systems where humans and computers are closely interconnected in
managing information processes [2]. The abundance of diverse information on software agents
leads to inconsistencies in defining what constitutes a software agent. Therefore, it is first
necessary to clarify the essence of the concept of a "software agent” and to identify the key
properties of software agents. Below we consider the main properties and specifications
of agent-oriented tasks.

Definition of an Agent-Oriented Task. An agent-oriented task in a workflow is a unit of
work that can be executed by a processing entity, such as an application-level computing system
or, for example, a database management system (DBMS) [3]. A task may be defined
independently of the processing entity capable of executing it, or based on the capabilities and
behavior of that entity. The structure of a task can be specified by defining: a set of task
execution states, a set of transitions between these states, and the conditions that make these
transitions permissible (transition conditions can be used to specify inter-task execution
requirements). The execution order of each task is determined by specifying the set of states
observable from outside and the set of transitions between these states. Furthermore, certain
characteristics of processing entities can be defined that may influence the requirements
for task execution [4].

Coordination Requirements for Agent-Oriented Tasks. Coordination requirements are
typically expressed in terms of inter-task execution dependencies and dataflow dependencies.

Execution or Correctness Requirements. Execution requirements are defined to constrain the
workflow execution in such a way that correctness criteria, dependent on the application,
are met. They include requirements for failure atomicity, execution atomicity (including
visibility rules that determine when the results of a committed task become visible
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to other concurrently running workflows), as well as requirements for synchronous
execution control and recovery.

Failure Atomicity Requirements in Workflows. The traditional notion of failure atomicity is
that the failure of any task causes the entire workflow to fail. However, in many cases,
a workflow may tolerate the failure of a single task by, for example, executing a functionally
equivalent task on another node. A system executing a workflow (a workflow scheduler) must
ensure that any execution completes in a state that satisfies the failure atomicity requirements
specified by the developer. We refer to such states as acceptable workflow termination states.
All other execution states belong to the set of unacceptable termination states, in which failure
atomicity may be violated.

An acceptable termination state can be either committed or aborted. A committed acceptable
termination state is an execution state in which the goals of the workflow have been achieved.
Conversely, an aborted acceptable termination state is a correct termination state in which the
workflow has failed to achieve its goals. If an aborted acceptable termination state is reached, all
undesirable effects of partial workflow execution must be eliminated in accordance with the
failure atomicity requirements [5-7].

Tasks are modeled by their states together with significant events corresponding to
transitions between states — start, commit, rollback, etc., — which may be enforced, rejected,
or delayed. Inter-task dependencies, such as ordering dependencies and existence dependencies
between significant task events, are formally defined using Computation Tree Logic (CTL) and
have corresponding dependency automata that can be automatically constructed. To address the
aforementioned characteristics in user tasks, it is advisable, at the first stage, to consider issues
related to the information space and, specifically, to the formal representation of such a space.

Research objective. The objective of this work is to develop effective models and methods
for managing and analyzing task flows within a unified heterogeneous information space, based
on software agent technology.

Research materials and methods

Development of a model of the distributed system’s information space

The inf ormation space of a distributed information system can be represented as an
abstract algebraic system

P=<0,S, Q>, 1)

where O - the objects of the information space; S — the relationships between objects O;
Q — the set of operations for manipulating objects within the space P .

The objects in model (1) can include components of a modern computing system —
files of all types, directories, logical and physical disks, personal computers, and so
forth. The relationship s, €S between the objects of the information space defines

a specific configuration of the computing environment p, =<o,,s,,q, >, where p, € P, o, € O,
g, €€, oriented towards a specific user or group of users u, €U, i=1, N, where N is
the number of users.
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Depending on the goals set by the user and the computing environment, all actions
are performed based on operations from Q.

All operations on objects, according to the defined goals, are initiated by a user u, e U of
the information space, following either a formalized action plan x; (¢),x,(¢),..x,, (¢)
or a unitary action x; (7).

In the general case, the 7 -th action plan x, (t) if executed as a one-time interaction between

the user and the information environment (such as viewing the contents of a file, moving a file
within the computing environment, etc.), can be interpreted as an elementary task

that a user u, € U solves with the help of the information system P(O, S,Q).

The result of solving an elementary task x, (¢) can be defined as a mapping z, : x, = y,, the
execution of which requires an operation ¢,, i€/, where y €Y is the solution to the
task x, (7). An elementary task, within the framework of the proposed approach, can be
represented as z, =(o,,5,,4,.x, (¢).7,)-

Elementary tasks can be combined into functional tasks by merging elementary operations
into a sequence of interrelated operations forming an algorithm A4, z{ql,ql.,...qm}, i=1m,

4, €A, ke K where 4 is the set of solutions to functional tasks and K is the number

of functional tasks.
Depending on the structure and interdependencies of the tasks solved by the user, they
can be organized into task flows. A task flow 4, € 4 is defined as a sequence of tasks for

which the following condition is true: y, ()= p, (x] (t)) iel, jeK, considering the

constraint x, (¢)=y,(¢), i#j, meaning that the result of solving the preceding task

serves as the input for executing the subsequent task. The interrelationship scheme of subtasks
in a flow is shown in Fig. 1.

x,,(t) Y () =x,() Y (£ =x,() Vi, (@)

_ zu z12 | o Zim

¥

Fig. 1. The interrelationship scheme of subtasks in a flow

To implement the interaction technology of a software agent with objects of
a heterogeneous computational environment, a frame structure can be used as a model of the
software agent.

A slot in such a model is a logical construct designed to perform specific tasks assigned to
the frame — that is, to the software agent. Slots in the frame may be removed, added,
or reassigned to different functional roles.
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Formal Model of a Software Agent

Representing the logical model of a software agent in the form of a frame makes it possible
to effectively apply automata theory for constructing and analyzing the model of agent behavior.

In general, such a model can be expressed as follows:

FR{<R1v Cur G - Clm>; <R21 Cor Cov - C2m>7 <Rkl,Ckm>}’ ()
where FR — the name of the frame; (R,C,) — the i-th slot of the frame; R, — the slot name;

C. —the slot value.

A slot in model (2) is a logical construct for performing specific tasks of the frame (software
agent). Slots can be deleted, added, or reassigned. However, in the form (2), the classical slot

representation as (name), (value) cannot fully reflect the requirements of a logical

model of a software agent [8, 9].
We modify the structure of the slot and present it in the following form:

SLOT =Y{, D, dom, r;, O, W), ©)
where Y — a set of attribute names; D - a set of domains; dom - a Y — D mapping;
r, — a tuple-model of the agent’s i-th task; ' — a set of operations over relations; r ={R },
where {R,.} — a set of states of the tuple-model r; O — a set defining the initial conditions and

criteria for task execution.
A slot may be designed using a typical set of attributes

Y= {<OBJ>, (ACT), (CONY), <STA>}. Table 1 lists possible basic attribute types.

Table 1. Basic attribute types

Entity Name Description
OBJECT OBG Database, file, folder, disk, PC
ACTION ACT Copy, monitor, protect
CONDITION CON IF-THEN predicate
STATUS STA 1 — action executed successfully;
0 — action not executed;
* — indeterminate result

In the proposed "frame-software agent” model, » slots form a finite number of internal
agent states. Each slot solves one task in the information environment and is associated with
exactly one action. Each action elicits a reaction signal from the environment.

The behavior of the software agent, consistent with its functional goals, can be implemented,
for example, using the theory of finite-state machines.

Example. Task for a software agent. Every day at 18:00, copy the file Itog.txt from directory
C:\PR to directory C:\ARXIV. The structure of the software agent is shown in Table 2.
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Table 2. Agent’s structure

OBG CON ACT STA
C:\PR\Itog.txt Time = 18:00 Copy from C:\PR to C:\ARXIV 1

Network Model for Representing and Analyzing Interrelated Tasks

As a visual means of representing a task flow, a network model can be proposed.
It provides a graphical representation of elementary tasks and their interrelations, whose
execution is required to complete the entire task flow. In this model, the network consists
of directed arcs connecting pairs of nodes. Arcs (edges) represent elementary tasks
characterized by computational resource costs. Nodes (depicted as circles) represent events,
i.e., strictly defined time instants.

For example, an event may represent the moment when all database operations
(insert, update, edit) are completed, enabling a file-copy operation into an archive directory.

Formally, such a task flow can be represented as:

4 :{%1 UPRRUEY qA}’

where 4, — a task flow name; ¢, — a database merge operation; ¢, — an update operation on
a file attribute; ¢, — a logical operation identifying user exit from edit mode; g, — a database file

copy operation to the archive. Fig. 2 illustrates a fragment of such a network model.
q,

UL q.

O (2 ()
2 4 > 5

©/

Fig. 2. A network model representing a task flow

Representing the workflow as a node—task model has significant advantages compared to the
node—event method. Here, nodes represent tasks, and arcs only indicate precedence relations.
There is no need to introduce the concept of an event, which simplifies network construction.
Each task is uniquely associated with a node, and task execution is characterized by its duration.
This approach provides access to important characteristics:

— earliest start and finish times of tasks;

— latest start and finish times of tasks;

— total time reserve.

A particular interest lies in managing and analyzing information resources with a stochastic
object structure. This class of problems is analyzed using GERT systems (Graphical Evaluation
and Review Technique).




148

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

A stochastic network is defined as one where the execution time of each operation follows a
probability distribution [10]. Execution of a task at a node is not necessarily required for all
incoming arcs. Nodes represent system states. Arcs represent transitions between states,
corresponding to generalized operations defined by execution probabilities and distribution
densities. Each node in a stochastic network thus performs both input and output functions.

Example. In a regional emergency management system, decision-support tasks are
implemented through autonomous scenario analysis of possible emergency cases (Fig. 3).

Fig. 3. A stochastic network example

Node 1: The duty officer receives probabilistic emergency alerts (fires, floods, industrial
accidents, or false alarms — nodes 2, 3, 5, 4 correspondingly). Probabilities satisfy
pl2+ pl3+ pld+ pl5=1.

Assume, the situation is classified as a "Fire" by preliminary data, it is leading to scenarios:
high danger (node 6), medium danger (node 7), or manageable by standard crew (node 8).
Here p26 + p27 + p28 =1.

The next nodes layer for scenario is build on top of deterministic nodes (bold in the
diagram). They represent information support tasks, e.g., loading of databases (node 9),
SQL queries for backup forces and evacuation sites (nodes 10, 11), and assessment of available
local resources (node 12). By defining network parameters, one can estimate the readiness
of the emergency system to respond to evolving crises [11].

High-Level Network Representation of Agent-Oriented Tasks

The design and operation of automated decision-support systems under strict resource
constraints face difficulties in guaranteeing required functional and operational properties.
Existing diagnostic tools mainly provide state monitoring and partial task execution control.
Performance depends largely on application quality, complicated further by distributed data
processing and human factors during system design.

An alternative formalism for systemic situational analysis is Petri nets [13, 14]. Petri nets
allow modeling of parallel and distributed algorithms, including conflict and undesired scenarios.

Formally, an algorithm graph scheme is a directed graph: G :<V, E> where V' — the set of
vertices and E — the set of arcs.
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Vertices are of three types:

Operator vertices describe actions (including mandatory start and end).

Choice vertices describe conditional branching ("yes"/"no"), has one incoming and two
labeled outcoming arcs.

Auxiliary vertices contain 3 groups:

— parallel branching (one input — many outputs) describe parallel execution of
independent actions;

— parallel merging (many inputs — one output, requiring all);

— conditional merging (many inputs — one output, requiring any one).

An important advantage of graph-schemes is that the algorithmic graph-scheme can be
formally transformed into a Petri net of a special type — namely, a free-choice Petri net. In this
case, the justification of the correctness of the algorithmic graph-scheme reduces to verifying the
correctness and safety of the corresponding Petri net. In free-choice Petri nets, each position
(condition) that enables more than one transition is the sole enabling position for those
transitions. The structural properties of free-choice Petri nets made it possible to develop
efficient algorithms for their semantic analysis directly based on the network structure.

However, modeling control algorithms by means of algorithmic graph-schemes (free-choice
Petri nets) has a number of significant drawbacks. In a graph-scheme, the algorithmic structure is
predetermined and does not allow, in particular, dynamic parallelization of a task. Furthermore,
the graph-scheme of an algorithm does not possess a modular structure, which makes the
modeling and analysis of large-scale tasks rather difficult. To overcome this limitation, one may
employ an extension of the standard Petri net formalism — nested Petri nets.

Nested Petri nets in modeling and analysis of complex interrelated processes

In nested Petri nets, tokens marking positions are regarded as objects possessing
autonomous behavior, which, in turn, is also described by certain Petri nets. The term
"nested nets" indicates that elements of the nets themselves are nets, similar to how, in a system
of nested sets, the elements of a given set may themselves be sets. Nested Petri nets are
convenient and powerful tool for modeling and analyzing hierarchical multi-agent distributed
systems. They possess an inherent mechanism of modularity. Modular Petri nets can be
considered as a special case of nested Petri nets.

Compared with other extensions of the Petri net formalism, owing to the concept of object
and it’s construction, nested Petri nets preserve such important properties of standard Petri
nets as simplicity, clarity of representation, and decidability of certain properties crucial
for verification [14].

A nested Petri net consists of a system (root) net and a set of element nets representing the
tokens of the system net.

In the simplest case of a two-level nested net, the element nets are ordinary Petri nets, in
which tokens, as usual, are depicted as black dots, have no internal structure, and are
indistinguishable from one another.
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The behavior of a nested Petri net involves four types of steps:

Transfer step: firing of a transition in the system net according to the standard rules for high-
level Petri nets, where element nets are treated as tokens without internal structure. A transfer
step may move, create, or remove objects, but cannot alter their internal state.

Element-autonomous step: alters only the internal state (marking) of an element net without
changing its location in the system net. This step is also executed according to the standard
transition-firing rules of a Petri net.

Horizontal synchronization step: simultaneous firing of two transitions in two element
nets located within the same position of the system net. Transitions that must fire
synchronously are marked with mutually complementary labels from a special set of labels
for horizontal synchronization.

Finally, Vertical synchronization step: used to synchronize a transition in the system net
with certain transitions of the element nets. Transitions that must fire synchronously are labeled
with marks from a special set of vertical synchronization labels. In this case, the label of
a transition in the system net and the label of the corresponding transition in the element net
must be mutually complementary.

The element nets that are moved from the preconditions of the transition in the system net
during its firing are called the engaged element nets. Vertical synchronization thus means
simultaneous firing of the transition in the system net and the transitions (marked with
complementary labels) in the engaged element nets.

When solving problems of controlling distributed multi-agent systems, the complexity of
control algorithms increases substantially, which in turn raises the importance of modeling
various scenarios of system behavior under different management strategies. This creates the
need for tools capable of building illustrative models of such systems’ behavior and supporting
automatic verification of their semantic (behavioral) properties.

Nested Petri nets possess the following properties that make them a convenient tool for
modeling and analyzing control algorithms in multi-agent systems:

— they feature a hierarchical and modular structure, which allows the model to clearly
reflect the hierarchical and modular structure of the algorithm;

— element nets in a nested Petri net have their own structure and behavior, making them
well-suited for modeling agents in a multi-agent system;

— horizontal synchronization of element nets corresponds to agent-to-agent interaction,
while vertical synchronization models agent actions that modify the state of the environment
external to those agents.

From the foregoing, it follows that nested Petri nets offer sufficiently rich expressive
capabilities.

At the same time, being an extension of standard Petri nets, they preserve their advantages
of simplicity and clarity of representation. Moreover, for nested Petri nets, certain properties
essential for verification remain decidable [15].
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Research Results

Hierarchy of Networks of Interconnected Subtasks with Variable Structure

Let us consider the specific aspects of constructing networks and managing the dynamics of
modeling data processing processes through the use of a combination of modified predicate nets
and modified E-nets. Taking into account the known difficulties in interpreting
and modeling data processing processes using predicate nets, it is deemed expedient to apply
the following modification of nets:

S =(P, T, F, 4, C, {V.}, K, M), (4)
where P — a set of positions; 7' — a set of transitions; F — an incidence function between
positions and transitions; C — a color function of tokens; 4, — a time parameter assigned to all
network components P, T, F,M,; V. — an enabling condition of transitions ¢z, €T, ke K

related to the network components: va, — an enabling condition with respect to its input
positions; Vpo — a condition of enabling ¢, €T, k€ K with respect to its output positions;

V. —an enabling condition 7, €', k € K directly related to the transition; ,, - an enabling

k

condition ¢, €T, ke K related to the marking of the incident positions, /e L; V, — an
enabling condition ¢, e T, k € K associated with the arcs between input/output positions; K —
the token capacity of positions considering C; M, — the initial marking vector.

The enabling condition of transition V, also includes such properties as reliability,

complexity, cost, and the degree of credibility of a specific event.

The analysis of possible solutions has demonstrated that, for the net (4), in the tasks
of modeling subprocesses based on S’ networks, it is advisable to apply interpreted
metapositions. This is due to the fact that the positions themselves interpret the enabling
conditions of the actions of simulated events and, at the same time, define the state space
of the model [16-18].

Example. A resource of type 4 is provided by information support and stored in database

files, e.9., B,,B,, ... B,,, ne N, where N is the number of databases. The search condition
for the considered fragment of a decision-support system is formulated as follows: to determine
the specified quantity of resource type 4, =4 over the set {B,,B,, ... B,}, neN.
The search of a solution is performed through two types of actions: at the first step, a SEARCH
over database B, is executed; if the condition is not satisfied, a UNION of databases B, and B,

is carried out and the search is repeated.
The procedure of searching and merging databases can be carried out in terms of the
Structured Query Language (SQL), using the SELECT, JOIN, and INSERT options:

SELECT *
FROM bl
JOIN b2 ON b1l.id = b2.id;
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Let us represent a fragment of the above problem in the form of a modified predicate
Petri net S (Fig. 4).

p

P h P L X
©—>D—>J ;::llllllll’Dlllllllllbo

Fig. 4. S Petri net

The set of positions { Do pl} interpret, respectively, the input and output conditions of
executing the action represented by transition #,. The set of positions { D1 pz} interpret,
respectively, the input and output conditions of executing action ¢ .

The initial marking vector M, =(1, 0, 0) defines the initial state space of the net.

Description of the main constraints shown in Fig. 4. Vm' is the input condition of transition
tel, kek,; V.o is the output condition of transition #. If the input condition V.=V,
of transition # is not satisfied, then for the given transition # €T, ke K, a subordinate
net (S’) Is generated (Fig. 5), where position p, serves as a metaposition.

The initial marking vector M =(1, 0, 0, 0) defines the initial state space of this
subordinate net. The marking of position p,, and the execution of transition ¢, lead to the

marking of the metaposition p,, which activates the execution of S net.

S’ network's
extension

Fig. 5. S Petri net with an S’ extension

If the desired solution cannot be obtained by the means of S S’, a hierarchy of tasks is
constructed based on searching for solutions from the set {B,,B,,... B,,}, ne N through

merging databases and extending the S’ net.
Let us present the above problem as a conceptual task for a software agent:
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Table 3. Structure of the software agent "AGENT"

ID OBG: CON: ACT: STA:
Time=10- Select sum([A1]) from IF A1=Al1* is TRUE END

S1 | C\BASE\bl.mdb 00 b1.dbf ELSE S2

Join b1, b2 into bl;

C\BASE\b1, ok IF A1=Al1* is TRUE END
S2 b2 mdb Select sum([Al]) from ELSE S3
bl.dbf
o | CBASEGLb2 | ., g,r('a(f’tls’ubrﬁ'([t’jl'ﬂt?rgrﬁ IF AL=AL* is TRUE END
b3.mdb ELSE END

bl.dbf

The software agent "AGENT" implements the task execution as a sequence of three consecutive
actions in the form of operations S1, S2, and S3 with databases b1, 52, and 53. If the task

condition 4, = 4" is satisfied at stage S1, the overall task is considered completed. Otherwise, an
operation is executed in the form of merging two databases (51 and 52 ), and the query with condition
A = A is repeated, and so on, for up to three iterations. The software agent technology proposed in

this paper allows one to successfully and efficiently solve a complex of tasks of managing and
analyzing information within a unified heterogeneous information space.

Conclusions

As a result of the analysis of methods for managing information resources in corporate
systems, an approach to the representation of agent-oriented tasks has been considered, based
on analyzing the state of the external environment and the state of the information system.
Two main methods of representing agent-oriented tasks have been investigated: state-based
planning and task-based planning. The specifics of managing the state space and the structure of
modified predicate nets have been analyzed in the context of hierarchical interaction of tasks.

The results obtained can be extended to a certain hierarchy of subordinate nets, taking into
account their features and the necessity of generating metapositions and metatransitions.
The proposed approach makes it possible to reduce time and computational resources through
the activation of subordinate tasks, identification of stable dependencies, and exclusion
of irrational and unsatisfactory solutions from consideration.
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®dinatop Bajentun OJieKCaHAPOBHMY — JOKTOp TEXHIYHHMX Hayk, mpodecop, XapKiBChKHN
HalllOHAJIBHUI YHIBEPCUTET PadioeIeKTPOHIKH, Ipodecop Kadeapyu MTydIHOTO iHTENeKTY, XapKiB, YKpaiHa.

Yepuenko Mwukosaa BojgoaumMupoBHY — KaHIUAAT TEXHIYHUX HAyK, aCHCTCHT Kadenpu IMITy4IHOTO
IHTEJIEKTY, XapKIBChKUI HaIllOHATHLHUIA YHIBEPCUTET PadioeIeKTPOHIKH, XapKiB, YKpaiHa.

NIJITPUMKA 3ABJIAHb KOPUCTYBAYA B IHOOPMAIIIHMHUX
CUCTEMAX HA OCHOBI ATEHTHUX TEXHOJIOT' T

IIpexmeToM po0GOTH € 3aCTOCYBaHHA MYJIBTHATCHTHHUX CHCTEM 1 TEXHOJIOTIH NPOTpaMHUX AareHTIB IUIA
YOpaBIiHHA W aHaiizy iHQOpPMAMIMHUX pecypciB 1 TMOTOKIB 3aBAaHb y PO3MOAUICHUX TE€TEPOTCHHUX
iHpopMmamiiiHuX cepenoBuiax. Po3rasHyTo (opManbHI MOAENi Ta MeXi BUKOHAHHS, IO 3a0e3MeUyroTh
IHTEJIeKTyalIbHUH KOHTPOJb CKIAJAHUX arcHTHO-OPIEHTOBaHMX poOouux mponeciB. MeTa AocCaigmeHHS —
po3poOuTH epeKTUBHI METOAM U Monel MOJaHHS, KOOpIWHALi Ta BUKOHAHHS areHTHO-OPIEHTOBAaHUX
3aBllaHb, [0 T'APAHTYIOTh KOPEKTHICTh i €(EKTUBHE BHKOPHCTAHHS PECYPCIiB Y PO3MOJIIICHUX CUCTEMax.
3aaannsa: Qopmamizamis  iHPoOpMAIIHHOTO MPOCTOPY SK  aureOpaidHOi CHUCTEMH; BH3HAYCHHS
eJIEeMEHTApHUX 1 (QYHKIIIOHATBbHUX 3aBJaHb, OpraHisallis B3a€MO3B’S3KiB MK HHMH B IOTOKH 3aBlIaHb;
MOJICITIOBaHHS TIOBEJIHKH arcHTIB 3a JOMOMOTIOK CTPYKTYp ¢peimiB Ta iepapxiyHux mepex [lerpi 3
METaMNo3MuIlisIMU i MeTanepexogamu. MeToau OCHOBaHI Ha (opManbHOMY MOJENIOBaHHI iH(OpMaIiitHOro
MPOCTOPY, BIPOBAHKCHHI TEOpii aBTOMATIB JJisi aHANi3y MOBEIIHKH arcHTiB, BUKOPUCTAHHI PO3IIMPEHUX
npeauKaTHUX Mepex [leTpi 3 METOI MiNTPUMKH i€papXivyHOTO YIPABIIHHSA 3aBAAHHSIMH, a TaKOX Ha
3acTocyBaHHI JIOTikM oOumciioBansHOro nepeBa (CTL) it aBromara 3anmexxHocTed anst (GopMaiIbHOTO
BH3HAYCHHS B3a€MO3AJCKHOCTEH 1 BHMOT [0 Y3TOKCHOCTI BUKOHAHHS. SIK TPHKIAA, BHKOPHCTAHO
onepanii SQL s imrocTpanii 3uTTs 6a3 TaHUX y MpoIlleci BAKOHAHHS 3aBJaHb. Pe3yJbTaT 10caiiKeHHs
nependavyarTh: (opMaizoBaHy CTPYKTYpPY 3aBIaHb arcHTIB 13 YITKUM PO3MEKYBaHHSM IUTAaHYBaHHS B
IPOCTOP1 CTaHIB i 3aBIaHb, YAOCKOHAJICHY MOJENb CIOTIB y (peiimi A KOMIIJIEKCHOTO ONMUCY aTpUOYTiB
3aBJaHb, i€papXiuHUi Kapkac Mepex [leTpi 3 miIeraTuMu MepekamH JUIsi ONTHMi3alii OOYMCICHb i
peanizalito IporpaMHOTo areHTa, AKUil MociiJOBHO BUKOHY€E YMOBH i3 3MUTTAM 0a3 NaHUX AJIs TOCSATHEHHS
mineit. Ile mae 3MOry CKOpPOTHTH 4Yac BHUKOHAHHS U OOYHCIIOBAJbHI PECypcH BHACIIIOK AKTUBALU] TiNbKH
HEOOXIJIHUX Ti3aBJaHb 1 BHJIYYCHHSA HEe(EKTUBHUX pillieHb. BHCHOBKH MIITBEP/DKYIOTh, IO 3alIPOIIOHOBAHI
MOJIeTIb 1 MeTOAM €(EeKTHBHO PO3B’A3yIOTh CKJIAHI 3aBIAHHS YIPABIiHHS PO3MOAUICHUMH IH(pOpMAaIiiHIMH
pecypcamMu ¥ KOHTPOJIFO POOOYMX TMpOIECiB, 3abe3rmedyrour MacimTaboBaHICTh, HAMIHHICTH I aTOMapHICTh
BUKOHAHHS B MYJIbTHATCHTHUX CUCTEMAaX TeTePOreHHUX O0UHCITIOBAIHHUX CEPEIOBUIIL.

Kio4yoBi cioBa: MynbTHAareHTHI CHCTEMHM; iepapXidyHe YIpaBIiHHSA 3aBAaHHAMH; Mepexi [lerpi;
yIpaBIliHHS 1HPOPMAIIMHUMU pecypcaMH.
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HYBRID MACHINE LEARNING MODEL FOR CLASSIFYING
SOFTWARE BUGS IN SAAS CLOUD APPLICATIONS

In modern cloud computing environments, ensuring the stability and reliability of software applications is one of the
key factors for the effective operation of information systems. A significant portion of failures in such systems are
caused by software errors (bugs), which complicate operation and reduce service productivity. Traditional methods
of manual analysis of bug reports are labor-intensive, so it is necessary to develop intelligent approaches
to automated classification and prioritization of bugs using machine learning methods. The purpose of the article
is to improve the accuracy of classifying types of software bugs in cloud applications. Research objectives:
to develop a complete pipeline for automated processing of bug reports, covering all stages from preliminary cleaning
to classification model building. The methodological basis of the study is the use of natural language processing
(NLP) methods, the SMOTE technique for sample balancing, classical machine learning algorithms, and the
RandomizedSearchCV hyperparameter optimization procedure. The quality of the models is evaluated based on
standard classification metrics such as accuracy, precision, recall, and F1-score, which provides a comprehensive
and objective analysis of the results. Research results. A hybrid model for automated bug classification has been
developed, covering the stages of data collection, preprocessing, vectorization, and modeling. A comparative analysis
of the accuracy of four machine learning algorithms — naive Bayes classifier, decision tree, random forest, and logistic
regression — was performed using different vectorization methods (Bag-of-Words, TF-IDF, Word2Vec). To improve
classification accuracy, the SMOTE data balancing technique was applied. Experimental studies on
a real data set from a cloud environment showed that the Random Forest model achieved the highest accuracy
rates — up to 91.7 %. The results confirm the effectiveness of integrating machine learning algorithms into the
processes of analysis and support of software products in cloud infrastructures. Conclusions. The proposed approach
improves the accuracy of bug classification in cloud computing systems and can be used in monitoring systems,
DevOps platforms, and automated testing tools. The research results provide a basis for the further development of
intelligent tools for predicting and prioritizing software defects.

Keywords: bug classification; cloud computing; machine learning; TF-IDF; Word2Vec; random forest;
test automation.

Introduction

Problem statement. In today's digital transformation environment, cloud computing models
play a key role in ensuring the availability, scalability, and efficiency of software services.
One of the most common cloud paradigms is Software as a Service (SaaS), which provides users
with ready-to-use software applications via the Internet.

Unlike traditional approaches to software deployment, the SaaS model eliminates
the need to install programs on local devices, as the provider is fully responsible
for the development, deployment, updating, and support of the application. Users get access to the
system's functionality according to the terms of the Service Level Agreement (SLA),
which can be regulated by model subscriptions, hourly or volume-based payments. Today,
SaaS solutions are widely used in email, financial services, human resource management,
and other industries.

© Shmatko O., Gamayun I., Kolomiitsev O., 2025
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The growing popularity of SaaS is leading to an exponential increase in the number of users and
the expansion of the functionality of such systems. However, the intensive use of cloud applications
is inevitably accompanied by the emergence of a significant number of software defects that affect
the quality and stability of services. Bugs in SaaS environments can cause delays in business processes,
reduced productivity, a poor user experience, and direct financial losses. In these conditions, the
effectiveness of technical support depends on the speed and accuracy of bug detection, classification,
and prioritization. Manual processing of bug reports is complex, time-consuming, and resource-
intensive, which is why automating bug classification processes is particularly important.

Machine learning methods capable of analyzing large data sets and identifying hidden patterns
in text descriptions of bugs are also of considerable scientific interest. The use of machine learning
algorithms in the field of bug report processing opens up new opportunities to improve the
accuracy of error type identification, reduce the time required to fix them, and reduce the workload
on the development team and system administrators. With the rapid growth in the number of cloud
applications, the need for such approaches is becoming critically important, as the correct
classification and prioritization of defects directly affect the stability and reliability of services.

Automated classification of software bugs in SaaS systems using machine learning methods
is a promising area of research aimed at improving the efficiency of technical support, the accuracy
of defect identification, and the optimization of quality assurance processes. Research in this area
provides a scientific basis for the development of intelligent tools for analysis, forecasting, and
decision support in cloud infrastructures.

Analysis of recent research and publications. In today's environment of increasing software
system complexity, software testing plays a key role in the verification and validation (V&V)
process, ensuring the correctness, stability, and long-term reliability of the systems being
developed [4]. With the increasing criticality of software systems, particularly in the fields of
security, medicine, transport, etc., the costs associated with their analysis, testing, and quality
assurance are also rising significantly. This, in turn, creates demand for effective methods of defect
prediction using intelligent technologies, in particular machine learning (ML) algorithms, which
enable prediction, optimization, and automatic learning with minimal human intervention.

In the context of research aimed at automating the detection of bugs in SaaS applications,
particular attention is drawn to works devoted to the classification of bugs based on bug reports
and the determination of their priority. Researchers point to the availability of both ready-made
tools for code analysis and bug detection, as well as models capable of prioritizing these bugs
based on historical data [5]. In [6], the idea of using machine learning to automate manual
processes, particularly in the area of bug prioritization, is put forward. The authors note that based
on historical bug reports, models can learn to identify patterns and make predictions about the
importance of new bugs. This approach improves classification accuracy and reduces the burden
on technical support.

A similar approach is supported in [7], which emphasizes that the increasing complexity of
software systems significantly complicates manual bug detection, making it slow and prone to
human bug. The use of ML models in such conditions not only improves the quality of software
but also reduces the cost of its maintenance. This is especially true for secure or mission-critical
systems, where even minor bugs can have serious consequences.
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Another promising area of research is the use of ensemble methods in bug triaging — the
process of automatically determining which developer should be assigned a particular bug.
Work [8] demonstrates that ensemble classifiers (which combine several models to achieve better
results) outperform classical machine learning algorithms in bug assignment tasks. This indicates
the possibility of significantly improving the efficiency of the bug handling process and reducing
delays in their resolution.

In [9], an innovative approach to bug prioritization based on emotional analysis of bug
descriptions was proposed. The authors collected data from open sources, performed natural
language processing (NLP), extracted emotional words from the text, and based on this, formed a
feature vector for the ML model. This approach increased classification accuracy (F1 score) by
more than 6 %. The use of emotional analysis allows for better consideration of subjective user
assessments, which is especially important in interface-oriented or client systems.

A significant problem in bug classification tasks is class imbalance, where most examples
belong to insignificant classes, and critical bugs occur much less frequently. In such cases, most
models tend to overfit on frequent classes, which reduces the effectiveness of detecting truly
important bugs. The paper [10] considers an approach that involves building an ensemble classifier
using various oversampling methods to improve the representation of small classes. The results of
the study showed that combining classification and sample balancing reduces the number of false
negatives and improves the accuracy of defect component recognition.

Our study proposes an approach to automating the processes of classification and
prioritization of software bugs in SaaS applications. With the growth in the number of users and
the increase in the functional load on cloud services, the probability of defects occurring is steadily
increasing. These bugs can significantly degrade the quality of the user experience, cause delays
in business processes, and create additional difficulties in maintaining such systems. Therefore, an
urgent task is to develop machine learning models capable of automatically processing bug logs,
identifying defect types, and prioritizing them to optimize the work of development and technical
support teams.

The goal of this work is to improve the efficiency of classifying types of software bugs in
cloud computing environments based on a hybrid approach to software bug classification using
NLP, vectorization, and balanced machine learning methods.

Main material

The proposed design solution for classifying bugs in cloud computing applications uses
machine learning methods to automate and improve the detection and prioritization of software
defects. This approach takes into account the inherent complexity and scaling challenges in cloud
environments, where bugs can manifest in distributed systems, virtualized resources, and
heterogeneous infrastructures. The methodology follows a structured pipeline covering data
collection, preprocessing, feature engineering, model selection and training, evaluation, and
deployment. Although presented as a high-level framework, the solution is adaptable to specific
contextual constraints, as shown in Figure 1.
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The initial phase involves collecting data from a variety of sources relevant
to cloud computing applications. Bug data is aggregated from bug tracking systems
(e.g., Jira or Bugzilla), official repositories, user forums, and historical logs. This multifaceted
approach to sources provides a comprehensive data set that reflects real-world bug manifestations,
including those arising from resource contention, network latency, or configuration bugs in cloud-
native architectures.

After collection, the data is preprocessed to remove noise and inconsistencies. Unnecessary
artifacts, such as duplicate records or discussions unrelated to bugs, are removed. Missing values
are imputed using methods such as replacement by the mean or k-nearest neighbors, while text
data is normalized, tokenized, and stop words are removed. This step transforms the raw input data
into a structured format suitable for machine learning analysis.

' Exploratory |
Data data analysis
collection |
Introduction of features Classification
Handling missing Bag of Words Naive Bayes
values |
- - 4
Word2vec I
Removing duplicates Word2vec Sacisiont )
| ecision tree
Removing stop words = E
 Expanding abbreviations ' Random forest
Removing spaces and ;
L Sample Logistic regression }
Encoding labels _ breakdown .
(Train & Test Data) |

Fig. 1. Algorithm of the proposed bug classification conveyor in cloud computing applications

After cleaning and transforming the data, a vector representation is formed that is suitable for
further processing by machine learning algorithms. This study considered three popular
vectorization methods: Bag of Words (BoW), TF-IDF, and Word2Vec.

1. Bag of Words (BoW). The Bag of Words (BoW) method is a basic statistical method that
represents text as a vector of word frequencies. Let us have a corpus of documents containing

adictionary ¥ ={w;,w,,...,w, } . Each document is represented as a vector:
Vv, =[f(w.d), f(w,.d),.... f(w,.d)],
where f'(w,,d)- frequency of aword w, inadocument d . The method does not take into account

word order and semantic relationships, but it is effective with a sufficient amount of data.
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2. TF-IDF (Term Frequency — Inverse Document Frequency). The TF-IDF method improves
BoW by weighting word frequency based on how unique the term is within the entire corpus.
For aword ¢ in a document d , the TF-IDF formula is calculated as follows:

TF-IDF(t,d, D) = TF(t,d)- IDF(z, D),
where TF(z,d) =log(1+ £ (t,d)),

N
IDF(t,D):Iog[ {deD:ted) J

f(t,d) — number of occurrences of the term ¢ in the document d,

N - total number of documents in the corpus D,
|{d e D:ted} |-number of documents containing the term.

TF-IDF allows you to reduce the weight of common terms and increase the significance
of rare, specific words.

3. Word2Vec. Unlike statistical methods, Word2Vec is a deep learning model that creates
dense vector representations of words, taking into account the context of their use.
Developed by Google in 2013, the model has two main architectures: Continuous Bag
of Words (CBOW) and Skip-Gram.

Let w, is the trarget word, C ={w,_,,...w,_;, W, w,., } — the context. In CBOW, the task

107 dn

Is to predict w, based on the context:

Vi, -h

e

Vi oy’
2.
i=1

where /- average vector representation of words from context; v,— vector representation

P(w,C)=

of aword ;.

In Skip-gram, on the contrary, the model learns to predict contextual words based on
a given word.

In our study, we used the CBOW algorithm with the following parameters:

- min_count = 5 — words that occur less than 5 times are ignored;

—  size = 50 — the dimension of the vector space;

—  workers = 4 — the number of threads for training.

As part of the study, four classic machine learning algorithms were used to solve the problem
of multi-class classification of error types in cloud computing applications: naive Bayes classifier,
decision tree, random forest, and logistic regression.

Each of these methods has its own advantages, limitations, and peculiarities of use in natural
language processing tasks.

1. Naive Bayes classifier. This method is based on Bayes' theorem with the assumption
of conditional independence of features. In text classification tasks, it is considered simple, fast,
and effective.

Its probability model is determined by the formula:
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_POILP ()

P(xl,xz,...,xn)

P(yxl,xz,...,xn)

where y —class, x;, —signs (e.g., words), and P(x, |y) — probability of a sign x, appearing given
the class y .

2. Decision Tree. Decision trees are algorithms that build a hierarchical model where each
internal node branch corresponds to a condition based on a specific feature, and leaf nodes
correspond to classes. The main goal is to minimize entropy or the Gini coefficient during
partitioning. Formally, entropy is used for:

H(D) = _zpi log, p,,
i=1
where p, — proportion of class i elements of D data sets.

Trees are interpretive but prone to overfitting on noisy data.

3. Random Forest. Random Forest is an ensemble method that combines a set of decision trees
created on random subsets of data and features. Each tree votes for a class, and the final prediction
is determined by majority vote. The method reduces model variance, improving generalization:

y= mode{hl(x),h2 (x),..0hy (x)}
where £, (x) — forecast of the i -th tree.
Random forest demonstrates high accuracy, especially on complex and large-scale data,
making it effective for text classification.
4. Logistic Regression. This linear method is widely used for classification tasks due to its
mathematical rigor and stability. Softmax regression is typically used for multi-class classification.
The probability of belonging to a class 4 is determined by:

eﬂé’ x

- = )
S
j=1

where S, — vector of coefficients for class &, x — feature vector.

P(y=kx):

Optimization is performed by maximizing the logarithmic likelihood function.

After the model is defined, it is trained on the prepared data set. The training process includes
sample balancing to avoid bias towards the dominant class, cross-validation to evaluate the model's
generalization ability, and selection of optimal hyperparameters. The result is
a classification model that can automatically recognize bug categories based on the textual and
structural features of the bug report.

During the validation stage, the model is evaluated using a separate test dataset.
Its effectiveness is assessed using standard classification quality metrics such as accuracy,
precision, recall, and F1-score. Each of these metrics allows us to evaluate different aspects of the
model's performance: its ability to correctly classify objects, avoid false positives and false
negatives, and the overall balance between precision and recall.

After passing the evaluation stage, the model is deployed in a cloud environment.

Its integration into real systems allows you to automate the process of processing new bug
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reports, classify them in real time, and route them to the responsible executors. This, in turn, helps
to reduce response time, increase the efficiency of technical support, and generally optimize the
software maintenance process.

High-quality and meaningful data is the foundation of modern data science, as the
effectiveness and accuracy of a machine learning model directly depend on the quality
of the source data set. That is why the first stage of implementing the proposed
approach was data processing, which included collection, cleaning, visualization,
and exploratory data analysis (EDA).

Figure 2 shows a deployment diagram that reflects the architecture of the bug classification
system in the SaaS cloud environment.

Deployment Diagram — Bug Report Classification System

Development System Client Device
(Jira / Bugzilla / CI-CD) (Web/CLI Tool)
Bug Tracking SystemD‘ ‘ User Interfacelﬁ‘
/
automatic transfer APl request:
of bug descriptions | new bug report

7
Cloud Infrastructure (Cloud Platform) \ /

I

Application Server
(Backend Server)

REST API Servicea‘

.

Vectorization Module B
(BoW/TF-IDF/Word2Vec)
Preprocessing Modulem‘ classification request
ML Training Environment
(Compute Node)
Hyperparameter TuningE Data BalancerE
(RandomizedSearchCV)

(SMQOTE) »/
Training Script G Bug Classifier Module ki
(Python + scikit-leam) (Random Forest + TF-IDF)
| /
read training data Ee training logs

log writing odel download
Data Storage
(Database / Object Storage)

\)‘ Dataset Repr:-sitoryIIE

access to dictionary/metadata store trained model

o

Model Storage
(ML Models)

(Bug Reports)

Logs StorageD‘

Fig. 2. Algorithm of the proposed bug classification conveyor in cloud computing applications
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The architecture of the proposed automated software bug classification system in cloud SaaS
applications consists of a number of interconnected components located in the cloud infrastructure
and designed to ensure a complete bug report processing cycle — from the moment the data is
received to the formation of a classification conclusion. Each component performs clearly defined
functions, ensuring scalability, modularity, and the ability to flexibly integrate with existing
DevOps services and support systems.

1. Cloud Platform. The main environment in which all server modules of the classification
system are deployed. Provides scalability, network interaction, and computing resources.

2. Backend Server. Hosts software components that process requests, classify bugs, and
coordinate interaction between other modules:

—  REST API Service — an interface for interaction between users, external services, and
the classification system. Accepts bug reports and returns classification results.

—  Bug Classifier Module — the main classification module, which runs a trained machine
learning model (Random Forest + TF-IDF).

—  Preprocessing Module — a component for cleaning and normalizing the text of bug
reports before vectorization.

—  Vectorization Module — implements Bag-of-Words, TF-IDF, and Word2Vec methods to
convert text into numerical vectors.

—  Data Balancer (SMOTE) — used during model training to eliminate class imbalance.

3. Data storage (Database / Object Storage). Used to store permanent data and models:

— Dataset Repository — storage of bug reports, dictionaries, and metadata.

— Logs Storage — storage of system logs, classification history, and technical events.

— Model Storage - file or object storage of a trained ML model available to
the classification module.

4. ML Training Environment (Compute Node). A separate powerful computing environment
designed for training models:

— Training Script (Python + scikit-learn) — scripts for training classifiers.

— Hyperparameter Tuning (RandomizedSearchCV) - a module for optimizing
hyperparameters to achieve the best accuracy.

5. Development System (Jira / Bugzilla / CI/CD). An external data source that automatically
transfers bug reports to the classification system or receives analysis results.

— Bug Tracking System - a bug management tool that integrates with
the system's REST API.

6. Client device (Web/CLI Tool). A component through which the user interacts
with the system:

— User Interface — a web interface or command interface that allows you to send bug reports
and view classification results.

This study uses a publicly available dataset published on the Kaggle platform in 2020 [11].
This is because most similar data is either closed or extremely labor-intensive to collect
independently.
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The dataset is an example of a web-based issue tracker, specifically in the field of Python

development.

Its structure is presented in Table 1, which contains a description of the attributes used for
further construction of bug classification models.

Table 1. Data set characteristics

Ne Attribute Description

1 Unnamed The column contains a unique identifier for each record

2 Title The column contains the full text of the bug in the form of a
record

3 Type Target variable (label); indicates the type of bug

The dataset contains 5,300 records and three main attributes: a unique identifier (Unnamed),
a text description of the bug (title), and a target variable — the error type (type). A total of six
bug categories have been identified: enhancement, security, compilation bug, resource utilization,
performance, and crash.

An example description is shown in Figure 3. A distinctive feature of this data is that bug
names often contain technical codes (e.g., SyntaxError, ImportError), which significantly
complicates the classification task, since the language is not natural in the usual sense.

Title

Type

Doc strings omitted from AST

Upload failed (400): Digests do not match on tar gz ending with x0d binary code

ConfigParser writes a superfluous final bank line

csv.reader() to support QUOTE_ALL

IDLE: make smart indent after comments line consistent

xml.etree Elementinclude does not include nested xincludes

Add Py BREAKPOINT and sys._breakpoint hooks

documentation of ZipFile file name encoding

Allow ‘continue’ in ‘finally’ clause

Mowve unwinding od stack for “pseudo exceptions” from interpreter to compile
Improve regular expression HOWTO

Windows python cannot handle an early PATH entry containing “.._” and
python.exe

tkinter after_cancel does not behave correctly when called with id=None
PEP 1: Allow provisional status for PEPs

os.chdir(), os getcwd() may crash on windows in presence of races

tk busy command

os.chdir() may leak memory on windows

Performance
Resource usage
Performance
Crash
Performance
Crash

Crash
Performance
Crash

Crash

Crash

Enhancement

Performance
Crash
Enhancement
Crash

Compiler error

Fig. 3. Example of bug description

The distribution of error types is analyzed using graphical visualization. Figure 4 shows
a histogram demonstrating the number of records for each error type. The most common bugs are
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those related to performance, while the least common are those related to resource utilization.
Since this is a multi-class classification, the issue of class balancing is not critical. Instead, it
is advisable to use a cross-validation method, which avoids overfitting the model.
This approach involves dividing the entire dataset into several parts (folds) and testing the
model step by step on each subset, which significantly increases the accuracy and stability
of the results.

Types of Errors in Cloud Applications
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Fig. 4. Distribution of bugs by type

The next step was to analyze the frequency of terms in bug descriptions. One of the simplest
but most informative approaches is to use unigrams — single words that are considered
independently of each other. Figure 5 shows a graph with the ten most frequently used words,
among which the word module occurs most often, while python occurs least often. Most of them
are typical for bugs in Python repositories (e.g., file, function, code).

Most Frequent Words in Error Descriptions

module

windows

files

documentation

file

Word

argument
function
functions

code

python

f T T T T T T
0 20 40 60 80 100 120
Number of Occurrences

Fig. 5. Most frequently used words in bug descriptions
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Preprocessing is a key step in the process of extracting knowledge from data, as it allows raw,
unstructured, or partially structured information to be converted into a machine-readable format.
Real-world datasets are typically characterized by incompleteness, redundancy, instability, and
errors. Therefore, the application of high-quality preprocessing procedures is
a prerequisite for building a reliable and generalizable machine learning model.

Within the scope of this study, preprocessing was implemented in several stages, which can
be broadly divided into two main phases: working with raw data and basic preprocessing
with data labeling.

After completing the cleaning stages, the data was ready to be transformed into a format
suitable for modeling. In particular, the type column, which is a categorical variable, needed to be
converted to a numerical format.

To do this, we used the Label Encoding method, which replaces each unique category with a
corresponding number. As a result, all six error classes received unique numerical labels.
The scheme of encoded values is shown in Figure 6.

Label Error Type
[o] Crash
Enhancement
Performance
Resource usage
Security
Compile

vl slwN| e

Fig. 6. Label encoding for multi-class classification

An equally important challenge in classification tasks is the problem of class imbalance, when
the number of records for different categories is uneven. Although the dataset under study is multi-
class, there is also a significant imbalance in the number of examples for
each type of error.

To solve this problem, a combination of random oversampling and the SMOTE (Synthetic
Minority Oversampling Technique) method was used. SMOTE is an algorithm for generating
synthetic examples for minority classes by interpolating between existing points in the feature
space. This approach not only balances the distribution of classes, but also reduces the likelihood
of overfitting, which often occurs when simply duplicating minority examples.

As a result of balancing, the distribution of data across classes was evened out. This is clearly
demonstrated in Figure 7, which shows the final state of the dataset with evenly represented
classes.

Within the scope of this study, four popular machine learning algorithms were selected to
solve the problem of multi-class classification of error types in cloud SaaS applications:

— Naive Bayes classifier;

— Decision Tree;

— Random Forest;

— logistic regression.
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In order to improve the efficiency of modeling and conduct a more in-depth analysis of the
impact of different approaches to text feature representation, a series of experiments were
conducted, which included the use of various vectorization methods, parametric optimization, and
comparative evaluation of models.

00
2000 1
1500 {
1000 |
500 {
’ (2] = - ('] i~ =]

Fig. 7. Final state of the dataset with evenly represented classes

=]

Seven key experiments were implemented, covering the following components:

— Three methods of text vectorization: Bag-of-Words (BoW), TF-IDF, and Word2Vec -
a modern method of vector representation of words based on a neural network.

— Optimization of model hyperparameters for Bow and TF-IDF using the Randomized
SearchCV method, which allows you to efficiently find the best parameter configurations.

— Comprehensive comparative analysis of model performance by metrics: accuracy, recall,
precision, and weighted average (F1-score).

The formulas for calculating key metrics are presented below:

TP+TN
Accuracy = :
TP+TN + FP+ FN
Precision = L;
TP + FP
Recall = L;
TP+ FN
Fle2x Precision x Recall

Precision + Recall’

where TP, TN, FP, FN are true positive, true negative, false positive, and false negative
predictions, respectively.

The dataset was divided into training and test samples in an 80/20 ratio, where 80 % of the
records were used to train the model and 20 % to evaluate its generalization ability.
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To ensure the reproducibility of the experiments, a fixed parameter random_state = 42 was
used, which guarantees the same division of the dataset each time it is run.

Each of the four classification algorithms was trained based on three different types
of vectorization, which made it possible to evaluate how the method of text representation affects
the performance of the model.

The results of the study confirm that dataset balancing combined with model hyperparameter
optimization are critical factors for achieving high classification accuracy.
Four machine learning algorithms were used in the experiments: naive Bayes classifier, decision
tree, random forest, and logistic regression — to classify bugs on both balanced
and unbalanced datasets.

One of the key classifiers used in the study is Multinomial Naive Bayes, which is widely used
for text classification. It is based on Bayes' theorem, assuming conditional independence of
features. Since this is a multi-class task, the MultinomialNB implementation was obtained from
the scikit-learn library and used in all experimental scenarios.

All experimental results for the Naive Bayes model are shown in Figures 8 and 9.

Imbalanced Dataset — Accuracy Compariscn

100 4 [ZZ) Train Accuracy

SN Test Accuracy

80 A

60

Accuracy (%)

40 1

20

BOW TF-IDF Word2Vec PT-BOW PT-TFIDF

Fig. 8. Comparison of model accuracy for an imbalanced sample

The Naive Bayes model demonstrates different effectiveness depending on the vectorization
method and the state of the sample (balanced or unbalanced). The best result was obtained for
TF-IDF with tuned hyperparameters (PT-TFIDF).

The model achieved 97.14 % accuracy on the training set and 88.18 % on the test set, which
is the highest result among all configurations.

Word2Vec vectorization showed low performance on the test data, indicating insufficient
representativeness of semantic spatial features in this task.

Balancing the dataset significantly improved the classifier's performance: a comparison of
experiments 1 and 2 shows a 15-20 % jump in performance.
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Thus, hyperparameter tuning and correct sample preparation are critical factors for achieving
high accuracy in bug report classification tasks.

Balanced Dataset — Accuracy Comparison
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Fig. 9. Comparison of model accuracy for a balanced sample

The study also generated a Classification Report for the Naive Bayes model with the best
parameters (BOW-tuned). Based on the Classification Report, a diagram was constructed
(Fig. 10), which details the Precision, Recall, and F1-measure values for each error category.

Comparison of Precision, Recall, and F1-score for Each Class
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Fig. 10. Comparison of metrics for each class

Decision trees belong to the class of interpreted machine learning models and are widely used
for prediction and classification tasks due to their simplicity, high learning speed, and ability to
work with nonlinear dependencies. The algorithm for constructing a decision tree is based on
iterative division of the feature space by selecting splitting criteria that minimize uncertainty
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(impurity) in data subsets. This approach allows building a hierarchical structure of rules,
according to which the model matches new inputs with the corresponding classes.

In this study, the DecisionTreeClassifier algorithm from the scikit-learn library was used to
classify software errors. After loading the data, preprocessing, and vectorization, the model was
trained on the training set and tested on the deferred part of the data. To ensure a correct quality

assessment, all experimental scenarios similar to the previous Naive Bayes analysis were also
applied to this model.

The generalized results are presented in Figures 11, 12.

Imbalanced Dataset — Decision Tree Accuracy
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Fig. 11. Comparison of model accuracy for imbalanced samples

Balanced Dataset — Decision Tree Accuracy
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Fig. 12. Comparison of model accuracy for balanced samples

The Decision Tree model achieves maximum accuracy on the training set in almost all
experiments, which is typical for decision trees, as they are prone to overfitting.




171

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

This is especially noticeable when training on an unbalanced dataset, where accuracy scores
on the test sample are significantly lower — from 43 % to 65 %, depending on the vectorization
method.

After applying sample balancing, the model's performance improved significantly:

— test accuracy increased to 86-88 % in configurations with BOW and TF-IDF,

— results for Word2Vec remained low (=43 %), which is consistent with previous
observations and indicates the ineffectiveness of Word2Vec in this context.

The optimal hyperparameter values were selected for the model:

— criterion = "gini"

— max_depth =54

— min_samples_leaf =4

— min_samples_split = 95

This setting partially reduced model overfitting, although Decision Tree remains inherently
sensitive to noise and data complexity.

The results showed that after optimizing the parameters, the accuracy of the BOW and
TF-IDF-based models is practically identical. The slight advantage of TF-IDF (up to 87.79 % test
accuracy) is due to the fact that this method better takes into account the weight of rare terms,
which is critical in text tasks.

The classification report was used for a detailed analysis of the model's behavior (Fig. 13):

— the largest number of misclassifications occurs in classes with similar text features;

— the F1-measure for individual categories varies significantly, confirming the sensitivity
of the decision tree to data distribution.

Comparison of Precision, Recall, and F1-score for Each Class
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Fig. 13. Comparison of metrics for each class

Within the scope of this study, the RandomForestClassifier implementation from
the scikit-learn library was used. After loading the vectorized data, the model was trained on the
training sample and evaluated on the test sample.
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All experimental scenarios — for different vectorization methods and with/without
hyperparameter optimization — were tested sequentially. The generalized results are shown
in Figures 14, 15.

Imbalanced Dataset — Random Forest Accuracy
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Fig. 14. Comparison of model accuracy for imbalanced samples

Balanced Dataset — Random Forest Accuracy
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Fig. 15. Comparison of model accuracy for balanced samples

The results show that Random Forest demonstrates significantly better classification quality
compared to decision trees and Naive Bayes in most settings. In particular, it can be seen that:

1. The best result was achieved for TF-IDF with tuned hyperparameters (PT-TFIDF)

— Train accuracy: 100 %;

— Test accuracy: 91.73 % — the highest score among all models in the study.

This confirms that Random Forest not only successfully overcomes the problem of decision
tree overfitting, but also makes the most complete use of the information provided
by TF-IDF vectorization.
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2. Impact of sample balancing

A comparison of the results between part 1 (Imbalanced) and part 2 (Balance) shows:

— the accuracy gain on the test is between 20 and 30 % for BOW and TF-1DF;

— Word2Vec accuracy remains low (~58 % regardless of balance), indicating its limited
effectiveness for classifying short text descriptions of errors in this dataset.

3. Selected hyperparameters

The following values were used to achieve optimal productivity:

— criterion = "entropy”

— max_depth =79

— min_samples_leaf =1

— min_samples_split=79

The combination of a large tree depth and a split value of 79 ensured a balance between tree
variability and overall ensemble consistency.

According to the classification reports obtained, the precision for all classes varies
from 73 % to 100 % (Fig. 16), which indicates the model's high ability to correctly assign most
samples to the appropriate categories.

The results for classes 4 and 5 are particularly indicative, where the model achieved 100 %
recall, i.e., it was able to detect all cases that actually belong to these classes. Such indicators are
considered excellent in the tasks of automated classification of text descriptions of errors.
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Fig. 16. Comparison of metrics for each class

Analysis of the F1-measure confirms that the generalized model is well balanced and shows
no signs of overfitting or underfitting. F1-scores remain consistently high for most classes,
indicating an effective combination of accuracy and completeness. It is important to note that all
classes contributed approximately equally to the learning process, which ensured increased model
stability and its ability to work on various types of data.

In this study, the LogisticRegression implementation was imported from the
sklearn.linear_model library. The model was trained on pre-processed and vectorized data, after
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which it was evaluated on a test set. All experimental scenarios — different vectorizations,
hyperparameter optimization, and balanced/unbalanced sample analysis — were applied
to logistic regression in the same way as to other classifiers.

Further analysis of the results allowed us to evaluate how well logistic regression can cope
with the task of classifying software bug descriptions and how its productivity compares
to Naive Bayes, Decision Tree, and Random Forest.

Within the scope of the experiments, logistic regression was tested under similar conditions
as other classifiers — with different vectorization methods (BOW, TF-IDF, Word2Vec), as well as
with tuned hyperparameters for BOW and TF-IDF. The generalized results of the model
are shown in Figures 17, 18.

Imbalanced Dataset — Logistic Regression Accuracy
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Fig. 17. Comparison of model accuracy for imbalanced samples
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Fig. 18. Comparison of model accuracy for balanced samples
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Logistic regression demonstrates lower productivity compared to other classifiers,
in particular Random Forest and Naive Bayes. The main observations are as follows:

1. Relatively low accuracy on an unbalanced dataset

The model showed test accuracy in the range of 46—66 % for most vectorization methods, and
even below 50 % for Word2Vec, indicating the difficulties of logistic regression in conditions of
uneven class distribution and high variability of text descriptions.

2. Improved results after data balancing

For a balanced dataset, the productivity of logistic regression improved:

The best values were obtained for PT-BOW, where the test accuracy was 88.27 % and the
training accuracy was 93.37 %.

This indicates that logistic regression is sensitive to class imbalance and can work much more
effectively after preliminary sample correction.

3. Low efficiency of Word2Vec

Word2Vec showed the worst results among all vectorization methods: Train: 40.12 % —
Test: 42.15 %

Since logistic regression is based on linear class separation, Word2Vec semantic vectors
probably did not provide sufficient discriminatory information in this case.

4. Hyperparameters used

To improve model productivity, the following parameters were set:

- C=10

— solver = "newton-cg"

The parameter C=10 reduces regularization, allowing the model to better adapt to the data,
while the newton-cg optimization algorithm is effective for multi-class tasks.

The obtained metric values (Fig. 19) indicate that the logistic regression model demonstrates
stable classification quality for most error categories.
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In particular, precision ranges from 73 % to 99 %, which indicates the model's high ability to
correctly recognize samples belonging to the corresponding classes. Classes 4 and 5 stand out in
particular, for which the model achieved 100 % recall, i.e., it was able to detect all real instances
of these categories without omissions. Such indicators are important for tasks where it is critical
to minimize the loss of important or rare defects.

The F1-measure values confirm that the model does not suffer from overfitting
or underfitting. The Fl1-score remains high and balanced for most classes, indicating
a harmonious balance between accuracy and completeness. The absence of significant failures
in any of the categories demonstrates that the model generalizes the data adequately and does not
reorient itself to individual classes.

It is also important to note that all classes made a relatively equal contribution to the training
of the model. This indicates that the training process was well balanced and that the preprocessing
and sample balancing methods made it possible to avoid the dominance of certain categories.
This result is critical for practical application, as it ensures stable forecasting in
a variety of real-world bug report scenarios.

Overall, logistic regression, despite its relatively lower accuracy in some configurations,
demonstrates satisfactory and interpretable results, making it useful as a base model in automated
software bug classification systems.

For a generalized comparison of the results, a Train/Test graph (Fig. 20) of the accuracy
of all models was constructed, which clearly demonstrates that Random Forest outperforms other
approaches in key metrics (see Train/Test comparison graph).

Comparison of Train and Test Accuracy for All Models
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Fig. 20. Comparison of model accuracy on Train/Test data

Based on a comparison of all models, their accuracy, resistance to sample imbalance, ability
to generalize complex textual features, and effectiveness after optimization, the best model in this
study is Random Forest. It provides the highest test accuracy (91.73 %), demonstrates no
overfitting, performs consistently on all experimental sets, and provides an optimal
compromise between productivity, reliability, and the necessary flexibility. Random Forest
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is recommended as the primary model for building automated bug report classification
systems in SaaS environments.

The productivity of an error classification system in cloud applications is a determining factor
in its suitability for use in real-world workloads. Since the speed of processing bug reports directly
affects the timeliness of incident response, the study evaluated two key characteristics: machine
learning model training time and inference time, i.e., the time required to classify
a single new bug report. The results are visualized in the corresponding graphs, allowing for
a clear comparison of the effectiveness of different models.

The training time analysis showed significant differences between classifiers (Figure 21).
The Naive Bayes model demonstrated the shortest training time (=0.12 s), which is expected given
its linear nature and lack of complex parameter optimization. Logistic Regression also
demonstrated high performance, with a training time of about 0.95 s. Decision Tree, on the other
hand, was more resource-intensive (=1.8 s), which is associated with the need to build a deep
hierarchy of nodes. The longest training time was observed for Random Forest (=7.5 s), since the
model consists of an ensemble of trees and requires significant computational resources to form
an optimal set of decisions. Despite this, Random Forest showed the highest accuracy among all
tested models (91.7 %), which justifies its use in the presence of the appropriate infrastructure.

Comparison of Model Training Time
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Fig. 21. Comparison of model training times

Inference time analysis (Figure 22) showed that all models provide almost instantaneous
classification, which is an important condition for integration into real cloud services.
The processing time for a single query was ~0.002 s for Naive Bayes, ~0.004 s for Logistic
Regression, and ~0.006 s for Decision Tree, while Random Forest showed a slightly slower
inference time (=0.015 s). However, even the maximum value remains within a few milliseconds,
which allows you to classify hundreds or thousands of bug reports per second and maintain system
operation in near real-time mode.

The system scalability assessment confirmed that the proposed architecture is effective for the
cloud environment. Using TF-IDF as the main vectorization method ensures linear scaling of
computational costs as data volumes increase and allows large text message streams
to be processed without a significant increase in preprocessing time. In addition, the Random
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Forest model naturally supports horizontal scaling, since tree construction can be parallelized
across multiple computing nodes, which is especially important when processing large datasets or
during regular model retraining.
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Fig. 22. Comparing of models inference time

Separating the training and inference processes also provides a significant advantage for
scaling. Model training is performed on a separate computing node, which allows the model to be
updated without stopping the classification service, maintaining the continuity of the system.
This is consistent with typical cloud service operating practices and ensures the system's resilience
to changes in data volumes and the intensity of error reports.

This study prioritizes errors in SaaS-type cloud applications based on their frequency of
occurrence in the available dataset. The results are visualized in Figure 23, which shows the
distribution of errors by type, taking into account their relative share.

Bug Prlorltlzatlon
Other pesource Usage

Security
Improvements

Performance

Failures

Fig. 23. Bug prioritization




179

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

The analysis of the graph shows that the most common bugs are related to system productivity,
accounting for 46 % of the total. Such bugs are usually related to response delays, inefficient use
of computing resources, or slow data processing. They have a significant impact on the quality of
user interaction with the application and require immediate response from developers. In second
place in terms of frequency are crash errors, which account for 37 %.
This type of error is critical because it causes the application to suddenly stop working, which can
lead to data loss and disruption of service continuity.

Other types of errors are less common but no less important in terms of ensuring system
reliability. For example, system functionality improvements, security issues, compilation errors,
and resource usage issues together account for about one-fifth of all cases. In particular, security
errors (5 %) require special attention, as even single cases of such failures can have serious
consequences for users and companies, especially in the context of data privacy and regulatory
compliance. The smallest share — only 2 % — is accounted for by errors related to resource usage.
This type usually manifests itself in conditions of large data processing volumes or excessive load
on the computing infrastructure, which, in turn, may indicate the need to optimize
the architecture or scale resources.

The approach proposed in this work has certain limitations. One of the key challenges is the
temporal degradation of the model: with the development of cloud computing applications,
the emergence of new features, or changes in the data structure, the effectiveness of pre-trained
models may decline. To maintain high classification accuracy, it is necessary to regularly
update and retrain models on current data. This will ensure that the models correspond
to the current state of software systems and allow for high productivity to be maintained
in real-world conditions.

Conclusions

Classifying bugs in cloud computing applications using machine learning methods is
an important task that combines technical components with a deep understanding of the subject
area. The study confirms the feasibility and effectiveness of using machine learning algorithms for
automated detection and classification of various types of bugs in a cloud environment. Thanks to
their ability to process large amounts of data generated by cloud systems, these algorithms enable
real-time bug prediction with high accuracy.

The proposed approach contributes to a significant increase in the efficiency of bug detection
and elimination processes, which, in turn, reduces the risk of downtime and increases the reliability
of cloud services. The application of such solutions can be an important component in ensuring
the stable operation of critical information systems, especially in the context of growing business
dependence on cloud technologies.

In addition, a promising area for further research is the implementation of transfer learning
methods, which allow the knowledge gained from previous bug classification tasks to be used
to improve the accuracy of models in new, similar contexts. The application of domain adaptation
methods is also relevant, especially in cases where there is a discrepancy between the distributions
of training and test data.
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IImatko OJjiekcanap BitanilioBuu — kaHIUIAT TEXHIYHUX HAYK, JOICHT, XapKiBChKUIl HalliOHATbHUIH
YHIBEPCUTET PagioeNeKTPOHIKH, JOICHT Ka(eapu eJIeKTPOHHUX O0YHNCIIOBATBHIX MAIINH, XapKiB, YKpaiHa.

I'amaion Irop IleTpoBuY — JOKTOp TEXHIYHUX HAYK, mpodecop, HarionanbHuil TeXHIYHUN YHIBEpCUTET
"XapKiBCbKHAW TMONITEXHIYHUH THCTHTYT"', Tipodecop Kadeapu mporpaMHOi iHXEHepil Ta IHTENEKTyaIbHUX
TEXHOJIOTIH yNpaBJiHHsA, XapKiB, YKpaiHa.

KoaomiiineB Onekciii BosonumMupoBuy — 3acinyXeHH BUHAXITHAK YKpaiHH, JTOKTOP TEXHIYHUX HAYK,
npocdecop, HamioHanmbHUi TexHIYHMH yHIBepcuTeT ''XapKiBCHbKHE NOMITEXHIYHUH iHCTHTYT', Tpodecop
Kageapu KOMIT FOTepHO] iHKeHepil Ta mporpaMyBaHHs, XapKiB, YKpaiHa.

I'bPUAHA MOJAEJ/Ib MAHIMHHOI'O HABYAHHSI
JUIA KITACU®IKALII ITPOTPAMHUX ITOMUJIOK
Y XMAPHHUX SAAS-3ACTOCYHKAX

VY cydJacHHX XMapHHX OOUYNCITIOBAIBHUX CEpeOBUINAX 3a0e3ledeHHs] CTaOUIFHOCTI Ta HAAIMHOCTI TPOTPaMHHX
3aCTOCYHKIB € OJTHUM i3 KIIFOUOBHX YMHHHUKIB e()eKTHBHOI poboTH iH(popMaLiifHIX crcTeM. 3HaYHy YacTHHY 300iB Y TAKHX
CHCTEMaxX CHPHYMHSIOTH IPOTPaMHi MOMIIIKU (0aru), siki YCKJIaJHIOIOTh €KCIUTyaTallilo Ta 3HIDKYIOTh MPOIYKTHBHICTh
cepiciB. TpaauwiiiHi MeTOIM PY4YHOro aHaiidy 3BITIB MPO HNOMWIIKH € TPYJOMICTKMMH, TOMY HEOOXIHO pO3pOOWTH
IHTEJICKTyaIbHI MiXOAW J0 aBTOMATH30BaHOI Kiacuikaiii Ta MpiOpUTH3AIli MOMIJIOK i3 BUKOPUCTAHHSIM METOIIB
MalIMHHOTO HaBYaHHs. MeTa cTaTTi — MIBUILEHHS TOYHOCTI Kiacugikalii TUIIB IPOrpaMHUX MOMMUIIOK Y XMapHHUX
3aCTOCYHKax. 3aBAaHHs JAOCIIKeHHs1: ()OpPMyBaHHs MMOBHOTO KOHBEEPa aBTOMATH30BAHOTO OOpPOOJIEHHs IaHuX Oar-
PEeTopTIB, 10 OXOIUTIOE BCi €TAITH — BiJl MOMEPEIHBOT0 OYMIIIEHHS 0 o0y m0BH Mozem kiacudikamii. MeToaoaoriyuna
O0CHOBA JIOCJTIIZKeHHS TTOJISTae Y BUKOPUCTaHHI MeToAiB 00po0eHHs mpupoaroi MmoBu (NLP), rexaiku SMOTE ms
OamaHcyBaHHS BHOIpKHM, KJIACHYHUX aJrOPUTMIB MAIIMHHOTO HABYaHHA, a TaKOX MPOIEIypH ONTUMI3allil
rinepnapametpiB RandomizedSearchCV. SKicTh MoJeNnel OIIHIOETECS HAa OCHOBI CTAaHAApPTHUX KiacH(iKallifHIX
METpUK, TaKuX sIK accuracy, precision, recall Ta Fl-score, mo 3a0e3neuye KOMIUIGKCHUH i 00’€KTUBHUI aHaIi3
OoTpuMaHuX pe3ynbTaTiB. Pe3yabraTm mocaimkennsi. Po3poOieHo TiOpumHy Mozenb IS aBTOMAaTH30BaHOI
KJacudikanii MOMHUIIOK, 10 OXOIUIIOE €Tary 30UpaHHsl, ONePeIHbOr0 0OPOOIICHHS, BEKTOPHU3aLlil Ta MOJISIIIOBAHHS
JIAHUX. ITpoBeneHo MOPIBHSUIBHUM aHayi3 TOYHOCTI YJOTHPHOX ITOPUTMIB MAIIXHHOTO
HaBYaHHS — HAIBHOTO 0aeciBChKOTO Kilacu(ikaTopa, JiepeBa pillleHb, BUIAJAKOBOIO JIICY M JIOTICTUYHOI perpecii —
i3 BUKOPHCTAaHHIM Pi3HUX MeToiB Bekropusauil (Bag-of-Words, TF-IDF, Word2Vec). Jlns nigBUILIEHHS TOYHOCTI
kiacudikaii 3actocoBano TexHiky OanancyBanns naHux SMOTE. ExcriepuMeHTabHI OCTIKEHHs HA peabHOMY
Ha0Opi JaHUX i3 XMapHOTO CEepeloBHINA MPOJSMOHCTPYBAJH, IO MOJIENb Random Forest mocAria HaWBUIIAX
MOKA3HUKIB ToUHOCTI — 10 91,7 %. PesynpraT miATBEpIKYIOTh €(PeKTUBHICTD IHTETPALlii AITOPUTMIB MAITIHHOTO
HaBYAaHHS B TIPOLECH aHANi3y ¥ MITPUMKA TIPOTPaMHUX NPOAYKTIB y XMapHUX iHQPacTPyKTypax.
BucHoBkH. 3ampornoHoBaHWM IMiaxin 3abesnedye MiIBUILEHHS TOYHOCTI Kiacu(ikamii MOMWIOK y XMapHHX
00YNCITIOBANIFHUX CUCTEMaXx 1 MOke OyTH BUKOPUCTAaHHMH y ccTeMax MOHITOpuHTY, DevOps-tnardopmax i 3acodax
aBTOMAaTU30BaHOI'O TECTyBaHHA. Pe3ylbTaTH JOCHI/DKEHHS € OCHOBOIO [UISi IOJAIBIIOIO  PO3POOJIEHHS
IHTEJIEKTyaJIbHUX IHCTPYMEHTIB IIPOrHO3YBaHHs i NpiopuTH3aii 1e(eKTiB NporpaMHOro 3a0e3neyeHHs .

Kaouosi cioBa: knacudikallis NOMWIOK; XMapHi OOYMCICHHs;, MallMHHe HaB4aHHs;, TF-IDF; Word2Vec;
BUIIAIKOBHI JTiC; aBTOMATH3allisl TECTYBaHHSL.
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EVALUATING THE EFFECTIVENESS OF OPEN-SOURCE SOLUTIONS
FOR MONITORING AND LOAD BALANCING
IN MICROSERVICE APPLICATIONS

Subject of Research. Subject of the article is open-source solutions and their application for monitoring and load
balancing in microservice applications operating in specialized computer systems. The research covers a wide range
of tools, including metric collection systems, centralized logging, and distributed request tracing. Relevance of the
work is determined by the constant growth in complexity of distributed architectures and the critical need for effective
performance control (observability) and stable traffic distribution. Goal. The goal of the work is comprehensive
empirical evaluation and comparison of key open-source monitoring and load balancing tools, specifically
Prometheus/Grafana (for metrics), ELK stack (for logs), HAProxy, Nginx, Traefik (load balancers), as well as Istio
and Linkerd (service mesh), with the goal of developing practical recommendations for designing and operating
microservice systems. Tasks. The tasks are conduct analysis of popular open-source tools, define criteria for their
effectiveness, create a test environment based on Kubernetes and conduct a series of load tests with various
configurations, as well as perform quantitative assessment of key performance indicators, including latency,
throughput, and resource utilization. Methods. Applied methods of systematic analysis, empirical modeling, and
benchmarking. For objective comparison, load testing methods (baseline and stress scenarios) were used in
a Kubernetes cluster. Key evaluation criteria included request processing latency, throughput, and resource overhead
of the tools themselves. Result. The obtained results confirm that open-source solutions are capable
of providing high-level observability and effective load balancing in specialized computer systems, while remaining
a cost-effective alternative to commercial products. The study identified strengths and weaknesses of each tool,
allowing for informed selection based on specific project requirements. Conclusions. Confirmed the ability of open-
source tools to effectively provide observability and load management in specialized computer systems, remaining
a cost-effective alternative to commercial products. The conclusions made allow for the formulation of practical
recommendations for designing and operating microservice applications with a focus on stability and performance.
The research results can be used in making architectural decisions for distributed systems of various scales.
Keywords: load balancing; microservice; monitoring; open-source; service mesh; specialized computer system.

Introduction

Problem statement. Modern information systems are increasingly being designed based on
microservice architecture. This approach involves dividing a complex application into a set of
relatively independent services, each of which performs clearly defined functions and can be
deployed separately. The use of microservices increases development flexibility, scalability, and
system resilience, which is especially important in specialized computer systems, such as
telecommunications platforms, financial solutions, or industrial 10T complexes.

At the same time, microservice architecture creates new challenges. The significant
complexity of the structure necessitates effective performance monitoring, tracking
dependencies between services, and load balancing between different application instances.
In the event of high loads or uneven distribution of requests, there is a risk of performance

© Glavchev M., Hlavchev D., Panchenko V., 2025
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degradation or even failure of individual components, which can negatively affect the functioning
of the entire system.

Traditionally, monitoring and load balancing tasks have been solved using commercial tools,
which often have closed code and significant licensing costs. However, in recent years,
an ecosystem of open-source solutions has been actively developing, providing a wide range of
functions and not inferior in capabilities to many commercial counterparts. The most well-known
of these tools include Prometheus and Grafana (metrics collection and visualization), ELK stack
(report collection and analysis), HAProxy, Nginx, and Traefik (load balancing at L4/L7 levels), as
well as specialized infrastructure-level solutions for facilitating communication between services,
service mesh — Istio and Linkerd, which integrate directly into the Kubernetes environment and
provide flexible management of network flows.

The relevance of the study is due to the need to verify the effectiveness of these solutions
in the real conditions of specialized computer systems. For practical application,
it is important not only to compare capabilities theoretically, but also to evaluate key performance
indicators experimentally:

— average request processing delay and delays at the p95/p99 percentile levels;

— system throughput (number of requests processed per second);

— resource usage (central processing unit — CPU, random access memory — RAM) by
the tools themselves;

— ease of integration into existing microservice architectures.

Analysis of recent studies and publications. In operational microservice systems, metrics,
reports (logs), and tracing are most often combined; at the same time, the priority metrics are
latency (including p95/p99), throughput, and resource consumption (CPU/RAM) of monitoring
tools. A practical picture of the implementation of such approaches is provided by an empirical
study of practitioners [1], which identifies log management, exceptions, and load balancing as
subjects of constant performance monitoring among standard practices. A systematic review of
monitoring tools (71 OSS solutions), their capabilities and limitations, is presented in the JSS
review [2], which is useful for forming criteria for selecting an observability stack for a specific
specialized computer system (SCS). In terms of log analytics, the focus on the ACM Computing
Surveys [3] review allows us to align the choice of ELK (Elasticsearch, Kibana & Logstash)/related
tools with modern methods of parsing, anomaly detection, and datasets for validation. These three
sources form the methodological basis of the monitoring section of our study.

The classic CACM paper on Borg—-Omega—Kubernetes [4] justifies the evolution to
containerized load management and the importance of resource isolation for combining latency-
sensitive services with batch tasks. An early experimental comparative analysis of microservices
in containers and in a monolith [5] confirmed the suitability of containers for low overhead and
rapid scaling. For experimental research, it is important to have a formal basis in the resource
models of Kubernetes systems, which provide resource consumption forecasts and help correlate
the overhead costs of monitoring/mesh/LB with the performance of microservices. A recent JSS
article on building such models is useful here [6].

When choosing open-source load balancers at the L4/L7 level (HAProxy, Nginx, Traefik,
Envoy), pay attention to key parameters such as latency, throughput, and stability under high load.
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Practical measurements in server WWW infrastructures showed similar results for HAProxy and
Nginx under high loads, with the best performance seen in Linux Virtual Server (LVS approach)
[7]. Some studies offer mathematical models for analyzing HAProxy performance, including
MMAP/PH/M/N queues and Monte Carlo simulation with confirmation by measurements on a test
bench [8]. For Kubernetes environments, Ingress controllers were additionally considered:
a 2024 |EEE paper compares implementations and balancing algorithms specifically in
a Kubernetes cluster, which directly coincides with our experimental setup [9-11]. Together, these
sources outline the trade-offs between pure L4 performance and L7 policy flexibility
for microservice applications.

Service mesh adds L7 routing, observability, and security policies (MTLS mutual
authentication) to the system, but introduces latency and CPU/memory consumption.
A detailed analysis of sidecar proxy overhead with measured effects on latency (increase
to ~2.7% on certain configurations) and virtual central processing unit (vCPU) [12] shows that the
amount of overhead depends heavily on the configuration (TCP proxying vs. protocol parsing) and
workload. A comparison of Istio and Linkerd in edge conditions showed Linkerd to be more
"edge-friendly” due to lower overhead [13]. A separate technical report on the impact
of mTLS in different implementations (Istio, Ambient Istio, Linkerd, Cilium) helps to separate
security and performance effects in experimental design [14]. Additionally, the performance of
a mesh cluster also depends on related Kubernetes components — for example, the etcd
configuration, which affects the overall behavior of the control plane and the application [15].
Collectively, these works set a corridor of expectations for observability overhead and security
policies, which we will take into account when planning tests.

A separate class of work focuses on container platforms and their interaction with
balancing/monitoring. Review and applied articles propose load balancing mechanisms in
Docker-/Swarm-/Kubernetes environments for productive and resource-constrained scenarios,
including big data and edge [16]. At the same time, the Ingress layer in Kubernetes remains
an active field of comparison (implementations, algorithms, overhead), where recent IEEE results
[9] allow the experiment to be enriched with practical configurations. Together with resource
consumption models [6], this provides a methodologically correct correlation
of observability, balancing, and performance in a microservice SCS.

The purpose of this article is to study the effectiveness of open-source solutions for monitoring
and load balancing in microservice applications running on specialized computer systems.

To achieve this goal, the following tasks must be solved:

— review modern open-source tools in the field of monitoring and balancing;

— determine the criteria for evaluating their effectiveness in the context of microservice
application performance;

— build an experimental environment using a test microservice application;

— conduct a series of load tests using different tools and record the results;

— perform a comparative analysis of the data obtained and formulate
practical recommendations.

Thus, the work aims to bridge the gap between the theoretical capabilities of open-source tools
and their actual effectiveness when used in SCS.
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Presentation of the main material

1. Theoretical aspects

1.1. Microservice architecture and performance

Microservice architecture is one of the leading approaches to building modern distributed
applications. A microservice is an independent software component that implements a separate
business function and interacts with other components through well-defined interfaces, primarily
via the API interface of the HTTP/gRPC remote procedure call system or asynchronous message
queues. This architecture provides development flexibility, the ability to choose the optimal
technologies for each service, as well as deployment isolation and scaling independence.
For SCS, the microservice approach is particularly valuable because it allows computing resources
to be distributed across subsystems and complex data flows to be managed efficiently.

In the context of microservice applications, system performance is determined by its ability
to process the required volume of requests with minimal delays and optimal use of computing
resources. Important performance characteristics include average and percentile request
processing delays (latency), throughput, and the level of utilization of the processor, RAM,
and network resources. In SCS, performance is considered not only as a quantitative characteristic,
but also as stability under peak loads, which requires the ability to automatically scale and adapt
to dynamic conditions.

To formalize the task of performance evaluation, we introduce the following mathematical
definitions and notations, which will be used in the experimental part of the study.

Definition 1. Let the system consist of a set of microservices S = {s,, s,, ..., 5, },

T, R),

7

where each service s, is characterized by a vector of performance parameters P, = (L

where L.is the request processing delay, 7. is the throughput, and R, is

the resource consumption.
Definition 2. The request processing delay L is defined as the time interval between the

moment the client sends the request ¢ and the moment the response is received ¢ :

request response

L = tresponse - Z‘request ' (l)

Since the distribution of delays in microservice systems usually has a long tail, using only the

average value is insufficient for an objective assessment. Therefore, the study uses percentile
analysis, which allows us to evaluate the stability of the system for the vast majority of users.

Definition 3. The average delay is calculated as the arithmetic mean of all measurements:

L= (i) x Z . L. (@)

Definition 4. The delay percentile p (e.g., p95, p99) is defined as the delay value that is not
exceeded for p percent of all requests:
Lg=L ©)

p9 ([0,95><n]) '
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Definition 5. The throughput of a system T'is defined as the number of successfully processed
requests per unit of time:
T =N, /t

requests interval * (4)

Definition 6. The resource overhead coefficient O characterizes the additional

consumption of resources (CPU or RAM) by a monitoring or balancing tool relative
to the baseline:

0 = (Rwith_tool - Rbaseline) / Rbaseline x 100% . (5)

resource

For a comprehensive assessment of the tool's effectiveness, an integrated indicator is proposed
that takes into account all key characteristics with corresponding weighting coefficients:

E:ax(lle99)+BxT+yx(1/O ). (6)

resource

where a, B, vy are weighting coefficients determined by the priorities of a specific specialized
computer system (SCS). For example, for latency-critical systems, o > B > y, while for
resource-constrained edge systems, y > o ~ [ is appropriate.

1.2. Monitoring and observability

Monitoring is another important component, which involves the systematic collection,
aggregation, and analysis of data on the functioning of the system. In microservice architectures,
it is key to achieving observability, i.e., the ability to draw conclusions about the internal
state of the system based on its external manifestations. Effective monitoring allows
for the timely detection of performance degradation, service interaction failures,
or security-threatening attacks.

According to the concept of the "three pillars of observability” [1-3], effective monitoring of
microservice systems is based on three complementary components: metrics (quantitative
indicators of the system's state), logs (event records), and tracing (tracking the path of a request
through the system).

Based on an analysis of scientific sources [1-6] and the practical needs of the SCS, a system
of criteria was developed to evaluate the effectiveness of open-source monitoring and load
balancing tools (Table 1).

Table 1. Criteria for evaluating the effectiveness of tools

Criterion Description Metric Priority
Latency Request processing time from receipt p95, p99 (Ms) High
to response
Bandwidth Number of requests processed per unit RPS High
of time
Resource overhead Additional CPU and RAM % CPU, MB RAM Medium
consumption by tools
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Continuation of the table 1

Criterion Description Metric Priority
Scalability Horizontal scaling capability Number of nodes Medium
Integration complexity Time and effort required to Hours/days Low
implement the tool
Stability Ability to maintain performance o (deviation) High
under load

Source: developed by the authors

2. Open-source solutions

Among the most common open-source monitoring tools, it is worth highlighting Prometheus
for collecting metrics, Grafana for visualization, ELK stack for centralized logging, as well as
service mesh components, in particular Istio and Linkerd, which provide distributed request
tracing. For a systematic analysis of existing solutions, open-source tools were classified according
to their functional purpose (Table 2).

Table 2. Classification of open-source tools according to their functional purpose

Category Tool Main function OSI Level
Monitoring Prometheus Metrics collection and storage Application (L7)
(metrics) Grafana Visualization and alerting Application (L7)

Elasticsearch

Monitoring (logs)

Indexing and search

Application (L7)

Logstash Collection and transformation Application (L7)
Kibana Log visualization Application (L7)
Load balancing HAProxy High-performance proxy | Transport/Application (L4/L7)
Nginx Web server and reverse proxy Application (L7)
Traefik Cloud-native edge router Application (L7)
Service Mesh Istio Full-featured mesh Application (L7) + mTLS
Linkerd Lightweight mesh Application (L7) + mTLS

Source: developed by the authors based on [2, 7-14]

2.1. Monitoring tools

Prometheus + Grafana. Prometheus implements a pull model for collecting metrics, in which
the server periodically polls application endpoints. This approach provides centralized control over
the frequency of collection and allows new services to be automatically discovered through the
service discovery mechanism [17, 18].

Prometheus stores data in its own time series database (TSDB), optimized for fast recording
and aggregation of metrics.

The PromQL query language provides powerful tools for aggregating and analyzing metrics.
For example, to calculate the 95th percentile of HTTP request latency over the last 5 minutes,
the following query is used:

histogram_quantile(0.95, rate(http _request duration _seconds bucket[5m]))
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This query directly corresponds to the Lp95 metric defined in formula (3). Grafana provides
visualization of collected metrics through a flexible dashboard system and supports threshold-
based alert configuration.

ELK Stack (Elasticsearch, Logstash, Kibana) provides centralized log management and deep
event analytics [3]. Elasticsearch uses an inverted index for fast full-text search, allowing millions
of records to be analyzed in seconds. Logstash acts as a data aggregator and transformer,
supporting over 200 plugins for various sources. Kibana provides an interface for log visualization
and analysis. In terms of log analytics, the focus on the ACM Computing Surveys log review [3]
allows ELK to be aligned with modern parsing methods, anomaly detection,
and validation datasets.

A comparative overview of the monitored tools is provided in Table 3.

Table 3. Comparative characteristics of monitoring tools

Parameter Prometheus + Grafana ELK Stack
Data type Time series metrics Unstructured and structured logs
Collection model Pull (HTTP scraping) Push (via Beats/Logstash)
Query language PromQL Lucene / KQL
Storage TSDB (local, up to 15 days) Elasticsearch (distributed)
K8s integration Native (service discovery) Via Filebeat/Metricbeat
Alerting Alertmanager (flexible rules) Watcher / ElastAlert
Resource capacity Low—medium High (especially Elasticsearch)
License Apache 2.0 / AGPL Elastic License 2.0

Source: developed by the authors based on [2, 3, 17, 18]

2.2. Load balancers

When choosing open-source load balancers at the L4/L7 level (HAProxy, Nginx, Traefik,
Envoy), pay attention to key parameters such as latency, throughput, and stability under high load.
Practical measurements in server WWW infrastructures showed similar results
for HAProxy and Nginx under high loads, with the best performance observed in Linux Virtual
Server (LVS approach) [7].

A key aspect of the comparison is the load balancing algorithms, which directly affect the
uniformity of request distribution and, accordingly, latency metrics. The main algorithms are
formalized as follows.

Round Robin (RR) - cyclic distribution of requests between servers with equal weight:

+ l) mod N, (7)

Servenwﬂ = (Servenmn@m

where N is the number of available servers.
Least Connections (LC) — selection of the server with the fewest active connections:

server,

oy = ATg minl.e{ln N} (connectionsi ) (8)
HAProxy is optimized for maximum performance and supports operation at the L4 (TCP)
and L7 (HTTP) levels. According to studies [7, 8], HAProxy demonstrates the lowest latency

among the load balancers considered when operating at the L4 level. Some studies offer
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mathematical models for analyzing HAProxy performance, including MMAP/PH/M/N queues and
Monte Carlo simulations confirmed by test bench measurements [8].

Nginx is positioned as a universal web server with reverse proxy and load balancing functions.
Its asynchronous event-based architecture ensures efficient processing of a large number
of concurrent connections. Advanced SSL termination and caching capabilities make it ideal for
web-oriented applications [9].

Traefik is designed as a cloud-native edge router with native support for Docker and
Kubernetes. Key advantages include automatic service discovery and dynamic configuration
without rebooting, as well as built-in integration with Let's Encrypt for automatic TLS
certificate management [10]. For Kubernetes environments, Ingress controllers were additionally
considered: the 2024 IEEE paper compares implementations and balancing
algorithms specifically in the Kubernetes cluster, which directly coincides with our
experimental setup [9-11].

A comparative analysis of the studied balancers is presented in Table 4.

Table 4. Comparative characteristics of load balancers

Parameter HAProxy Nginx Traefik
OSl level L4/L7 L7 L7
Algorithms RR, LC, Source, URI RR, LC, IP-hash WRR, Mirroring
SSL termination Yes Yes (extended) Yes (Let's Encrypt)
Health checks TCP, HTTP, Agent Passive, Active Docker/K8s native
K8s integration Ingress Controller Ingress Controller Native (CRDs)
Configuration Static (file) Static (file) Dynamic (auto-discovery)
Optimization for Max. throughput Web services DevOps/Cloud-native
License GPL v2 BSD-2 MIT

Source: developed by the authors based on [7—11]

2.3. Service Mesh solutions

Service mesh adds L7 routing, observability, and security policies (MTLS mutual
authentication) to the system, but introduces latency and CPU/memory consumption.
A detailed analysis of sidecar proxy overhead with measured effects on latency (increase
to ~2.7x on certain configurations) and virtual central processing unit (vVCPU) [12] shows
that the amount of overhead depends heavily on the configuration (TCP proxying vs. protocol
parsing) and workload.

Istio is the most feature-rich solution based on the Envoy proxy. It provides complete control
over traffic through VirtualService and DestinationRule, including canary deployments, circuit
breaking, and fault injection [12]. Research [14] has shown that enabling mTLS increases latency
by 15-20%, which corresponds to formula (5) for calculating overhead. The performance
of a mesh cluster also depends on related Kubernetes components, such as etcd configuration,
which affects the overall behavior of the control plane and the application [15].

Linkerd is positioned as a lightweight service mesh with an emphasis on simplicity and
minimal overhead. The linkerd2-proxy, written in Rust, ensures low resource consumption.
A comparison of Istio and Linkerd in edge conditions showed Linkerd to be more
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"edge-friendly” due to lower overhead costs [13]. A separate technical report on the impact
of mTLS in different implementations (Istio, Ambient Istio, Linkerd, Cilium) helps to separate
security and performance effects in experimental design [14].

A comparative analysis of Istio and Linkerd is presented in Table 5.

Table 5. Comparative characteristics of Service Mesh solutions

Parameter Istio Linkerd
Proxy architecture Envoy (C++) linkerd2-proxy (Rust)
mTLS Yes (configured) Yes (default)

Traffic management Full (VirtualService, Basic (TrafficSplit)
DestinationRule)

Metrics, Logs, Traces

Observability Metrics, Traces (golden metrics)

Latency overhead 2-3 ms (up to ~2.7x without mTLS) <lms
CPU overhead (sidecar) ~100-150 mCPU ~20-50 mCPU
RAM overhead (sidecar) ~50-100 MB ~10-20 MB
Complexity of implementation High Low

Recommended environment Enterprise, complex policies Edge, resource-constrained

Source: developed by the authors based on [12—15]

2.4. Summarizing the results of theoretical analysis

A separate class of works focuses on container platforms and their interaction with
balancing/monitoring. Review and applied articles propose load balancing mechanisms
in Docker/Swarm/Kubernetes environments for productive and resource-constrained scenarios,
including big data and edge [16]. Together with resource consumption models [6], this provides a
methodologically correct correlation of observability, balancing, and performance in
a microservice SCS.

Based on the analysis, a matrix of tool compatibility with typical usage scenarios (Table 6) has
been formed, which allows for a reasoned approach to the selection of solutions for specific SCS.

Table 6. Matrix of tool compatibility with usage scenarios

Scenario HAProxy Nginx Traefik Istio Linkerd
Highly loaded systems +++ ++ + + ++
Web applications ++ +++ ++ + +
(e-commerce)
DevOps/CI-CD environments + + +++ ++ ++
Enterprise with security + + + +++ ++
requirements
Edge/loT with limited ++ + + - 4+
resources

Note: +++ — best solution, ++ — good,; + — acceptable; — not recommended

Source: developed by the authors

Thus, the work aims to bridge the gap between the theoretical capabilities of open-source tools
and their actual effectiveness when applied in SCS.
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The theoretical analysis allows us to formulate hypotheses about the expected results of the
experimental study:

1. HAProxy will demonstrate the lowest latency values (p95, p99) among load balancers due
to optimization for L4 operation;

2. Istio with mTLS enabled will have the highest resource overhead due to additional
encryption operations;

3. Linkerd will provide the optimal balance of functionality and overhead for edge
environments;

4. Traefik will demonstrate the greatest ease of integration into the Kubernetes environment
thanks to its auto-discovery mechanism.

These hypotheses are tested in the experimental part of the study, the methodology and results
of which are presented in the next section.

3. Testing the microservice application

To test the effectiveness of open-source solutions in the field of monitoring and load
balancing, a test environment was created that replicates the typical operating conditions of
an SCS with a microservice architecture.

Description of the environment. The test application consisted of a set of microservices
implemented in Docker containers and deployed in a Kubernetes cluster. The architecture included
an authentication service, a user management service, a business logic service, and
a database accessible through a separate data access service.

To reproduce a real-world load scenario, the application was wrapped in an API gateway that
provided external access to the system.

Tool integration. The following open-source solutions were gradually integrated
into the cluster:

— Prometheus + Grafana — for collecting and visualizing metrics (latency, throughput, CPU,
RAM, network 1/0O);

— ELK stack — for centralized log collection and analysis;

— HAProxy, Nginx, and Traefik — as external load balancers at the L4 and L7 levels;

— Istio and Linkerd — as service mesh implementations for internal load balancing and traffic
monitoring.

Testing methodology. Apache JMeter and k6 tools were used to generate load, which allowed
us to reproduce various user activity scenarios. Testing was conducted in two modes:

1. A stable environment with a uniform load over a long period of time (baseline tests).

2. Stress tests with sharp peaks in request intensity, simulating peak periods of operation.

Metrics and evaluation criteria. System performance was evaluated based
on the following indicators:

— latency (average, p95, p99);

— throughput (number of requests per second);

— resource consumption (CPU, RAM) by monitoring and balancing tools;

— operational efficiency, i.e., ease of tool integration and speed of configuration.
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Experiment scenarios. For each tool, a series of tests was conducted with varying
parameters:

— in the case of HAProxy/Nginx/Traefik, round-robin, least-connections, and IP-hash
algorithms were compared;

— in the case of Istio/Linkerd, the impact of enabling mTLS, retry mechanisms, and rate
limiting policies was evaluated;

— for Prometheus/Grafana and ELK stack — the overhead of data collection at different
intervals and log volumes was analyzed.

Expected results. The experiment was expected to yield quantitative data that would allow
comparing the effectiveness of different approaches to balancing and monitoring. In particular,
we planned to determine:

— which tools provide the least overhead under high load;

— which configurations provide the optimal balance between performance and management
flexibility;

— how much the implementation of a service mesh affects delays compared to classic load
balancers.

Fig. 1 shows a diagram of the experimental microservices environment, which shows the user,
load balancers (HAProxy/Nginx/Traefik), APl Gateway, services, database, as well as the
integration of monitoring tools (Prometheus + Grafana, ELK) and service mesh (Istio/Linkerd).

HAProxy /
Nginx /
Traefik

API
Gateway
Istio /
Linkerd

Business
Logic

Fig. 1. Diagram of the experimental microservices environment
Source: developed by the authors

During experimental research, a series of tests was performed in two scenarios: stable
load (Baseline) and stress tests with periodic intensity peaks (more than 600 measurements
were performed).

1) Scenario characteristics
In baseline mode, the system demonstrated an average intensity of ~1500 requests per second (RPS)
with fluctuations of no more than £5%. The average p95 latency was 90£3 ms, p99 — 130£5 ms, which
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corresponds to normal operating mode. During stress tests, the intensity ranged from 1400
to 3500 RPS, and p95 delays increased by 20-40 ms, p99 — by 30-70 ms, depending on the
balancing tool (Fig. 2).

This confirms the typical pattern of performance degradation under peak loads. This behavior
allowed us to evaluate the ability of the tools to maintain stability during short-term overloads.

The graph in Fig. 3 shows that in the baseline scenario, p95 remained stable (<90 ms), while
in the stress scenario, it increased to 120-140 ms at peaks. This indicates a typical response
of microservice architecture to uneven load, where some services become a "bottleneck”.
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Fig. 2. RPS load scenarios over time Fig. 3. Dynamics of p95 delays (baseline vs stress)
Source: developed by the authors Source: developed by the authors

2) Comparison of tools

All tools showed differences in both average values (Fig. 4) and stability of results (Fig. 5)
when averaged over a 10-minute test.
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Fig. 4. Comparison of tools (Baseline p99) Fig. 5. Comparison of tools by throughput in a
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HAProxy showed the best results for latency (p95 = 88+2 ms; p99 = 128+4 ms in baseline)
and maintained the lowest values even under stress load (p95 = 108+4 ms). Throughput remained
stable (<1800 RPS at peaks).

Nginx was slightly inferior to HAProxy, especially in terms of p99 (1355 ms),
but provided greater flexibility in routing, which is important for web-oriented services.

Traefik showed greater overhead: p99 in baseline — 142+5 ms, in stress tests — 190+7 ms,
but stood out for its ease of integration with Kubernetes and automation of TLS certification.

Linkerd showed the best balance between performance and resource consumption (baseline
p95 = 10543 ms; p99 = 158+6 ms), making it suitable for edge environments.

Istio showed higher latencies (baseline p95 = 110+4 ms; p99 = 165+6 ms), and even higher
with mTLS enabled (p95 = 1255 ms; p99 = 185+8 ms).

However, its functionality (detailed access policies, security, monitoring) significantly
exceeds that of alternatives.

The effectiveness of open-source tools for monitoring and load balancing depends on the
usage scenario and the requirements of the specialized computer system.

3) Resource overhead costs

The data confirm (Table 7) that in the baseline scenario, the difference between the
instruments is less noticeable, but during stress loading, the differences become significant.

Table 7. Summary results by tools

. . . CPU RAM

Baseline | Baseline | Baseline |Stress p95|Stress p99| Stress

Tool overhead | overhead

P95 (ms) | p99 (ms) RPS (ms) (ms) RPS
(%) (MB)
HAProxy 88 128 1500 108 165 1800 6.5 180
Nginx 92 135 1470 116 178 1750 7.2 220
Traefik 95 142 1420 122 190 1680 8.0 260
Istio (mTLS off)| 110 165 1350 140 225 1580 12.5 420
Istio (mTLS on)| 125 185 1300 165 260 1500 16.0 520
Linkerd 105 158 1380 135 210 1620 10.5 360

Source: developed by the authors

The overhead graphs (Fig. 6; 7) show:

— the lowest CPU and RAM consumption was recorded in HAProxy (=6.5% CPU,
180 MB RAM) and Nginx (=7.2% CPU, 220 MB RAM);

— Traefik required more resources (=8% CPU, 260 MB RAM), which is explained by the
dynamic nature of the configuration;

— Linkerd had an average overhead (<10.5% CPU, 360 MB RAM);

— Istio created the most load, especially with mTLS (=16% CPU, 520 MB RAM), which can
be critical in resource-constrained environments.
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No tool is universal; the choice should be made based on the balance between performance,
functionality, and resource capabilities of a particular architecture.

Overhead casts of CPU acls awerhead costs of AAR iInstrurmenits
Fig. 6. Overhead CPU Fig. 7. Overhead RAM
Source: developed by the authors Source: developed by the authors

Conclusions

Thus, a study was conducted that confirmed the relevance of using open-source solutions
for monitoring and load balancing in microservice applications operating in SCS. The increasing
complexity of architectural solutions and the demand for high performance require tools that
can simultaneously provide observability, flexible traffic management, and efficient
resource utilization.

Analysis of theoretical aspects showed that monitoring and balancing remain key elements in
supporting the performance of microservice environments. The use of the Prometheus + Grafana
combination allows for the effective collection and visualization of metrics, while the ELK stack
provides centralized log management and deep event analytics. The HAProxy, Nginx, and Traefik
balancing tools demonstrated different strengths: from maximum performance (HAProxy) to
flexible routing (Nginx) and ease of integration into DevOps processes (Traefik). The Istio and
Linkerd service mesh solutions showed advanced traffic and security management capabilities,
but at the cost of higher resource overhead.

The experimental part of the study made it possible to evaluate the real effectiveness of using
various open-source tools in microservice architectures. In stable load scenarios, HAProxy
demonstrated the lowest latency and highest stability, confirming its focus on high performance
and optimization for handling large numbers of concurrent connections. This balancer
demonstrated the ability to maintain stable throughput even under heavy load conditions, ensuring
low p95 and p99 latency values.

In situations with sharp load spikes, HAProxy also remained the most stable, while Istio with
mTLS enabled showed a noticeable degradation in performance.
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This is due to the additional overhead of traffic encryption and access policy management,
which significantly impacted latency and system throughput. Nginx and Traefik took intermediate
positions, providing a compromise between performance and functionality.

Nginx proved to be convenient for web-oriented systems, as it provides flexible
routing capabilities and supports SSL termination. Traefik, in turn, stood out for its ease
of integration with Kubernetes and automatic TLS certificate management, making it attractive for
DevOps environments.

Linkerd deserves a special mention, as it showed the best balance of performance and resource
efficiency compared to Istio. Although it has slightly less functionality, it provides lower latency
and less overhead, making it suitable for resource-constrained environments or edge systems.

The results of the experimental study made it possible not only to evaluate the performance
of open-source tools, but also to formulate a number of practical recommendations for their
application in real-world conditions.

For highly loaded specialized systems, where the primary task is to minimize latency and
ensure maximum stability during peak loads, HAProxy is the most appropriate choice.
This balancer showed the best p95 and p99 performance and confirmed its ability to maintain high
throughput without critical degradation.

For web-oriented services that serve end users and require complex routing rules, Nginx is the
optimal solution. Its ability to perform

SSL termination and support for advanced HTTP routing scenarios makes it convenient for
e-commerce, portals, or online services.

For DevOps environments focused on containerization and CI/CD process automation,
Traefik is the most effective. Thanks to its dynamic integration with Kubernetes and Docker,
it greatly simplifies traffic management.

Finally, Linkerd has proven itself suitable for resource-constrained environments where a
balance between performance and resource efficiency is important. At the same time, Istio should
be used in large enterprise systems with high requirements for security, access control policies,
and comprehensive monitoring, even despite its higher overhead.

Thus, the results of the study confirm that open-source tools are capable of providing effective
monitoring and load balancing in microservice architectures. The choice of a specific solution
should be based on a balance between performance, functionality, and resource constraints of
a specialized computer system.

The analysis outlined three key areas for further research aimed at improving the efficiency
of SCS:

1. Modeling and minimizing service mesh overhead. It is critically important to develop
detailed mathematical models for accurate prediction of sidecar proxy overhead (Istio, Linkerd) in
latency-critical environments, taking into account dynamic configurations (mTLS, L7 filters),
as well as comparisons with new architectures such as Ambient Mesh.

2. Development of adaptive load balancing algorithms driven by metrics (Metric-Aware
Balancing). It is necessary to implement dynamic routing that uses real-time service quality
metrics from Prometheus, ensuring the transition to service quality balancing.
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3. Application of machine learning (ML) methods for proactive monitoring and scaling
management. ML integration will enable the creation of models to predict performance
degradation and detect anomalies in logs (ELK stack) before a failure occurs, which is critical for
improving the resilience of modern SCS.
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JOCJIIIZKEHHSA E@OEKTUBHOCTI BITPOBA/I’KEHHSA
OPEN-SOURCE-PIIEHD JIJI1 MOHITOPUHI'Y 1 BAJTAHCYBAHHSA
HABAHTAKEHHSA B MIKPOCEPBICHUX 3ACTOCYHKAX

IIpeameToM gocizkeHHS € open-source-pillieHHs Ta IX yIPOBaHKEHHS JUISI MOHITOPUHTY 1 OalaHCyBaHHS
HAaBaHTAXKEHHS B MIKPOCEPBICHUX 3aCTOCYHKax, IO (YHKIIOHYIOTH Yy CIEMiadi30BaHUX KOMIT IOTEPHUX
cucreMax. JlOCTI[DKEHHSI OXOIUTIOE INMHUPOKHH CHEKTp IHCTPYMEHTIB, 30KpeMa CHCTeMH 300py METpUK,
ICHTPATI30BAaHOTO JIOTYBAHHSA W PO3MOAIICHOTO TPAacyBaHHS 3alUTIiB. AKTYyaJbHICTH POOOTH 3yMOBIICHA
MOCTIHHUM 3POCTaHHSAM CKJIQJHOCTI PO3MOAIIEHUX apXiTEeKTyp 1 KPUTHYHOK MOTPeOOI0 B €PEKTHBHOMY
KOHTPOJII TMPOAYKTUBHOCTI (CIIOCTEPEKYBAHOCTI) ¥ cTabinbHOMY po3noain Ttpadiky. Mera podoTH —
KOMIUICKCHE EMITipUYHE OIlIHIOBAHHS i IOPIBHSHHSA KJIIOYOBUX Open-source-iHCTPYMEHTIB MOHITOPHHTY
i OaslaHCyBaHHS HaBaHTaXXEHHs, 30kpeMa Prometheus / Grafana (ans mertpuk), ELK stack (ans noris),
HAProxy, Nginx, Traefik (6amancyBanbHUKH), @ TaKoXK Istio Ta Linkerd (service mesh), 3 MeTOI0 po3poOIeHHS
NPaKTHYHUX  PEKOMEHJAIil  IMOJ0  TNPOEKTYBaHHA W  eKCIUTyaramii  MIKpOCEpBICHHX  CHCTEM.
CTBOPUTH TECTOBE cepeloBullle Ha 0a3i Kubernetes, MpoBeCTH Cepil0 HABAaHTAXKYBAJIBHUX TECTIB 3 PI3HUMHU
KOHQITYypaIliiMH; KUIbKICHO OIIIHUTH KIIOYOBI MOKAa3HUKH MPOJYKTHBHOCTI, 30KpeMa 3aTPUMKY, MPOMYCKHY
3IATHICTh 1 BUKOPUCTAHHS pecypciB. MeToam HocaimKeHHsI. 3aCTOCOBAHO CHCTEMHHUH aHaNi3, eMITipHYHE
MOJICITFOBaHHSA Ta OCHUYMAapKiHT. J[7is1 00’ €KTHBHOTO MOPIBHSIHHS BIPOBAKCHO METOJIU HAaBaHTAKYBAJILHOTO
tectyBaHHs (baseline Ta cTpec-cuieHapii) B knactepi Kubernetes. KirouoBi Kputepii OIIHIOBaHHS: 3aTpHMKa
00poOEeHHsT 3amuTiB, MNPOMYCKHa 3MaTHICTE 1 pECypcHi HakIaAHI BHUTPAaTH CaMHX IHCTPYMEHTIB.
Pe3yabTaTH  MATBEP/DKYIOTH, IO  Open-source-pillicHHS 3JaTHI  3a0e3MEYUTH  BHUCOKHHA  PiBEHb
CIIOCTEPEKYBAHOCTI Ta epeKTHBHE OaaHCyBaHHSA HABAHTAXKEHHS B CIENiai30BaHUX KOMII FOTEPHHUX CUCTEMaX,
BOJIHOYAC 3AIUIIAIOYNCH CKOHOMIYHO BUTIIHOIO AIBTCPHATHBOIO KOMEPIIHHUM HpoayKTaM. JlociimkeHHs
BUSIBUJIO TIEPEBATH {1 HEIOTIKH KOKHOTO 3 IHCTPYMEHTIB, IO A€ 3MOTY OOIPYHTOBAHO IiIXOAUTH JIO iX BUOOPY
3alIe)KHO B crieli(igHUX BUMOT MPOEKTY. BHCHOBKM: MiATBEPIKEHO 3[aTHICTh Open-source-iHCTPYMEHTIB
edexTHBHO 3abe3MevyBaTH CIIOCTEPSIKYBAHICTh 1 YNPaBIIHHSA HABAaHTAKCHHAM Yy  CICHiali30BaHUX
KOMIT'FOTCPHHUX CHCTEMaxX 1 BOJHOYAC 3aJHMINATHCA €KOHOMIYHO BUTIIHOK aJbTEPHATHBOIO KOMEPIiHHUM
npoaykram. CchopMyIbOBaHI BUCHOBKHM AAl0Th 3MOTY PO3POOUTH MPAKTHYHI PEKOMEHAALIT IS MPOEKTYBaHHS
i ekcrulyaTamii MIKpOCEpBICHMX 3aCTOCYHKIB 13 30CEpe/DKCHHSIM Ha CTaOlIbHOCTI Ta NPOIYKTHBHOCTI.
PesysnbraTtu goCHiKEHHS MOXKYTh OyTH BIIPOBAPKEH] B MPUMHATTI apXiTEeKTYPHUX PIllIeHb JJIs1 PO3NOIIIEHUX
CUCTEM Pi3HOro MaciTaly.

KarouoBi ciioBa: open-source; service mesh; MikpocepBic, MOHITOPHHT; OaJaHCYBaHHS HaBaHTAXKCHHS,
crierfiajizoBaHa KOMIT FOTepHa CUCTEMA.
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COMBINED METHOD OF UAV CYBER ASSETS SECURITY
ASSESSMENT BY USE OF PROCEDURES IMECA
AND PENETRATION TESTING

Subject of the research is determined as methods and tools for security assessment of cyber assets
of unmanned aerial vehicles (UAVs). The conclusion about a certain gap between theoretical risk assessment
methods and practical penetration testing (PT) tools for UAV cyber assets was drawn based on an analysis
of publications. Existing PT tools focus on attack reproduction, although they do not provide a methodology
for the assessment of their impact in dynamic application environments. Objective of the research
is to develop a combined method and elements of technology for reliable vulnerability detection with the
possibility to verify the process and reason the selection of countermeasures. Research tasks include
feasibility reasoning of combined use of various methods and tools for assessing UAV cybersecurity;
development of models and an assessment method combining analytical and experimental procedures;
practical execution of the method using a test environment. Methods used: Intrusion Modes and Criticality
Analysis (IMECA) and PT. Research results: structure and sequence of combined cybersecurity assessment;
functional IDEFO model that ensures the completeness of the security assessment of UAV cyber assets and
consists of the following stages: information gathering and vulnerability assessment, intrusion modes
replication, IMECA-analysis (including preliminary and a posteriori IMECA-analysis), and countermeasure
selection; deployed and tested test environment based on DVD simulator, capable of reproducing 80 %
of priority intrusion modes. Conclusions: the combined method for security assessment of UAV cyber assets
integrates IMECA procedures with PT practices, which allows to overcome the limitations of static risk
assessment methods and isolated technical tests, creating a closed loop of verification and protection of on-
board systems. Further research involves conducting a full-scale series of experiments for all identified
intrusion modes, constructing a posteriori criticality matrices, and selecting countermeasures, as well
as integration of the proposed method with the task of the functional safety assessment of unmanned systems.

Keywords: UAV cyber assets; IMECA-analysis; combined method; intrusion mode simulation;
penetration testing.

1. Introduction

The rapid growth in the use of small unmanned aerial vehicles (UAVS), better known as
"drones™, can be observed in the following areas [1]:

e monitoring of hard-to-reach areas, real-time disaster relief;

e provision of services for smart cities;

e aerial photography, cinematography;

e precision agriculture (irrigation, phytopathology, soil mapping, farmer data analysis);

e traffic monitoring to obtain real-time information on road conditions;

e technical inspection and security monitoring of critical infrastructure facilities;

e reconnaissance, patrolling, logistics, demining, fire correction in combat conditions.

© Abakumov A., Kharchenko V., 2025
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Since 2022, such UAVs have been actively used by the Armed Forces of Ukraine in
countering Russia's full-scale aggression against Ukraine. Experience with the use of [2-6]
UAVs has shown that high-tech devices can become targets of successful cyber attacks, not to
mention civilian UAVs that are adapted for use in military operations. In combat zones, massive
signal interference leads to significant UAV losses. For example, thousands of UAVs are shot
down every month in Ukraine, mainly due to attacks that jam GPS navigation and control
channels [7]. Zachary Kallenborn, a research associate at George Mason University,
writes: "You can use them more aggressively because you don't care if they get lost” [2].

However, commercial UAVs require additional adaptation for military use, such as the use
of special firmware that prevents detection by enemy aerial reconnaissance systems. In addition,
it should be noted that software (SW) is constantly being updated, so outdated modified
firmware becomes unusable in newer versions of UAVS.

These examples only emphasize the need for a systematic assessment of the security
of cyber-physical components of UAVs [8], namely the analysis of potential threats and the
identification of vulnerabilities (including zero-day vulnerabilities) before they are exploited
by attackers, which could not only lead to the loss of the device itself during a mission, but also
pose a threat to the lives of operators.

2. Analysis of recent studies and publications

An analysis of sources on the assessment of UAV cybersecurity (CS) and existing
penetration testing (PT) methodologies adapted to the specifics of UAVs is provided based
on a study of leading scientific databases, including Scopus, IEEE Xplore, and Google Scholar,
published after 2020.

Table 1 provides the key ones, in the authors' opinion.

Table 1. Classification of reviewed sources by research areas

Research area Sources

Threats, vulnerabilities of UAV components [1, 5, 8-10]

Risk-oriented analysis and assessment of UAV vulnerabilities [11-14]

UAYV penetration testing [15]

The paper [5] discusses numerous examples of malicious use of UAVs and analyzes
possible attack vectors in civil and military scenarios. It shows that UAVs are vulnerable
to a wide range of attacks and emphasizes the importance of implementing measures to detect
and prevent them. [9] argues that UAV design problems are becoming increasingly apparent
with the transition to mass military use, systematizes risks according to CIA aspects,
and methods for analyzing vulnerabilities in UAV software.
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The author of [10] presented a comprehensive classification of cyberattacks on UAVS,
which can be used as a basis for threat modeling.

The work [11] considers the issue of assessing the design of multifunctional UAV fleets,
identifies threats, vulnerabilities, and the potential consequences of cyberattacks, considering the
characteristics of the interaction of system elements. The authors proposed a multi-level model
of threats and attack scenarios, taking into account the functional distribution in the UAV
infrastructure. A key methodological component of the study is the use of the Intrusion Modes
and Effects Criticality (IMECA) method, which allows threats to be classified by level
of criticality, the consequences of attacks to be modeled, and recommendations for improving
system security to be formulated. [12] presents a model for the security of Internet of Drones
(loD) systems, focused on monitoring critical infrastructure. The authors analyzed so-called
radio frequency vulnerabilities and applied IMECA to construct a risk matrix that considers the
probability and criticality of intrusions.

Article [13] addresses the problem of the lack of a standardized method for assessing the
overall security level of UAVs. The authors propose D3S (Drone Security Scoring System) —
a methodology for assessing and assigning a security score to specific drone models based on the
analysis of their components and resistance to attacks. In [14], the critical need for a structured
methodology for assessing the security of UAVs is justified, given their integration into cyber-
physical systems and the Internet of Things. The authors propose a systematic step-by-step
approach that combines threat modeling, vulnerability analysis, assessment, and selection
of appropriate countermeasures based on the assessment results.

Drone Attack Tool (DRAT) is a UAV PT framework proposed in [15] and designed to
automate the process of finding vulnerabilities in commercial UAVs. The main goal of the tool is
to reduce dependence on the operator's deep expertise and manual execution of complex attack
scenarios by combining the necessary resources in a single graphical interface.

3. Research objectives and tasks

The analysis of sources indicates a gap between theoretical risk assessment methods and
practical UAV penetration testing tools. Existing approaches to risk assessment (e.g., D3S)
do not consider the actual exploitation of vulnerabilities in the dynamic conditions of UAV use.
At the same time, existing PT tools (e.g., DRAT) focus on reproducing attacks but do not
provide a methodology for assessing their impact.

Therefore, the purpose of the study is to develop a combined method and elements
of technology for reliable vulnerability detection with the possibility of verifying the process
and justifying the choice of countermeasures.

Research objectives:

* to justify the feasibility of the combined use of various methods and means of assessing
the cybersecurity of UAVS;

* to develop an assessment method that includes analytical and experimental procedures;

* to test the method in practice using an appropriate test environment.
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4. Materials and methods

One of the previous studies [16] analyzed several combinations of analytical and
experimental methods for assessing security and cybersecurity (CS), considering such indicators
as completeness, execution time, cost, and reliability of such assessment.

The analysis showed that the combination of the risk-oriented IMECA method [11, 12, 17]
with PT [18, 19] best meets the requirements for CS analysis of unmanned intelligent
systems (UIS).

Accordingly, the proposed combined method for assessing the security of UAV cyber assets
using IMECA-analysis and PT procedures (hereinafter referred to as the combined method) can
also be applied to assess the CS of unmanned aerial vehicles (UAVS). In the context of this
study, UAV cyber assets are understood as a complex set of components that ensure
the functioning of the system: a digital flight platform (including sensors and onboard software),
a ground control station, as well as data and command transmission channels [20].

The essence of the combined method is to assess the security of UAV cyber assets
by integrating IMECA-analysis procedures in preparatory and a posteriori forms
with PT procedures to create an end-to-end cycle of verification of compliance with asset
security requirements.

This approach determines its advantages, namely the reduction
of residual vulnerability risks through improved test coverage and, as a result, the reduction
of successful intrusion risks.

This work provides a detailed description of the processes of evaluating CS using the
proposed method. To formalize and structurally describe the proposed method, the Integrated
Definition for Function Modeling (IDEF0) methodology was chosen. This choice is due to the
need to detail the processes of transforming input information (data on architecture, application
scenarios, constraints) into results (risk assessments and a set of countermeasures) with a clear
definition of control elements and necessary resources.

The hierarchical nature of IDEFO provides the ability to step-by-step detail (decompose)
complex assessment procedures, which allows maintaining the logical integrity of the method
when integrating heterogeneous components: analytical IMECA-analysis and experimental PT.

4.1. General model of the combined method

The proposed combined method, presented in Figure 1 in the form of an IDEFO context
diagram, is based on a holistic process aimed at identifying, analyzing, confirming,
and minimizing cyber risks.

At the entrance, information about the object of study is formed: the architecture and
components of the UAV (I-ARCH), scenarios for its use (I-SCEN), as well as legal, operational,
and technical restrictions (I-LIM).

The assessment process is implemented through a sequence of interrelated stages, which are
provided by the corresponding set of tools (mechanisms) marked with red arrows in the diagram.
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The process is strictly regulated by a set of control elements, which are shown in the diagram
with blue arrows.

The result is a package of output data that includes a justified set of countermeasures
(O-COUNTER), residual risk matrices (O-MATRIX), and a detailed report on the assessment
of the impact on the UAV mission (O-IMPACT).

C-PENTEST C-MOD C-STD C-DB C-IMECA C-INT C-ECON
J‘ ¥ ¥ ¥ l J J
L-ARCH lO-COUNTER
LSCEN Combined Method for Assessing UAV Cyber Assets using IMECA and PT O-MATRIX
LLIM O-DIPACT
0
A A L3 A A ~ A A 2 A

M-OSINT M-ANALYSIS MAOD M-SCAN M-VAL M-SCRIPT M-BASE M-FUZZ M-TRI M-EXP M-RISK M-ENV M-INT

Fig. 1. Context diagram IDEFO of the combined method (level AQ)

4.2. Model decomposition and main stages of the combined method

Figure 2 shows the decomposed model of the combined method (level Al). It combines the
classic stages of PT: information gathering and system analysis (1), assessment of known (2) and
detection of unknown vulnerabilities (3), intrusion mode replication (5), as well as integrated
IMECA-analysis in its preliminary (4) and a posterior (6) forms into a continuous process.
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Fig. 2. Decomposed model of the combined method (level Al)
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At the first stage of information gathering and system analysis, the research context is
formed, and vulnerabilities and potential threats to the UAV under study are identified. Using
OSINT tools (M-OSINT), automated scanners (M-SCAN), modeling tools (M-MOD),
and analysis tools (M-ANALYSIS), a stack of UAV component technologies (O/I-TECH) and
a list of potential threats (O/I-THREAT) are formed. The actions of researchers are guided
by the C-PEN methodology, defined by C-MOD modeling frameworks, regulated
by CS standards (C-STD), and governed by the terms of use of OSINT and automated scanning
tools (C-POL), which impose additional technical and legal restrictions to avoid ethical
violations. The further process branches into two parallel procedures: assessment of known
vulnerabilities and detection of unknown vulnerabilities.

The goal of the second stage is to assess known vulnerabilities (O/1-VULN) by comparing
UAV components with the vulnerability database (C-DB) and community reports (I-REPORT).
At this stage, researchers actively use automated scanners (M-SCAN), vulnerability validation
tools (M-VAL), and scripts to retrieve information from DBs (M-SCRIPT).

The functional purpose of the third stage is to identify zero-day vulnerabilities (O/1-ZERO)
in UAV components that cannot be detected by automated means. Based on the input list
of threats (O/I-THREAT) and the technology stack (O/I-TECH), researchers form a reference
behavior model and analyze attack surfaces using basic and static analysis tools (M-BASE).
Next, dynamic fuzzing (M-FUZZ) is performed to provoke failures, followed by triage and
analysis of the root causes of anomalies (M-TRI) to confirm the criticality of the vulnerabilities
found. The entire process is regulated by CS standards (C-STD) and terms of use (C-POL).
Identified known and newly discovered vulnerabilities are consolidated and transferred
to the preliminary IMECA-analysis input.

The purpose of the fourth stage is to analytically transform wvulnerability data into
an assessment of the risks to UAV missions. Based on the input lists of threats (O/I-THREAT),
known vulnerabilities (O/I-VULN), and zero-day vulnerabilities (O/1-ZERO), attack vectors are
mapped to intrusion modes. This process is regulated by the IMECA methodology and its
assessment scales (C-IMECA), as well as intrusion models (C-INT). Using expert analysis
(M-EXP) and risk assessment tools (M-RISK), a hypothesis about the level of danger is formed
and a preliminary assessment of the probability, complexity of implementation, and severity
of consequences is carried out. The result of this stage is the formation of preliminary criticality
matrices (O-MATRIX) and prioritized attack scenarios (O/I-INT).

The fifth stage consists of practical verification of theoretical attack vectors in a controlled
laboratory environment. Based on prioritized modes (O/I-INT), researchers reproduce scenarios
using a specialized environment and equipment (M-ENV), including UAV simulator and
PT operating systems, as well as appropriate intrusion tools (M-INT). The exploitation process is
regulated by intrusion models (C-INT) and based on commonly accepted PT methodologies
(C-PEN), such as PTES [21] or OSSTMM [22]. The result of this stage is an objective
differentiation between successful confirmed intrusions (O/I-TP_INT) and refuted false
positives (O/I-FP_INT).

The last stage consists of a final synthesis of the results and decisions on system protection.
Based on empirical data on successful (O/I-TP_INT) and refuted (O/I-FP_INT) intrusions,
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as well as the initial matrix (O/I-MATRIX), the criticality of threats is reassessed. The key
mechanism of this stage is optimization algorithms (M-OPT), which allow the selection
of countermeasures to be automated. The process is managed taking into account cost-
effectiveness criteria (C-ECON), which ensure that costs are minimized while achieving the
required level of security. The result of the work is an updated criticality matrix (O-MATRIX),
an impact assessment report (O-IMPACT), and a final set of recommended countermeasures
(O-COUNTER), which guarantees an acceptable level of residual risk.

For a deeper understanding of the algorithm of actions when applying the combined method,
a detailed description of each stage of the presented IDEFO model is given below.

4.3. Details of the stages of the combined method

4.3.1. Information gathering and system analysis

Figure 3 shows the decomposition of the information gathering and system analysis stage.
The model details the process by breaking it down into four functional blocks: passive
reconnaissance (1), active reconnaissance (2), system components mapping (3),
and identification of potential threats (4).

C-POL: C-STD:
Data privacy policy  NIST

CPEN: C-POL:
PIES Terms of use
CPEN:
OWASPWSTG

C-MOD:
Data Oow diagram

L-ARCH
I-SCEN |

o1 Conp
| C-MOD: CMOD:

Passive reconnaissance i R B ¥ STRIDE MITRE ATT&CK

LLIM 1

- . (V1 SERV
Aclive reconnaissance

2 :
Mapping system  |ozaap
M-DSINT: M-DSINT: AM-O5INT: componen s

theHarvester | Google Dorks Malrego 3 i | e -
MOSINT: ALOSINT: T - Tdentifying potential [2Z2T05r

Shodan GitHub Search M-SCAN:  AMLSCAN:  MSCAN: threats O1-TECH
Nmap Feroxbuster  Barp Suite L I

AMMOD:
drawio

M-MOD: M-ANALYSIS:
OWASP Threat Manual analysis
Dragon

Fig. 3. Decomposed model of the information gathering and system analysis stage

Based on input data about the architecture (I-ARCH), usage scenarios (I-SCEN),
and existing limitations (I-LIM), researchers use OSINT tools to form a preliminary
network map (O/I-NET) and a list of UAV components (O/I-COMP). This includes searching
for vulnerabilities via Shodan and theHarvester, analyzing data leaks using Google Dorks,
researching code repositories via GitHub Search, and visualizing relationships in Maltego.
Activities are strictly regulated by NIST standards [23] (C-STD) and PTES methodology
(C-PEN), with the key restriction being the data privacy policy (C-POL), which
excludes privacy violations.
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The purpose of the active reconnaissance phase is to verify the collected data and identify
entry points through direct interaction with UAV interfaces. The input data consists of identified
components and a network map from the previous phase. Nmap is used to scan ports
and services, and Feroxbuster and Burp Suite (M-SCAN) tools are used to analyze
web interfaces and APIs. The process is governed by PTES [21] and OWASP Web Security
Testing Guide (OWASP WSTG) [24] (C-PEN) methodologies. A critical aspect of management
is compliance with the terms of use (C-POL), which define the permissible limits
of interference to avoid destabilizing the operation of the UAV. The result is a confirmed
list of active services (O/I-SERV).

The functional purpose of the system component mapping stage is to build a detailed model
of UAV component interaction based on data about active services (O/I-SERV). Using the
draw.io modeling tool (M-MOD), researchers systematize the information obtained in the form
of a component map (O/I-MAP). The construction process is guided by the principles of creating
data flow diagrams (C-MOD), which allows visualizing the vectors of information transfer
between system modules and preparing the groundwork for threat modeling.

The final stage is aimed at identifying potential threats (O/I-THREAT) and forming
a technology stack (O/I-TECH). Based on the component map (O/I-MAP), a security analysis is
performed using the automated OWASP Threat Dragon tool (M-MOD) and manual analysis
(M-ANALYSIS). The threat modeling process is regulated by the STRIDE methodology
(for classifying attack types) and the MITRE ATT&CK knowledge base (C-MOD),
which covers a wide range of known attacker tactics and techniques.

4.3.2. Assessment of known vulnerabilities

Figure 4 shows a model that details the process of assessing known vulnerabilities into three
functional blocks: matching components with vulnerabilities DB (1), automated scanning (2),
and scanning results validation (3).
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Fig. 4. Decomposed model of the known vulnerability assessment stage
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The functional purpose of the first stage is to analytically identify potential vulnerabilities by
correlating detected UAV components with known records in the database. Based on input data
about threats (I-THREAT), technology stacks (I-TECH), and community reports (I-REPORT),
researchers use exploit search tools and online database queries, such as SearchSploit and cve-
search (M-SCRIPT). The search is regulated by the NISTIR 8323 standard (C-STD) and the
recommendations of the specialized OWASP Drone Security Cheat Sheet (OWASP DSCS)
reference guide. The result of the work is a list of potential targets (O/I-TARGETS) for further
scanning verification.

The purpose of automated scanning is to actively check identified targets for vulnerabilities.
Researchers use the M-SCAN suite of tools, which includes Nmap (port scanner), OpenVAS
(vulnerability scanner), MobSF (mobile application analysis), and Burp Suite (web vulnerability
proxy scanner). A critical aspect of management is strict adherence to terms of use (C-POL)
to prevent system destabilization, as well as consideration of the list of exceptions (O/C-CONF).
The result is a list of vulnerabilities and their CVE identifiers (O/I-CVE).

The final stage is aimed at validating the identified vulnerabilities to filter out false
positives. For this purpose, reverse engineering (Ghidra), firmware analysis (Binwalk), and
dynamic instrumentation (Frida) tools are used (M-VAL). The validation process is based on
specialized standards for testing firmware, such as OWASP Firmware Security Testing
Methodology (OWASP FSTM) and mobile applications — OWASP Mobile Application Security
Verification Standard (OWASP MASVS), as well as the general standard NISTIR 8323.
The result is a list of confirmed known vulnerabilities (O/I-VULN) and an updated list
of exceptions (O/C-CONF), which is returned to the automatic scanning stage to improve
its accuracy in subsequent iterations.

4.3.3. Detection of unknown vulnerabilities

The decomposition of the third stage of the combined method is shown in Figure 5.
The model details the process of detecting unknown vulnerabilities into three functional blocks:
attack surface analysis (1), fuzzing and anomaly detection (2), triage and root cause analysis (3).
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Fig. 5. Decomposed model of the stage of identifying unknown vulnerabilities
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The purpose of the attack surface analysis stage is to create a model of normal UAV
behavior and to map entry points in detail. Based on threat data (I-THREAT) and technology
stack (I-TECH), a reference behavior profile (O/I-BEHAVE) and an attack surface map
(O/I-MAP) are generated. Technical implementation is provided by the M-BASE suite of tools:
SDR hardware is used for physical signal interception, which is then processed in URH and
Wireshark for protocol analysis. Binwalk and Ghidra are used in parallel for static firmware
analysis. The process is strictly regulated by DO-326A / EUROCAE ED-202A (C-STD)
airworthiness safety standards, which define the requirements for security architecture.

The fuzzing and anomaly detection stage is a dynamic phase of active provocation of system
malfunctions. Using a reference profile and attack map, as well as considering a list
of exceptions from previous iterations (O/C-CONF), researchers apply fuzzing tools (M-FUZZ):
the Boofuzz framework and the American Fuzzy Lop phaser to generate mutated data.
Simultaneously with the attack, an SDR-based anomaly detection system (ADS) (M-SCAN)
operates, performing external monitoring of the airwaves to record deviations. The process is
managed in accordance with the zero-day vulnerability response policy and fuzzing rules
(C-POL). The result is recorded reports of detected anomalies (O/I-ANOMALY) and critical
failure logs (O/I-CRASH).

The final stage is aimed at verifying the anomalies found and determining the technical
cause of the failure. Using M-TRI tools (GDB and Frida), researchers perform debugging and
dynamic instrumentation of processes, and Burp Suite (M-SCAN) is used to analyze web
vulnerabilities. The classification of detected defects is carried out based on CWE (C-DB) and in
accordance with the OWASP MASVS standard (C-STD). Confirmed critical defects are
recorded as zero-day vulnerabilities (O-ZERO), and false positives are added to the list of
exceptions (O/C-CONF), which is returned to the fuzzing stage for testing optimization.

4.3.4. Preliminary IMECA-analysis

Figure 6 shows the decomposition of the fourth stage of the model — preparatory IMECA
analysis, which consists of three functional blocks: identification of intrusion modes (1),
assessment of intrusion parameters (2), and risk prioritization (3).
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Fig. 6. Decomposed model of the preparatory IMECA-analysis stage




210

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

The purpose of intrusion mode identification is to synthesize technical data on
vulnerabilities with abstract threat models to form specific intrusion scenarios. Based on input
data about threats (I-THREAT), technology stack (I-TECH), known (I-VULN) and unknown
(I-ZERO) vulnerabilities, experts transform vulnerability information into logical chains
of attacker actions. This process is carried out using an intrusion tree constructor (M-INT) and
expert assessment (M-EXP), guided by the MITRE ATT&CK tactics DB and intrusion models
(C-INT). The result of this stage is a comprehensive list of identified intrusion modes (O/I-INT),
which considers the specifics of combined attacks.

The next stage involves a preliminary quantitative and qualitative assessment of the
identified intrusion modes. Experts (M-EXP) use approved assessment scales (C-IMECA) to
determine key risk parameters: probability of occurrence, complexity of implementation, and
severity of consequences. To reduce the subjectivity of expert judgments and automate
calculations, risk assessment tools (M-RISK) are used, such as AXMEA [25]. The output of this
stage is a structured table with preliminary assessments (O/I-IMECA).

The final stage is aimed at ranking threats to determine the focus of further experiments.
Based on the completed table (O/I-IMECA) and using risk assessment tools (M-RISK), threats
are visualized on a "probability-severity” plane according to the criticality matrix template
(C-IMECA). The key control element is the risk acceptance criteria (C-IMECA), which define
threshold values: scenarios that fall into the unacceptable risk zone are highlighted in a priority
list (O-INT) for mandatory replication, and a criticality matrix (O-MATRIX) is formed.

4.3.5. Replication of intrusion modes

Figure 7 shows the decomposition of the fifth stage of the combined method. The model
details the stage of replication of intrusion modes into three functional blocks: environment
setup (1), operation (2), and post-operation (3).
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Fig. 7. Decomposed model of the replication stage of intrusion modes




211

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

The goal of the first stage is to prepare an isolated and controlled environment for the safe
reproduction of intrusions. Based on prioritized modes (I-INT) and vulnerability data
(I-VULN, I-ZERO), a test bed (O/I-TESTBED) is deployed. Technical implementation is provided
by a set of M-ENV tools: deployment of a specialized OS (e.g., Kali Linux), configuration
of a UAV simulator to create digital twins, and calibration of RF hardware. The process is
strictly regulated by security protocols (C-POL) for test isolation and rules of use, and feedback
from the next stage (O/C-CONF) allows for quick adjustments to the test bed configuration.

The operational stage is aimed at the direct implementation of intrusions on the prepared test
bed. Researchers use a wide range of M-INT tools: Aircrack-ng and MDK4 are used for
Wi-Fi attacks, the DroneSploit framework is used to exploit specific UAV vulnerabilities, and
GNU Radio is used to work with radio waves. Traffic monitoring and analysis is performed
using Wireshark. Actions are managed according to the PTES (C-PEN) methodology and approved
intrusion models (C-INT). The result of this stage is the receipt of preliminary "raw" intrusion results
(O/1I-RAW_INT) or a request to reconfigure the environment (O/C-CONF) in case of failure.

The final stage focuses on securing the system, assessing the depth of penetration, and
collecting evidence. Using M-INT tools, researchers establish persistent control over the device
(via Metasploit Meterpreter and Netcat) and use ProxyChains to tunnel traffic. The process is
governed by PTES rules and term of use (C-POL). If new attack vectors are discovered during
the operation, they are returned to the beginning of the cycle as additional modes (O/C-INT).
The result is verified data: confirmed successful intrusions (O-TP_INT) and refuted false
hypotheses (O-FP_INT), which are transferred to the a posteriori IMECA-analysis.

4.3.6. A posteriori IMECA-analysis

Figure 8 shows the decomposition of the last stage of the combined method. The model
details the posterior IMECA-analysis into three functional blocks: intrusion criticality
reassessment (1), countermeasure selection (2), and residual risk assessment (3).
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Fig. 8. Decomposed model of the a posteriori IMECA analysis stage
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The goal of the first stage is to update risk assessments based on empirical data obtained
during the replication of intrusion modes. Input data on confirmed (I-TP_INT) and false
(I-FP_INT) attacks, together with initial tables (I-IMECA, I-MATRIX), are processed by experts
(M-EXP) using intrusion tree builders (M-INT). This makes it possible to visualize verified
compromise paths and adjust probability parameters to real values. The process is regulated
by approved assessment scales, risk acceptance criteria (C-IMECA), and intrusion models
(C-INT). The result is a validated criticality matrix (O/I-MATRIX) that reflects the actual
state of system security.

The second stage involves the formation of a set of measures to neutralize critical risks.
Using optimization algorithms (M-OPT) and expert assessment (M-EXP), researchers select
countermeasures from security standards catalogs such as NIST (C-STD). The key constraint is
the cost-benefit criteria (C-ECON), which ensure the implementation of the "minimum cost
acceptable risk" principle. This allows us to weed out overly expensive solutions for protection
against unlikely threats. The result is a pre-formed set of recommended countermeasures
(O/I-COUNTER).

The final stage involves modeling the state of the system after the hypothetical
implementation of the selected countermeasures. Risk assessment tools (M-RISK) and expert
analysis (M-EXP) are used to calculate the residual risk for each scenario. If the risk level meets
the acceptance criteria (C-IMECA) and is in the "green zone" of the matrix, the process ends
with the formation of a final set of countermeasures (O-COUNTER), a residual risk matrix
(O-MATRIX), and an impact assessment report (O-IMPACT).

5. Research results and their discussion

5.1. Analysis of preliminary results

The experimental study used the results of a preliminary study [19], in which IMECA tables
of intrusion modes and criticality matrices were constructed based on the developed threat
models for UAV application scenarios.

Analysis of the results showed that the most critical intrusion modes in UAV mission
scenarios in terms of severity of consequences are: spoofing, jamming, man-in-the-middle and
replay attacks, session hijacking, and optical blinding. Therefore, these intrusion modes were
selected as priorities for further practical replication.

5.2. Building a test environment

Given the current martial law conditions in Ukraine, as well as the lack of safe areas for
field testing and the instability of the power supply, it was decided to verify vulnerabilities in
a simulated environment.

The Damn Vulnerable Drone (DVD) [26] specialized simulator was selected as the target
system, which allows emulating UAV vulnerabilities. This tool was chosen because of its
architectural advantages, which are based on the Software-in-the-Loop (SITL) principle,
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as this approach to simulation allows real UAV software to be run in a virtual environment that
is as close as possible to its execution on physical equipment.

Advantages of using the simulator in the context of further research:

» The use of ArduPilot in the DVD simulator allows you to execute real binary firmware
code, which ensures the sensitivity of UAV components to various commands and input data.

* Integration with Gazebo provides realistic physical simulation of flight and interaction
with the environment, allowing for accurate analysis of possible consequences and intrusion
scenarios.

» Although the proposed simulator does not reproduce the architecture of every real-world
UAV model, the vulnerabilities injected into it are characteristic of many types of UAVS.

An analysis of the documentation and a review of the simulator's functionality confirmed the
possibility of reproducing most of the above-mentioned intrusion modes:

» Despite the impossibility of physical RF spoofing, DVD allows logical spoofing by
entering artificial GPS coordinates directly into the data stream, forcing the UAV to accept the
false location as valid.

» Jamming can be implemented in DVD as a denial-of-service attack at the channel or
application levels, resulting in loss of control, similar to the action of electronic warfare (EW).

* In the DVD simulator, the connection between the ground station and the UAV is
emulated via a TCP/UDP connection, which is suitable for reproducing man-in-the-middle
attacks and allows telemetry to be intercepted and flight commands to be modified in real time.

» The ability to capture traffic in the DVD environment allows for the replay of commands,
verifying the absence of replay protection in the protocols used.

» The simulator is vulnerable to control session interception, especially in scenarios using
unprotected protocols (such as Telnet, FTP) or through Wi-Fi session interception.

Three approaches were used in the process of deploying the test environment:

» Virtualization (Windows 11 + Hyper-V): An attempt to deploy via GPU Passthrough
revealed a conflict between Nvidia drivers and the XRDP subsystem in the Kali Linux
environment. As a result, only the Lite version of the simulator could be launched, which did not
provide full functionality for replicating complex intrusion modes.

* ARM architecture (M1-based Macbook + Parallels): A fundamental incompatibility
of a number of simulator components with the ARM architecture was discovered.

» Dedicated station (Bare Metal Kali Linux): The most effective solution was to deploy the
simulator on a separate desktop PC running Kali Linux OS. This allowed us to avoid problems
with hardware resource virtualization and gain access to the full version of the simulator.
The specifications of the current test environment are shown in Table 2.

Limitations of the current configuration:

« Despite its successful deployment, this stand is characterized by low mobility and
requires a continuous power supply, which limits the possibility of conducting experiments in the
absence of electricity.

e The performance of the current CPU is quite low, especially when emulating complex
intrusion modes while using attack and monitoring tools.
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Table 2. TTX of the test environment

Component Name

CPU Intel Core i5-6700

GPU Nvidia GeForce GTX 1660 Ti

RAM 16 T6

Storage SSD 256 I'6

PT OS Kali Linux

UAYV simulator DVD based on ArduPilot/MAVLink architecture

Additional limitations of the test environment:

» Attacks on physical sensors, such as optical blinding of a camera with a laser, cannot be
reproduced because the simulator's virtual camera receives images from a graphics engine and
does not have a physical matrix sensitive to light saturation.

» The simulator does not reproduce the battery discharge process, so attacks aimed
at preventing the transition to sleep mode or increasing the load on the CPU will not work.

 In the simulator, attacks on communication channel availability are implemented through
packet injection or software connection termination. However, this does not take into account
the physical aspects of electronic warfare (signal strength, weather conditions, terrain,
and antenna characteristics).

These limitations narrow the scope of testing the combined method in the current iteration to
the logical and network levels. Assessing physical resilience and protection against Kinetic
and/or energy attacks requires a transition to hybrid Hardware-In-The-Loop (HITL) modeling in
subsequent stages of the study.

5.3. Practical testing of the test environment

To confirm the ability of the deployed test environment to replicate intrusion modes, an
attack scenario on the UAV wireless control channel was implemented. The purpose of the
experiment was to test the possibility of unauthorized access to the control network protected by
the WPAZ2 protocol, which corresponds to the intrusion mode — "session interception”.

The use of the built-in airodump-ng utility allowed us to scan the airwaves and identify the
target network (SSID), its BSSID (MAC address), operating channel, and encryption type
(WPA2-PSK/CCMP). A ground station connected to the network was also identified.

kali@ZALMAN: ~/Documents/Damn-Vulnerable-Drone

Session Actions Edit View Help

CH 8 ][ Elapsed: 6 s ][ 2825-11-29 22:13
PWR Beacons #Data, #/s CH ME ENC CIPHER AUTH ESS
4 55 3 6 30 WPA2 CCMP 'SK. Drone_Wifi
PWR Rate Frames Notes Probes

-29  1le-1le 8 55

Fig. 9. Result of scanning with the airodump-ng utility
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To obtain the cryptographic handshake required to crack the password, a deauthentication
attack was initiated. Using the aireplay-ng tool, a series of deauthentication packets were sent to
the access point and client addresses. This resulted in a forced disconnection. When the client
attempted to automatically reconnect, the airodump-ng utility successfully intercepted and saved
the WPA handshake to a *.cap file.

Session Actions Edit View Help

CH 12 1[ Elapsed: 3 mins ][ 2825-11-29 2 1[ WPA handshake: @:

BSSID PWR Beacons #Data, #/ ( MB ENC CIPHER AUTH ESSID
-28 581 L4B6 B 6 130 WPA2 CCMP PSK Drone_Wifi
STATION PWR Rate Lost Frames Notes Probes

75

EAPOL

Fig. 10. Interception of WPA handshake using the airodump-ng utility

The resulting password hash was subjected to a dictionary attack using the aircrack-ng tool
version 1.7. Using the standard rockyou.txt password dictionary, the network's PSK key was
successfully cracked.

Session Actions Edit View Help

Jusr/share/wordlists/rockyou.txt wpa_handshake-02.cap
pl

20

EAPOL HMAC : DF B5 D1

Fig. 11. Result of a dictionary attack
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As a result of the experiment, a valid password for accessing the UAV control wireless
network was obtained. The attacker successfully connected to the network, obtaining
an IP address in the same range as the flight controller. Compromising the network allows
moving on to the post-exploitation stage, in particular: performing "man-in-the-middle" attacks
to intercept telemetry, connect to open services (SSH/Telnet), or inject fake control commands.
The experiment confirmed that the probability of implementing this intrusion mode is very high
when using a weak password. This indicates the need to increase the criticality level of the
intrusion mode in the matrix and justifies the need to implement complex password policies or
switch to more secure communication protocols (e.g., WPA3) as a priority countermeasure.

6. Conclusions and prospects for further research

The paper presents and justifies a combined method for assessing the security of UAV cyber
assets, which integrates IMECA analysis procedures with PT practice. This allows overcoming
the limitations of static risk assessment methods and isolated technical tests, creating a closed
cycle of system verification and protection.

Main results of the study:

» A functional model of a combined method (IDEFOQ) is proposed, which ensures the
completeness of the security assessment of UAV cyber assets and consists of the following
stages: information gathering and vulnerability assessment, intrusion mode replication, IMECA
analysis (including preparatory and a posteriori IMECA analysis), and countermeasure selection.

» Atest environment based on a DVD simulator has been deployed and verified. Analytical
testing has confirmed the stand's ability to reproduce 80% of priority intrusion modes, making it
an effective tool for secure research under existing constraints.

» Practical testing was carried out, during which an attack scenario on the wireless control
channel was successfully implemented, confirming the possibility of gaining unauthorized access
to the flight control system. This experiment proved the ability of the selected test environment
to replicate intrusion modes.

Theoretical and experimental studies confirm the advantages of the proposed combined
method compared to known analytical [11] and experimental [15] methods, which consist in
improving the completeness and reliability of assessing the security of UAV cyber assets.
This is achieved by adjusting the results of the preliminary IMECA analysis by reviewing the
results of the PT and forming the final IMECA tables, which makes it possible to justify
the choice of countermeasures and, consequently, to increase cyber and functional security
as a whole.

Prospects for further research are related to conducting a full-scale series of experiments for
all identified intrusion modes, constructing a posteriori criticality matrices and selecting
countermeasures, as well as integrating the proposed method with the task of assessing the
functional safety of unmanned systems [25].

For further research, it is recommended to switch to a mobile workstation (laptop)
with a discrete Nvidia RTX series video card with CUDA driver support to ensure autonomy,
increase productivity, and reduce the time required for experiments.
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AbakymoB Aprtem IropoBuu - HamioHanbHui aepokocMiuHWi yHiBepcuTeT '"XapKiBChKUH
aBiawiiiHuil iHCTUTYT", (paxiBeup 3i cneuianbHOCcTi "[HoOpManiiiHi BUMiploBaJbHI cUcTeMH", acmipaHT
Kadeapu KOMIT IOTepHUX CHCTEM, MEPeX 1 Kibepbe3nekn, XapkiB, YkpaiHa.

Xapuenko Bsiuecnas CepriiioBuy — uneH-kopecnonieHT HarioHansHOI akageMii Hayk Ykpainu,
JMIOKTOp TEXHIYHUX Hayk, mnpodecop, HarmionanpHuil aepoxocMiuHUil yHiBepcuTeT "XapKiBChKUN
aBialiiiHuil iHCTHTYT", 3aBigyBau KadeApH KOMII IOTEpPHHX CHCTEM, Mepex 1 kibepOesmekw, Xapkis,
VYkpaiHa.

KOMBIHOBAHUMI METO/I OIITHIOBAHHSI
BE3IEKU KIBEPAKTHUBIB bnJIA 3 BUKOPUCTAHHAM
IMECA-ITPOUEAYP I TECTYBAHHSA HA IPOHUKHEHHSA

IIpenMer BUBYeHHSI — METOAM I 3aco0M OIiHIOBaHHsS Oe3MeKu KiOepaKTUBIB OE3MUIOTHHUX JITaJIbHUX
anapatiB (bmJIA). Ha migcraBi anamizy mnyOumikamid 3poOJeHO BHCHOBOK NP0 NEBHHH PO3PHUB MiK
TEOPETUYHIUMYU METOJAMH OIiHIOBaHHS PH3HKIB 1 IPAKTHIHUMHE 1HCTPYMEHTaMH TECTYBaHHS HAa MPOHHUKHEHHSI
(TuIT) xi6epaktuBis briJIA. Haspui iHcTpymenTn THII nmpu3HayeHi Ijs BIATBOPEHHsS aTak, ajie HE HAJalOTh
METOI0JIOTIT OLIIHIOBAHHSA X BILJIIBY B JUHAMIYHUX YMOBax 3aCTOCYBaHHS.
Meta aociigkeHHs] — po3pOoOUTH KOMOIHOBaHUI METOJ 1 €JIeMEHTH TEXHOJIOTii JOCTOBIPHOTO BUSBICHHS
Bpa3IMBOCTe 3 MOXJIMBICTIO Bepudikamii mpormecy ©W  oOIpyHTyBaHHS BHOOpPY KOHTP3aXOJiB.
3aBaanHs po6oTU: OOTPYHTYBaHHS JOLIIBHOCTI KOMOIHOBAaHOTO 3aCTOCYBaHHSA PI3HHX METOAIB 1 3ac00iB
owLiHIOBaHHs KibepOesneku briJIA; po3poOieHHs Mojenell i MeTOy OLIHIOBAHHS, IKUI MO€HY€E aHATITUYHI Ta
eKCIICpEeMEHTAIbHI MPOLEAYpU; NpPAKTHYHE BiANpAIfOBAHHS METOAY 3 BHKOPHUCTAHHAM TECTOBOTO
CepelOBHINA. YNPOBAXKEHI METOAM: PHU3UK-OPIEHTOBAHUI aHAlli3 PEXHMIB BTOPTHEHHS, HACHIAKIB 1
kputraHocTi (IMECA-anani3) i THIl. Pe3ynbTaTn nociigixeHHsi: OOTpYHTOBAHO CTPYKTYPY W MOCIITOBHICTb
KOMOIHOBaHOTO OIiHIOBaHHS KibepOesneku; 3amponoHoBano (yHkiionansay IDEFO-Monens, mo 3abe3neuye
IIOBHOTY OIliHIOBaHHs Oe3mneku kiOepaktuBiB BrJIA i MicTuTh Taki eramm: 30ip iH(pOpMAIl Ta OIiHIOBAaHHS
BPa3IMBOCTEH, perutikaiis pexumiB BroprueHHs, IMECA-anani3 (30kpema 3 MiArOTOBYMM 1 arnocTepiopHUM
IMECA-ananizoM) i BuOip KOHTp3axofiB; pO3TOPHYTO I ampoOOBaHO TECTOBE CcepeAoBHIEe Ha 6asi
cumyisitopa  DVD, saxwit  3gatHumic  BigTBoproBatH 80 %  TIPIOPUTETHUX  PEXKHUMIB  BTOPTHEHHS.
BucHoBkH: KOMOIHOBaHMIA METOJI OIiHIOBaHHA Oe3mneku kidepaktuBiB briJIA interpye npouenypu IMECA 3
npakTukoro THII, 1o pgae 3Mory momoJiaTH OOMEXEHHS CTaTHYHMX METOMIB OIlIHIOBAHHS PHU3HKIB
Ta 130JbOBAaHMX TEXHIYHMX TECTiB, CTBOPIOIOYM 3aMKHyTHH IIMKI Bepudikamii Ta 3axHCTy
OooproBux cucrteM. [lomampmni JOCTi/DKEHHS TIOB’s3aHI 3 TPOBENEHHSIM MoOBHOMacmTabHO cepii
eKCIIEPUMEHTIB JJIS1 BCIX IJCHTHU(IKOBAaHUX PEKHMIB BTOPTHEHHS, MOOYIOBOIO AamoCTEPiOpPHUX MAaTpUIlb
KPUTHUYHOCTI Ta BUOOPY KOHTP3aXO/IiB.

Kawudosi caoBa: kibepaktuBu bnJIA; IMECA-anami3; KOMOIHOBaHUI METON; CHMYJISIMIi pPEXUMIB
BTOPTHECHHST; TECTYBAaHHS Ha IPOHUKHECHHSI.
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O. Petrenko, O. Petrenko, A. Bidun, Z. Ostrovskyi

MODEL FOR ASSESSING THE LEVEL AND PRIORITIZING
MULTI-PARAMETER THREATS USING THE MAMDANI FUZZY
LOGIC ALGORITHM OF THE FIRST TYPE

The subject of the study is a model for assessing threats and determining their priorities based on fuzzy logic
methods. The first-type Mamdani algorithm was used to build the model. The developed threat assessment model
was tested on a static scenario, as well as on dynamic real-time attack scenarios. The problem was solved using
fuzzy logic methods. The Fuzzy Logic Toolbox (2 MATLAB extension) was used to model the system, which
contains tools for designing systems based on fuzzy logic. Block diagrams of the static and dynamic fuzzy threat
assessment models are presented in the Simulink application. The purpose of the study is to develop and analyze
a fuzzy model for assessing threats and determining their priorities in order to make decisions on the sequence
of measures to counter these threats. The objectives of the work include justifying the feasibility and effectiveness
of using fuzzy logical expressions and fuzzy logic operations for a formalized description of expert requirements for
determining threat priorities. Fuzzy logic methods are widely implemented in various control systems, particularly
in the following areas: nonlinear process control, self-learning systems, risk and critical situation analysis, pattern
recognition, financial analysis, corporate repository information research, and management and coordination
strategy optimization. Methods used in the study: probability theory, fuzzy logic theory, modeling.
Results achieved. The possibility of using fuzzy logical expressions and fuzzy logic operations for a formalized
description of expert criteria for determining threat priorities is considered. This approach provides numerical
assessments of threats based on specified parameters, which contributes to accuracy and flexibility in the analysis
process. The possibility of using fuzzy logical expressions and fuzzy logic operations for a formalized description
of expert requirements for determining threat priorities is justified. This makes it possible to obtain numerical threat
assessments based on specified input parameters, ensuring accuracy and adaptability in the analysis process.
The article proposes an algorithm for rating threats on a scale from 0 to 1 using a fuzzy logic system, which
contributes to accurate results. Conclusions. The developed procedure for prioritizing threats, based on a fuzzy set
model, significantly expands the functionality and allows determining threat levels. This, in turn, creates
the basis for making effective decisions on the implementation of measures to counter these threats and is the main
result of the study.

Keywords: model; fuzzy logic; membership function; threat level assessment; threat prioritization; decision
support; uncertainty; linguistic variables; fuzzy inference.

Introduction

Problem statement

In most cases, security specialists assess threats based on their own experience, converting
threat levels into numerical values. However, this approach to assessing threat levels significantly
limits the overall capabilities of the methodology, as the reliability of expert conclusions often
gives rise to conflicting opinions. In today's world, the rapid development of information
technology and the increasing complexity of decision-making processes bring to the fore methods
that take into account factors of uncertainty and insufficient data. Approaches based on fuzzy
logic, which allows for the formalization and analysis of complex systems where traditional
methods lose their effectiveness, are particularly important in this context.

© Petrenko O., Petrenko O., Bidun A., Ostrovskyi Z., 2025
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The article focuses on the development of methodological foundations and practical
recommendations for the implementation of threat prioritization systems using fuzzy logic. Fuzzy
set methods are particularly useful in situations where it is impossible to construct an accurate
mathematical model of the system's functioning.

Thanks to fuzzy set theory, it becomes possible to use imprecise and subjective expert
knowledge about the subject area to make decisions without the need to formalize them in the form
of traditional mathematical models.

Thus, the implementation of fuzzy logic methods for assessing the level of threats with their
subsequent prioritization for timely and balanced countermeasures is a relevant scientific task.

Analysis of recent studies and publications

Fuzzy logic first appeared in the mid-1960s thanks to the work of Lotfi Zadeh [1],
an American mathematician and logician who first introduced the concept. Since then,
its theoretical foundations and models have continued to evolve and remain one of the most
widely used methods today.

The practical application of fuzzy set theory actually began in 1975, when E. Mamdani
created the first fuzzy controller [2]. Fuzzy logic methods are widely used in various
control systems, particularly in the following areas: control of nonlinear processes, self-learning
systems, analysis of risky and critical situations, pattern recognition, financial analysis,
research of data from corporate repositories, optimization of management strategies,
and coordination of actions [3, 4].

Works [5, 6] discuss the development of an automated decision support system that uses fuzzy
networks to analyze and assess the air situation from the perspective of threats.

An analysis of scientific literature demonstrates the active and effective application of fuzzy
logic methods for threat assessment in various fields, including information security, cybersecurity,
and critical infrastructure risk management [7, 8].

The main advantage of using fuzzy logic is its ability to effectively process inaccurate,
fuzzy, or incomplete input data and expert assessments, which are often encountered
during threat analysis.

Numerous studies [9, 10, 11, 12] consider the practical implementation of the presented
models, in particular using the Fuzzy Logic Toolbox environment in MatLab, as well as the
creation of test sets of fuzzy rules. Research shows that fuzzy logic methods are an important and
effective tool for threat assessment, especially in situations with significant uncertainty.
These methods facilitate the development of reliable and adaptive models that take expert
knowledge into account, ensuring more informed decision-making in the field of security.

Other studies in this area cover such areas as guided fuzzy clustering [13], rule merging [14],
and multi-criteria optimization.

The purpose of this article is to develop and analyze a fuzzy model for assessing threats
and determining their priorities in order to make decisions on the sequence of measures
to counter these threats.
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Presentation of main material

To eliminate the shortcomings of existing risk analysis and assessment methods, the use
of fuzzy logic methods is proposed. Fuzzy logic demonstrates high efficiency in cases where
there is insufficient understanding of the characteristics of the system under study, limited access
to the necessary amount of data, and risk assessment is based on expert information, where
the input data may be insufficiently accurate or incorrectly presented. The flexibility and ease
of use of fuzzy logic as a methodology for solving problems ensure its effective implementation
in data control and analysis systems. At the same time, human intuition and operator experience
are also involved [15, 16].

Fuzzy logical inference assumes that a set of rules must be applied to evaluate the activated
membership function. In the context of fuzzy logical inference, such a set is called a rule base
or knowledge base for a specific subject area. The use of a set of rules contributes
to a more complete coverage of the reference space, while ensuring the reliability of the
conclusions obtained [17]. Based on the set of rules, a fuzzy logical inference system is built,
as shown in Fig. 1.

> If x—is Al > y-isBl
X > Ifx—is A2 »  y-isB2 > Agregator > Defazifier =y
> Ifx—isAm >  y—isBm

Fig. 1. Structural diagram of a fuzzy logic inference system
Source: [17]

The fuzzy inference process, based on fuzzy set theory, involves the use of fuzzy logic to form
a correspondence between a given input signal and an output result. This mapping serves as the
basis for decision-making or pattern recognition. This process takes into account all key elements:
membership function, logical operations, and if-then rules [18]. This article proposes an algorithm
based on fuzzy inference rules using the Mamdani algorithm, which is designed to assess the level
of threat. In the algorithm, several arrays of input data are processed to determine the initial value
of the threat level.

The Mamdani algorithm is one of the first to be successfully implemented in fuzzy inference
systems. It was developed in 1975 by English mathematician Ebrahim Mamdani as an approach to
controlling the operation of a steam engine [19]. Fuzzy inference using the Mamdani method was
first proposed for the development of control systems based on the synthesis of linguistic rules
formulated by experienced experts [2]. In this system, the output of each rule is represented as
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a fuzzy set of all possible values of a linguistic variable. Mamdani systems, due to their
intuitiveness and simpler rule base structure, are ideal for use in expert systems in which rules are
formed based on the knowledge and experience of specialists.

The Mamdani algorithm works as follows:

- for each input parameter, the degree of its membership in the corresponding fuzzy set is
determined,

- based on each fuzzy logical rule, the degree of correspondence of the rules to the obtained
data is evaluated;

- the degree of membership of each conclusion derived from fuzzy logical rules is calculated;

- calculations are performed to determine the values of the conclusions.

The obtained values have the form of a fuzzy quantity representing the result of logical
analysis. To convert this result into a clear value, a defuzzification procedure is used.

The inference process for the Mamdani system is summarized in Fig. 2.

Rule 1
Rule 2 Z Output 1
Rule 3

Fig. 2. Fuzzy inference process for the Mamdani system
Source: [20]

The MATLAB Fuzzy Logic Toolbox and Simulink extension package was used to model
the system. A triangular shape was chosen for the membership functions. After defining the
input variables, the graphical interface of the membership function editor is shown in Fig. 3.

Mamdani
Type 1

-

Output 1 (32 MFs)

Input 4 (3 MFs)

Fig. 3. Graphical interface of the membership function editor
Source: developed by the authors
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Figure 4 shows the membership functions for four possible types of input parameters.
These functions show how each point of influence of the input parameter determines
the membership value in the range from 0 to 1.

1 2 3 a 2
1 st 3
0.5 0.5]

—— —— — —— o
0 200 400 600 800 1000 1100 1200 1 F3 3 4 5 6 ?‘
10°
a) b)
T T T T T

. 5 5 . 1 2 3
1 5 1
0.5 1{ o5

L | . | — T L L
0 55 100 150 700 750 300 350 700 20 a6 60 80 100 120 140 160 180 200
c) d)

Fig. 4. Membership functions for input parameters of the first type (a), second type (b), third type (c),
and fourth type (d)
Source: developed by the authors

The output parameter of the fuzzy model for threat assessment is the threat priority, which
varies from 0 to 1. This is illustrated in Fig. 5.

LOW MEDIUM HIGH,

b

v a1 [ ¥ [E] [X] 0.5 [X] oF [X] 0.9

Fig. 5. Membership functions for threat prioritization
Source: developed by the authors

In the course of work, based on available standard data and expert comments on the
relationship between input and output parameters, it is necessary to define fuzzy inference rules.
Initial rules were formulated and evaluated for reliability in both static conditions and real-time
scenarios. The input data allows the priority of threats to be adapted by applying specific rules.
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Within the framework of the presented model, 226 rules were formulated, confirming its stability
and effectiveness. Some of the fuzzy inference rules used are described in detail in Table 1.

Table 1. Basic rules of fuzzy inference applied in this article

Rule

Description

Rule 1
(low priority)

IF (Inputl is mfl) AND (Input2 is mf3) AND (Input3 is mf5) AND (Input4 is
mfl) THEN (Outputl is mfl) (Weight: 1)

Rule 2
(low priority)

IF (Inputl is mf2) AND (Input2 is mf2) AND (Input3 is mf4) AND (Input4 is
mf2) THEN (Outputl is mfl) (Weight: 1)

Rule 3
(low priority)

IF (Inputl is mf3) AND (Input2 is mf3) AND (Input3 is mf3) AND (Input4 is
mf3) THEN (Outputl is mfl) (Weight: 1)

Rule 4
(medium priority)

IF (Inputl is mf4) AND (Input2 is mf2) AND (Input3 is mf3) AND (Input4 is
mf3) THEN (Outputl is mf2) (Weight: 1)

Rule 5
(medium priority)

IF (Inputl is mf4) AND (Input2 is mf2) AND (Input3 is mf3) AND (Input4 is
mf2) THEN (Outputl is mfl) (Weight: 1)

Rule 6
(high priority)

IF (Inputl is mf5) AND (Input2 is mfl) AND (Input3 is mfl) AND (Input4 is
mf3) THEN (Outputl is mf3) (Weight: 1)

Rule 7
(high priority)

IF (Inputl is mf5) AND (Input2 is mf2) AND (Input3 is mfl) AND (Input4 is
mf3) THEN (Outputl is mf3) (Weight: 1)

Rule 8
(high priority)

IF (Inputl is mf5) AND (Input2 is mfl) AND (Input3 is mf2) AND (Input4 is
mf3) THEN (Outputl is mf3) (Weight: 1)

Let us assume that, after analyzing the system's performance, experts evaluated the input
parameters according to the following indicators: first type — 70 points, second type — 30,000 points,
third type — 180 points, and fourth type — 80 points. In accordance with the defined rules and using
Mamdani's fuzzy inference algorithm, an initial threat assessment of 0.202 was obtained (Fig. 6).

PieeHb

— 80 3arposmu = 0.202

[4]

N

-]
—

[=]

Fig. 6. Graphical interface of the program for viewing rules (Fuzzy Logic
Designer Rule Inference) after completing the fuzzy inference procedure
Source: developed by the authors
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The diagram of the proposed fuzzy model for threat assessment, developed using MATLAB
software, is shown in Fig. 7. The figure shows a static scenario that processes input parameters
as constant information for each moment in time. The basic fuzzy inference system assesses
the threat level for each set of input parameters.

[70 30000 180 80] ™ in M out

Fig. 7. Static model of fuzzy logic for threat assessment in the MATLAB environment
Source: developed by the authors

0.2016

A threat with a higher priority characterizes a more dangerous set of input parameters.
The threat priority value itself influences decisions on the use of protective measures
to neutralize this threat. Table 2 presents the results of modeling in a static test scenario
performed over eight time points for a set of four input parameters.

Table 2. Results of modeling in a static test scenario with an 8-cycle run

Ne P1 Pz P3 P4 T

1 70 45000 250 80 0.202
2 187 38000 220 90 0.5

3 295 33700 150 100 0.4963
4 450 27700 100 150 0.5

5 792 17000 70 70 0.5

6 955 10200 45 65 0.7661
7 1110 7690 30 20 0.7942
8 1224 5960 20 15 0.8085

The results of testing this model with the parameters shown in Table 2 are shown in Fig. 8.

Fig. 8. Threat level assessment during static scenario testing
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Assessing the threat level during static scenario testing is crucial for ensuring system
security and reliability. It allows you to identify potential risks, detect weaknesses in the
architecture or code, and predict possible damage scenarios.

Proper testing helps prevent critical problems, reduces the likelihood of failure, and
promotes more informed decisions about protection, such as information or data.

Let's consider several scenarios for modeling dynamic attacks based on given input
parameters in order to assess the threats that may arise within their limits. To study the stability
and effectiveness of the fuzzy model, a comparison of the results obtained when implementing
different scenarios was performed.

Figure 9 shows an example of a dynamic scenario that adaptively analyzes input parameters
and uses them as data relevant to solving real-world problems that change over time.

The block diagram of this scenario was developed using the MATLAB
software environment.

C

VL
I'\ \\ ‘\
in out
] \
NN
\ |

Fig. 9. Dynamic model of fuzzy logic for threat assessment in the MATLAB environment
Source: developed by the authors

In all scenarios considered, the input data of the fuzzy model is formed as a set of input
parameters that are received in real time. In the first scenario, each of the parameters
changes in a certain way.

In particular, parameter P1 is characterized by increasing variable values, which at eight time
points take the form [70, 187, 295, 450, 792, 955, 1110, 1224].

Parameter P2 shows a decrease in variable values, which at the same time points are equal
to [45000, 38000, 33700, 27700, 17000, 10200, 7690, 5960]. In turn, parameters Ps and P4 also
decrease over time.
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Their values in eight time intervals are [250, 220, 150, 100, 70, 45, 30, 20] and
[200, 170, 140, 110, 80, 50, 20, 10], respectively. The characteristics of changes over time
for each of the four parameters — Pi, P2, Ps, and P4 — used in this scenario are clearly
illustrated in Fig. 10.
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Fig. 10. Dependence of input parameters of the first type (a), second type (b), third type (c),
and fourth type (d) on time
Source: developed by the authors

Fig. 11 shows the results of assessing the threat to a fuzzy system. As can be seen, the threat
value increases significantly with the growth of parameter P1, while the other three parameters
show a downward trend. In the first scenario, the final threat value is 0.8014, which indicates
a fairly high level of threat.
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Fig. 11. Output of the fuzzy logic model for assessing threats for the first scenario
Source: developed by the authors
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The second scenario assumes that each of the specified parameters changes according to certain
patterns over eight different points in time. In particular, parameter P1 shows a gradual decrease in its
values, taking the following indicators: [1500, 1000, 800, 700, 300, 200, 100, 50]. At the same time,
parameter P2, on the contrary, is characterized by an increase in values and is determined
by the following values: [2000, 3000, 7000, 10000, 12000, 15000, 16000, 19000]. As for parameters P3
and P4, both also show a tendency to increase in value over time, reaching values of [15, 25, 35, 75,
115, 140, 150, 160] for Pz and [0, 5, 10, 15, 20, 30, 40, 50] for P4. The dynamics of change for each of
these four parameters — P1, P2, P3, and P4 — according to the scenario are illustrated in Fig. 12.
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Fig. 12. Dependence of input parameters of the first type (a), second type (b), third type (c),
and fourth type (d) on time
Source: developed by the authors

Fig. 13 shows the results of the fuzzy system threat assessment. Given the above conditions,
the threat value is significantly reduced, as parameter P1tends to decrease, while the other three
parameters show an increase.
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Fig. 13. Output of the fuzzy logic model for assessing threats for the second scenario
Source: developed by the authors
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Conclusions

The study presents a detailed description of the approach to threat assessment using fuzzy set
theory. An analysis of the parameters necessary for calculating the threat level was carried out, and
a multifunctional approach to decision-making based on fuzzy logic was determined. Such
a system is an effective tool that optimizes the decision support process, greatly facilitating the
work of the specialist conducting the assessment.

The article proposes an algorithm for rating threats on a scale from 0 to 1 using a fuzzy logic
system, which ensures high accuracy of results. The developed threat assessment model was tested
on a static scenario, as well as on dynamic real-time attack scenarios. A comparison of the
simulation results in Table 2 for static threats with the results in Figure 11 for the dynamic scenario
demonstrates the high accuracy, reliability, and minimal error rate of the created model.
This indicates its effectiveness and potential for use in various conditions.

The developed threat prioritization procedure, based on a fuzzy set model, significantly
expands the functionality and allows determining threat levels. This, in turn, creates a basis for
making informed decisions on the implementation of measures to counter these threats.

The use of the obtained results as statistical data for calculating the probability of a threat and
the method of refining the probabilities of events is appropriate when constructing a functional
model for threat detection based on a Bayesian network [21, 22], which will allow refining
the probability of its occurrence.
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OILITHIOBAHHS PIBHA TA IPIOPUTU3AIIIL
BATATOIHAPAMETPUYHUX 3ATI'PO3 I3 BUKOPUCTAHHAM
AJTOPUTMY HEUITKOI JOT'TKW MAMJIAHI IEPIIOIO TUITY

IIpenmeTom mociigKeHHsI € MOJCIb OI[IHIOBAHHS 3arpo3 1 BU3HAYCHHS iX MPIOPHUTETIB HA OCHOBI METOJIB
HewiTkol Joriku. J[ns moOyaoBu Mojeni BUKOPUCTaHO anropuTM Mawmpaani nepmoro tumy. Po3poOiieny
MOJIENb OI[IHIOBAaHHS 3arpo3 MPOTECTOBAHO HA CTATUYHOMY CIIEHApii, a TAKOXK Ha JUHAMIYHHUX CIEHApisfX aTak
y peanpHOMy daci. [locraBneHe mNHUTaHHS pPO3B’S3aHO 13 3aCTOCYBAaHHAM METOMIB HEYITKOI JIOTIKH.
Jna MozpemtoBaHHS cHCTeMH BUKOpUCTaHO Fuzzy Logic Toolbox (posumpenHss MATLAB), mo MicTUTb
THCTpYMEHTH JIJIsl TIPOEKTYBAaHHS CUCTEM Ha OCHOBI HEYITKOI JIOTIKH. BJIOK-CXeMH CTaTM4YHOI Ta JMHAMIYHOT
HEUITKOI MOJIETi OIHIOBAaHHS 3arpo3 MOJAaHO B 3aCTOCYHKY Simulink. MeTa mocaigmKeHHsI — pO3pOOJICHHS i
aHaJli3 HEWiTKOI MOJEJi OLIHIOBAaHHA 3arpo3 1 BU3HAUCHHS IX MPIOPUTETIB Ui NPUHHATTA PIIICHHS

IIOJI0 MOCIIJIOBHOCTI 3aXOJiB 3 MPOTUIIl IIMM 3arpo3aM. 3aBAaHHs Po0OTH TependavyaroTh OOIPyHTYBaHHS
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JOILINBHOCTI Ta e(eKTHBHOCTI 3aCTOCYBaHHSI HEUITKHX JIOTIYHUX BUpA3iB 1 ONepaliii HEYITKOI JIOTiKH IS
(hopMaJTi30BaHOTO OINMKCY EKCIEPTHUX BUMOT JI0 BU3HAYCHHS MPIOPUTETIB 3arpo3. MeToaM HEdiTKOI JIOTiKU
IIMPOKO BIPOBA/DKYIOTHCS B PI3HOMAHITHHX CHUCTEMax YIIPaBIiHHS, 30KpeMa B TaKuX cdepax: yIpaBliHHS
HENIHIMHUMH TIpoIleCaMH, CHCTEMH 13 CaMOHAaBUYaHHSM, aHai3 pPH3WKOBUX 1 KPUTHYHHX CHUTYAaIliH,
po3mi3HaBaHHA 00pasiB; (IHAHCOBHM aHami3, IOCTIUKCHHA iHQOpMaIlii i3 KOPHMOPATHBHUX CXOBHIIL,
ONTHUMi3alisl cTpaTeriii ympaBiiHHA Ta KoopauHauii Aiil. MeToau, BUKOPHCTAHI B JOCJi:KeHHI: Teopis
HWMOBIPHOCTI, TEOpis HEYITKOi JIOTIKH, MoOJenioBaHHA. JOCATHYTI pe3yjbTaTu. PO3TISIHYTO MOXIHBICT
3aCTOCYBaHHS HEUITKUX JIOTIYHUX BUPA3IB 1 ONEpaIliii HEUiTKOI JOTIKU 1 (POPMaTi30BAHOTO OTHCY EKCIIEPTHUX
KpUTEpiiB 100 BU3HAUCHHS NpPiOpUTETHOCTI 3arpo3. Takuil miaxin 3abe3medye OTpUMAaHHS YHCIOBHX OIHOK
3arpo3 Ha OCHOBI 33/IaHUX MapaMeTpiB, IO CHPUSE TOYHOCTI Ta THYYKOCTI B mpolieci ix aHamizy. OOrpyHTOBaHO
MOXJIMBICTh 3aCTOCYBaHHS HEUITKHX JIOTTYHUX BHpa3iB 1 omnepaliii HediTKO1 JOTiKH i (JOpMaTi30BaHOTO OMHCY
eKCIIEPTHUX BUMOT JI0 BH3HAUCHHS NPIOPHUTETIB 3arpo3. lle mae 3Mory oTpuMaTrH YMCIIOBI OIHKH 3arpo3 Ha
OCHOBI 3aJlaHMX BXITHMX TApaMeTpiB, 3a0e3MEeUYyl0YM TOYHICTh 1 aJaNTHBHICTH Yy TIPOIECI aHami3y.
VY crarTi 3amponoHOBaHO AJITOPUTM PEUTHHIOBOI OIIHKH 3arpo3 3a mkanoko Bix 0 mo 1 3a J0omomororo
CHUCTEMH HEUITKOI JIOTIKH, IO CIpHS€ TOYHHM pe3ylbTaTaM. BucHOBKH. Po3poOiieHa mpoueaypa
MpiopHUTH3aIlii 3arpo3, MOOyJOBaHA Ha MOJENi HEYITKMX MHOXHH, 3HAYHO pO3IMIHPIOE (DYHKI[IOHATBHI
MOXJIUBOCTI ¥ Jae 3MOry BH3Ha4aTH piBHI 3arpo3. lLle 31 cBoro OOKy CTBOpIOE MiATPYHTS
JUIST  yXBaJIeHHS e(EeKTHBHUX pIlIeHb IOJ0 BIPOBa/DKEHHS 3aXOiB 13 MPOTHAIl IIMM 3arpo3am
i € OCHOBHUM PE3YJIETATOM JOCIIIKCHHS.

KarouoBi ciaoBa: Mojens; HewiTka Jorika; (yHKIIS HaleKHOCTi; OI[iHKAa piBHA 3arpos;
BHU3HAYCHHS TPIOPUTETIB 3arpo3; MIATPUMKA NPUHHSITTSA pIllleHb, HEBU3HAYCHICTh; JIHTBICTHYHI 3MiHHI,
HEYITKUI BUCHOBOK.
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ITEPAIIIMHI ®PAKTAJIBHI BIIOBPAKEHHS SIK 3ACIB
MNOCHUJIEHHSI EHTPOIII TA HAJIIMHOCTI IPOLIECIB
®OPMYBAHHSA KPUIITOT PA®IYHUX KJIIOYIB

IpenmeToM mocaigKeHHS € MiIBUIICHHS HAaNIHHOCTI (GOpMyBaHHS KPUNTOrpadiqHAX KITFOUIB U 3a0e3MeUeHHS
HafmiHOi cucTemMu 3axucTy. MeTa po0OTH — MiIBUINEHHS ¢(QEKTHBHOI CHTPOIMIl Ta BiATBOPIOBAHOCTI IMPOIIECIB
(opmyBaHHST KpunTOrpaivHUX KIFOYOBHX MaTepialiB COCOOOM BHKOPHUCTAHHS (PpakTaNIbHHX BimoOpaXkeHb SIK
EHTPONIMHUX KOHIWIIOHEPIB y JIAHIIOTY TeHepallii BUMAAKOBUX YHCeN. 3 Oy Ha OKpEecleHy METy HeoOXiTHO
BUKOHAaTH TaKi 3aBAaHHS: IPOBECTH KOMIUIEKCHE JIOCH/DKCHHS Cy4YacHHX METOMAIB TeHepamii BHIIQJKOBHX
TIOCHIZIOBHOCTEH 1 MEXaHi3MiB 1X KOHJHUILIOHYBaHHS; MIOPIBHITH TPAAULIHHI METOAM HOpMaltizalii 3 ¢ppakraibHUMHU
MEpETBOPEHHSAMHU; PO3pOONTH MOJIeb (PPaKTAIBHOTO IiJCHICHHS EHTPOII] Ta BU3HAYHUTH i ONTUMaJIbHI TapaMeTpu
JUTS PI3HUX THITIB anapatHux mwiarGopM. YHPOBAaI:KeHI MeTOOH. Y CTAaTTi BIOCKOHAJICHO MeTo] (hOpMYBaHHS
KpunTorpadiyHuX KIIOYOBHX MaTepialliB, OCHOBaHWI Ha iHTerpauii (i3uuHUX JKepen eHTporii 3 QpakTalbHUMU
MaTeMaTHYHUMU MozessiMu. Pe3ynbTraTtn  pociimkeHHsl. Po3poOiieHO CTpyKTYypHO-(YHKIIOHANIBHY —CXeMy
(hpakTampHOTO (HhOpMYBaHHS KITIOWIB, Y AKiM amapaTHU TeHepaTop iCTHMHHO BHUmagkoBux uwcen (Irue Random
Number Generator, TRNG) 3a0e3medye mo4aTKOBy €HTPOI0, a (hpakTadbHUN KOHAWIIIOHED peaidye iTepamiiHi
BiOOpaXeHHS HAa OCHOBI MHOHMH Mannens0poTa, XKymis Ta cucrem itepamiiHux QyHKuii ([terated Function
Systems, 1FS). Y po0oTi mpoaeMOHCTpOBaHO MiAXiN IS IiJBUIICHHS CTOXAaCTHYHOCTI ITOTOKY, 3MEHIICHHS
JIOKaTbHOI KOpeIsIii Ta crabimizamii MiHIMambHOI eHTpomii Oe3 BTpydaHHS B 0a30BHiI MeXaHi3M TeHeparlil.
3arnporoHoOBaHO KOHMIIIOHYBaHHS, 1110 Ilepeidadae HopMalti3alilo, IepMyTalliifiHe 3MilTyBaHHS Ta KpunTorpadiune
cTuckaHHs 3 BukopuctaHHsaM QyHKuii SHAKE128/256 (Secure Hash Algorithm Keccak Extendable), mo
3a0e3neuye piBHOMIpHUI posmofin OitiB 1 migroroBky wmarepiany miusi moxnyiniB HKDF (HMAC-based Key
Derivation Function) abo Argon2id (Password-Based Key Derivation Function). Onucana B CTaTTi CHCTEMa, IO
MiATPUMY€E 3aXUWIleHe >KYpPHAIIOBAaHHS IapaMeTpiB, KOHTPOJIb BiITBOPIOBAHOCTI Yepe3 4YacoBi MITKH Ta
OJHOCTOPOHHI BiIOMTKH, MOJErmye ayamt i ceprudikamito 3a crammapramu FIPS 140-3 (Federal Information
Processing  Standard) # NIST SP  800-90B (National Institute of Standards and Technology).
BucnoBku. ITpoBeneHi excriepuMeHTH Ha amapatHux Iuatgopmax Cortex-MA4F 1 x86 64 miaTBepAuian 3pOCTaHHS
MiHiManeHOI eHTpomii 3 0.72 mo 0.99 i mokpamienHs cepenuboro p-value B Tectax NIST STS 30.43 mo 0.54.
Le cBimunth Tpo eQEeKTHUBHICTH (PPaKTATBHOTO KOHIWIIOHYBAHHSA SIK CIIOCOOY MIJACHICHHS CHTPOIIHHUX
BJIACTUBOCTEH Oe3 30UIbIICHHS amapaTHUX BUTpaT. OTxe, po3poblieHa B MEXax JOCITIPKCHHS TEXHOJIOTiS MOXKe
OyTH BIIpOBa/DKCHA B JepXKaBHI IH(POBI CEpBICH, CIEKTPOHHI PEECTPH, IIATPOPMH EISKTPOHHOTO MIAMHUCY H
amapartHi Monyii Oe3lmeku Ta 3a0e3NeYnTH BUCOKY HaJiiHICTh, MPO30PUHA ayJuT 1 BiINOBIAHICTH MIKHApOJHUM
cTaHaapTam Kpuntorpadiqaoi 6e3mnexu.

Karouosi cioBa: dpakransHa kpuntorpadis; reHepais BUNaJKOBUX YHCEN; SHTPONHHE KOHIUIIOHYBaHHS;
(hopmyBaHHS KITIO4iB; KpunTorpadivyHa CTiHKIiCTb.

1. Beryn

Haniiinicth cydacHMX KpunrtorpadiqHuX cHCTeM O€3MOCepeHbO 3aJIeKUTh BiJ SKOCTI
KJIFOUOBOTO Marepiany, SKHH (QOpMYyeThCS Ha OCHOBI BHMAJAKOBUX MOCTiTOBHOCTEH [1].
Henocratas entpormist abo mependadyBaHICTh JpKepesa BUITAIKOBOCTI MPU3BOAMWTH 0 BTpPATH
kpunrorpadiqaoi ctiikocTi [2], koMmmpomeTarlli 1aHux [3] Ta YHEMOMJIMBIIOE CEpPTH(IKAIIIO

© [Ilpokonosuu-Trauenxo /., Pubarvuenxo JI.,
Yepracoxuti O., Yepracoxuii /[., 3youenxo H., 2025
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cucreM Oesneku [4]. TlpoGmema mossirae B TOMy, IO HaBiTh cepTH(IKOBaHI amapaTHi
reHeparopud iCTUHHO BHUmagkoBux uuncen (True Random Number Generator, TRNG),
skl BiamoBimaroTe BuMoram FIPS 140-3, 3anumaroTbess Bpa3auBUMH O  Jerpajaiii
KOMITOHEHTIB [5], 30BHINIHIX €JEKTPOMAarHiTHUX BIUIMBIB [6] 1 cTapiHHS eleMeHTHOiI 0a3u [7].
Ile Moxe CHPHYMHSATH TOSBY CTaTUCTUYHUX Ne(EKTIB 1 3HWKCHHS €(PEKTUBHOI MiIHIMAJIBHOI
enTporii [8], mo ocob6aMBO HEOE3NMEYHO TS ep>)KaBHUX MUPPOBHUX CEPBICIB Ta 1HOPACTPYKTYp
CIIEKTPOHHOTrO miamucy [9].

[Tonpu 3HauHUil mporpec y po3poOCHHI KBAHTOBUX T'€HEPATOPiB BHIMAAKOBHX uwmcen [11],
MEMpPUCTOPHUX  CTpykTyp [12] 1 riOpumuux apxitektyp [13], HaykoBi myOumikarii
OCTaHHIX POKIB MarOTh HU3KY HEpO3B’s3aHUX NHUTaHb [14]. 30kpemMa 3aauIIacThCs CKIIATHAM
3aBAaHHs 3a0e3MedyeHHs TOBHOI BIATBOPIOBAHOCTI TMporieciB reHeparii [16], crabimbHOCTI
SHTPOIMHNX TapameTpiB [15] 1 HamiMHOTO KOHTPOJIO CTaHy JDKEpel BHUIAJKOBOCTI
i 9ac excruryaraii [16, 17].

TeoperndHa axkTyalbHICTh IIHOTO JOCHIDKEHHS TIOJNATAaE B CTBOPEHHI MAaTEMAaTHIHHX
MoJIesiell KOHUITIOHYBaHHS BUIIAIKOBUX MOTOKIB, 3aTHUX 3MEHIIIYBaTH JOKaJIbHI KOPEJAIii 0e3
BTpaTH BiTBOproBaHocTi [18, 19].

[IpuknagHa akTyaabHICTH 3yMOBJIEHA IOTPEOOIO MiBUIIUTH SKICTh KIIFOYOBOTO MaTepiany B
KpunrorpadiuHux cucremMax 0e3 CYTTEBOTO YyCKIAAHEHHS amapatHoi 4acTuHU [20]
i 3 porpumanHsM Bumor crauaaptiB NIST SP 800-90B (National Institute of Standards
and Technology) [21] Tta ISO/IEC 20543 [22]. OaguuM i3 MEPCIEKTUBHUX HAMpsAMIB
pPO3B’SI3aHHS  OKpECIIEHOi  NpoOJeMH €  BHUKOPUCTaHHA  (paKTaIbHUX  BiOOpaKEHb
SIK CHTPOINIMHUX KOHIUIIOHEPiB [23].

Muoxunan Mangensopota [23], XKymis [24] Ta cucremu itepamiiaux QyHKMii ([terated
Function Systems, 1IFS) [25] BU3HA4YarOThCSI BUCOKOIO UYTIUBICTIO IO MOYATKOBHX YMOB [26]
1 CKIAIHOI CIIEKTPaJIbHOI CTPYKTYpOr, IO 3a0e3nedye e(EeKTHBHE 3TJIaKyBaHHS
CTaTUCTHYHUX HEPIBHOMIPHOCTEH.

Ha BinMiHy Big XaoTHYHHMX TEHEpaTopiB, (pakTadbHI MOJENi € JeTepMIHOBAaHHMH,
ToMy 30epiraroTh BIATBOPIOBAHICTh 1 KOHTPOJBOBAHICTH TIPOLECIB, MO € HEOOXiIHOO
yMOBOIO s ayauty [27], crammaptu3oBaHoi Bepu¢ikamii [28] Ta ceprudikamii
Kkpuntorpadivaux Moxyis [29].

BukopucranHas Takux BioOpakeHb, SIK HETIHIMHUX (UIBTPIB MIX anmapaTHAM T€HEPaTOPOM
(TRNG) Tta ¢ynkuiero ¢opmyBanus kimouiB (Key Derivation Function, KDF) nae 3mory
miABUIMUTH  e(EeKTUBHY  MiHIMaJbHYy  eHTpomiro  0e3  yTpy4aHHa B 0a3o0BHH
MeXaHi3M reneparii [27].

OTxe, HEpO3B’s3aHOI0 3AIMIIAECTHCS TpoOIeMa MiABUINEHHS eQEKTHBHOI EHTPOMii
TEHEPaTOpiB BHIAIKOBHX YHCEN Yy crocil, skuii OM TO€IHYyBaB MaTeMaTH4HYy CTporicth [1],
CTOXAaCTUYHY BapiaTWBHICTH [3] 1 BIAMOBIAHICTE MDKHAPOJHHM CTaHAapTaMm Oe3meku [4].
[i po3p’sa3anHs nae 3Mory 3a0e3nednTy cTabinbHe (POPMYBaHHS KPUNTOTPadidHOTO KIIOUOBOTO
MaTepiay Ui CHCTEM Jep)KaBHOTO 3HaueHHS [10], MABUINUTH CTIHKICTH 1O TiOpUIHHX
kibeparak [24] 1 CTBOPUTH OCHOBY MJIs MOOYIOBH JOBIpYMX IU(PPOBHX CEPBICIB y Me)kax
koHuentii Zero Trust (Zeroization — 6e3reYHe BUITyYEHHS TaHUX 13 am’sti) [25].
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2. AHaJti3 Cy4acHMX HAYKOBHUX MyOJIikaii i BUSHAYEHHSA NMPOo0JIeMHU T0C/IiKeHHS

Y HaykoBuUX po0OTax OCTaHHBOTO JAECATUIITTS AKTUBHO JOCHIIKYIOThCS (Di3UuHI
rereparopu ictuHHO BHmagkoBux umcen (TRNG), ocHOBaHI Ha Pi3HUX MPHUPOTHHUX ePeKTax:
TerioBoMy 1mymi [l], maBuHHOMY mymi miomiB [2], ¢uykryamisix Hanpyru [3], da3oBux
Bapialisix ocuuiaAToOpiB [4] 1 kBaHTOBUX mporiecax [S]. KBaHTOBI reHepaTopu HOBOTO MOKOIIHHS
JOCSTIIN TpomyckHoi 3aatHOcTi moHax 100 T'6it/c [6], MmO MATBEpIKYE MOTEHITIAN TaKUX
CHCTEM JUIsl BUCOKOIIBHJIKICHUX 3aCTOCYBaHb. BOIHOYAC y CydacHUX TparsiX IOCIiIKYIOThCS
riOpuaHi pimeHHs, SKi TMOENIHYIOTh KBAaHTOBI €(QEKTH 3 MEMPHCTOPHUMH CTPYKTypamu [7]
a00 CHiH-OpOITaTPHUMHU TYHEITBHUMH TIepexoamu [8], 1Mo po3HIMpIoe MOKIMBOCTI iHTETparii
TRNG y MiKpOEIEeKTPOHIKY.

Opnak HM3Ka JOCIIJHUKIB 3BEpTAa€E yBary Ha IMPAaKTUYHI OOMEXEHHS amapaTHUX
TeHEepaTopiB — Jerpajaiilo eineMeHTHoi O0a3u [9], BmmB Ttemmneparypu [10], xonuBaHHS
xwuBiieHHs [11] i crapinas komnoneHTiB [12]. HaBite ceprudikoBani TRNG-monysi, cTBopeHi
BignoBigHO 10 BuMoOr FIPS 140-3, neMOHCTpPYIOTH BPa3MUBICTh JO CTATUCTHYHHUX Ne(EKTiB
1 aKTHBHHX aTakK, 30KpeMa eJIeKTPOMarHiTHOTO BILTMBY abo moauikamii mpxepena mymy [13].

Jlesiki aBTOpHM JOBOJISATH, IO HABITh y CEPTH(PIKOBAHUX peali3amisix MOXYTb BUHHKATH
Kopersimii Mik OiTamu, SKi 3HWKYIOTh €(EeKTHBHY MiHIMalIbHY EHTpOMIIO TOTOKiB [14].
Lle miaTBepKye  HEOOXIMHICTH  MOJANBIIOTO  BJOCKOHAJICHHS  IPOLECIB  EHTPOIIHHOTO
KOHAMIIOHYyBaHHA. [IpoOiemMa JOCTOBIPHOTO OIIHIOBaHHS CHTPOII JDKEpeNl BHIAJIKOBOCTI
mocizae  KIIOYOBE  Miclle B CYYacHMX  MDKHApOJHMX  cTaHaapTax.  JlokymeHTH
NIST SP 800-90B [15], FIPS 140-3 (Federal Information Processing Standard) [16]
1 pexomengaii ISO/IEC 20543 [17] BumararoTh HasiBHOCTI IPO30PHX 1 BiATBOPIOBAHUX METOIUK
KOHTPOJIIO SIKOCTI eHTpomil MiJg dYac ekcIulyaranii reHeparopi. Lle cTuMmymioe mnosBy
MaTEeMaTHYHUX MOJIEIe KOHIUI[IOHYBAaHHS CUPUX OITOBUX IMOTOKIB, 3JATHUX ITiIBUIITUTH SKiCTh
BUIA/IKOBOCTI O€3 BTpaTH BIATBOPIOBAHOCTI pe3yibTartis [18].

OnHUM 13 T[EpCIeKTUBHUX HampsMiB y Wil cdepli € BHUKOPUCTAHHS HENIHIHHUX
TUHAMIYHUX CHCTEM, 30KpeMa XaoTHUHUX 1 (pakTaabHUX BimoOpaxkeHb [19]. dpakranbHi
CTPYKTypH, 30Kpema MHOxuHH Manaensopota [20], XKymis [21] abo cucremu itepamiitHuX
¢byukuii (IFS) [22], MaloTh BUCOKY UyTJIMBICTH O TOYATKOBUX YMOB [23], CKJIaJHy TOIOJIOTIIO
Ta CNEKTPaJbHY HACHYEHICTh, IO POOUTH IX MPUAATHUMH Ui CTOXACTUYHOTO IMEPETBOPEHHS
nanux [24]. Oxpemi myOmikamii AOBOIATH, IO BUKOPUCTAHHS (paKTaJIbHUX MOJENEH SK
CHTPOMIMHNX KOHAMIIIOHEPIB Ja€ 3MOTY 3MEHIIUTH JIOKAJbHI KOPENAIii, IiABUIIATH
Herepen0avyBaHiCTh 1 CTIHKICTh BUITAJKOBHUX IOCIIJOBHOCTEH [25].

BopHouac mOCHiTHUKM HAarojomIylOTh, IO 3aCTOCYBaHHA (PpakTalbHUX MPOIECIB Y
kpunrorpadii morpebye cyBopoi Bepudikamii [26] Ta cranmapruzoBaHoro aymuty [27].
[Toriepenni poboTH y cdepi Xaoc-OpiEHTOBAHMX T'€HEPATOPIB JAEMOHCTPYIOTh MOKIHMBICTH
CYTTEBOTO TIOKpAIlEHHS CTAaTHCTUYHMUX TMOKa3HUKIB y Tectax NIST STS 3a mnpasumbHOI
napametpu3anii [28]. OqHak HecTabiIbHICTh TApAMETPIB 1 CKIIAHICTh CepTH(IKaIlil 0OMEXKYIOTh
ix mpakTuyHe 3actocyBaHHs [29]. ToMy B oCcTaHHI pOKH (paKTaibHI METOIU PO3IIIIAIOTHCS HE

SK CaMOCTIl{HE JKEepesi0 BUIAJKOBOCTI, a SIK KEPOBAHMM HENiHIMHUN (QIIbTp MK anmapaTHUM
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reHeparopoM 1 moxayiem ¢dopmyBanHs kmouiB [30], mo 3abe3nedyye BiATBOPIOBAHICTD,
KYpHAJIOBaHHS MTapaMeTPiB 1 CTaHAAPTU30BaHUN KOHTPOJb sikocTi [31].

V3aranbHIOI0YN Pe3yJIbTaTH aHAII3y Cy4acHUX MMyOJiKariii, MO)KeMO 3pOOUTH BUCHOBOK,
0 HEPO3B’SI3aHOI0 TPOOJIEMOI0 3AIMIIAETHCA BIACYTHICTh AJaNTUBHUX MaTeMaTHYHHUX
MOJICJIeH, 3IaTHUX CTa0ILHO MIABUIIYBATH €(EKTHBHY MIHIMaJIbHY €HTPOIII0 0€3 MOpyIIeHHS
BUMOT cepTu(ikarii Ta 6e3 30UIbIICHHS anapaTHUX BUTpaT. Lle cTBOpIOe€ HAYKOBY W MPaKTUYHY
MepeayMOBY Ui PO3pOOIeHHS (paKTaIbHOTO EHTPOMIMHOTO KOHIUIIIOHEpa, M0 TOETHYE
¢GiBUYHI Ta MaTeMaTHYHI MEXaHI3MU TeHepalii BHIAJKOBOCTI B €IUHIA apXITEKTypi
3 MATPUMKOIO ayJTUTy ¥ KOHTPOJTIO BIITBOPIOBAHOCTI.

3. Mera i 3aBIaHHA J0CTiIKEeHHHA

AHai3 Cy4acHUX HAyKOBHX ITyOJiKAIliil 3aCBiIYMB, M0 MpobaemMa MiABUIICHHS eeKTUBHOI
SHTPOIii TreHepaTOpiB BUMAJAKOBUX YHCEN Y KpPUNTOrpadidyHUX CHUCTEMax 3aJMIIA€THCS
Hepo3B’si3aHOo0. HasiBHI migxonau, HaBiTh y BUKOPUCTAHHI amapaTHUX TI'eHEPaToOpiB iCTUHHO
BUIAJKOBUX YHCEIN, HE 3a0e3MeUyl0Th JOCTATHBOTO PIBHS CTAOIIBHOCTI i BiATBOPIOBAHOCTI,
0 YHEMOXIJIUBIIOE TOBHY ceprudikamito BigmoBimHo g0 Bumor FIPS  140-3
i NIST SP 800-90B [1, 15].

3HayHa YacTHHA CY4YaCHUX pillleHb OpieHTOBaHA a00 Ha CKJaJHI KBAaHTOBI mpouecH, abo Ha
amapaTHI CTPYKTYpH, II0 MAalOTh OOMEXEHUH piBEHb aJalTUBHOCTI i MOTPeOyIOTh CKJIaJHOTO
kamiOpyBanHs. Haituacrime BifCyTHI MaTeMaTH4HO (GopMaii3oBaHi MoOJeNi, 3[JaTHI B PEKUMI
pEaIbHOTO Yacy KOMIIEHCYBATH KOJMBaHHS (I3MYHUX MMapaMeTpiB reHeparopa i cradinizyBaTu
SHTPOMIiiTHI MOKa3HUKHU 0€3 BTPATH MPOAYKTUBHOCTI [2].

Mertoro 1bOro JOCIIIKEHHS € MiABUIICHHS e(DeKTUBHOT €HTPOIIii Ta BIATBOPIOBAHOCTI MPOIIECIB
dbopMmyBaHHs KpUNTOrpadiyHUX KIFOUOBHX MaTepiaiiB CHOCOOOM BHUKOPUCTaHHS (hpaKTalbHUX
BiZIOOpakeHb K EHTPOMINHUX KOHAUIIIOHEPIB Y JAHIIOTY TeHepallii BUMaIKoBUX uncen [3].

Jns peamnizanii okpecieHoi MeTH HeO0O0XiTHO MPOBECTH KOMIUIEKCHE JOCIIIKEHHS Cy4acCHUX
METO/IIB TeHepallii BUMAAKOBUX MOCIIJOBHOCTEH 1 MeXaHI3MiB iX KOHIWIIOHYBAaHHS, IOPIBHATH
TpaauLiiHI METOIM HOpMauizalii 3 ¢pakTalbHUMU NEPETBOPEHHAMU, PO3POOUTH TEOPETUUYHY
MoOJieNIb (PPaKTAJIBHOTO MiJICHJIEHHS €HTpOMii Ta BU3HAYUTH ii ONTHUMAaJIbHI MapaMeTpu yis
pi3HUX TUIIIB anapaTHux riatdopwm [4, 19, 21].

Ocob6nuBy yBary NpUAUIEHO CTBOPEHHIO apXITEKTYpH HpPOrpaMHO-alapaTHOIO KOHBEEPA,
Akui 1HTerpye QpakranpHuil konauuioHep Mk TRNG 1 KDF 3 miaTpumkoro 3aXuIieHoro
KYPHAIIOBAHHs, KOHTPOJIO BiATBOPIOBAHOCTI Ta cyMicHOCTiI 3 mpodimsamu Oesneku FIPS Tta
NIST [5]. BaxyiuBuMm CKIaJHUKOM POOOTH CTano po3poOJeHHS METOJUKU €KCIEpUMEHTATbHOT
MEPEeBIPKH, IO OXOIUTIOE BUMIPIOBAHHS MIHIMAJIBbHOI €HTPOMii Ta CTAaTUCTHYHUX TOKAa3HHKIB
p-value B Ttectax NIST STS 1 SP 800-90B, a Takox OIHIOBaHHA NPOAYKTHUBHOCTI,
€HEepProcroXKUBaHHS Ta CTa0IIbHOCTI OTPUMAHUX PE3yJbTaTiB Ha PI3HUX KiacaxX miaaTdopM — Bif
mikpokontpoepiB Cortex-M4F no cepBepHux cuctem x86 64 [6, 16].

Y Mexax JOCHIUKEHHS 3MOJEIbOBAHO HpolecH  (PpakTaJbHOIO  MEPETBOPEHHS
3 BukopuctanHiM MATLAB Mobile, noOynoBaHo kapTu p-value, CIEKTpajibHI giarpaMu Ta
ricrorpaMyd pos3mojily OiTiB  AJi1  OILIHIOBAHHS CTOXAaCTUYHMX BJIACTUBOCTEH IMOTOKIB.




238

Aemomamu3osani cucmemu ynpaeiinua ma npunaou asmomamuxu. 2025. Ne 4 (187)

Pesynbrati ganmm 3mMory BHW3HAYMTH O0JacTi MapaMeTpiB, MO 3a0e3MeUylOTh ONTUMaIbHUN
OaJlaHC ~ MDK  CTaTUCTUYHOKO  PIBHOMIPHICTIO,  IIBHUAKOMIEID  Ta  EHEPreTUYHOIO
edexkTuBHICTIO cuctemH [19, 23].

OkpemMo moOpiBHSHO  (pakTaJbHEe KOHIWIIIOHYBaHHS 3  KJIACHYHUMH  METOJaMU
BUPIBHIOBaHHS, TakuMu sK cxemMa (¢(oH HeiimaHna, yHiBepcaJibHe TrenryBaHHsS abo
kpunrrorpadiune cruckanast SHA-3/SHAKE (Secure Hash Algorithm 3 | Secure Hash Algorithm
Keccak Extendable), mo momoMorio BHU3HAYUTH TMepeBaru (PpakTaIbHOTO MiAXOAY 00
THYYKOCTI IMapaMeTpiB 1 BIATBOPIOBaHOCTI pe3yabTaTiB [10, 15].

Ha minmcraBi nmocsrHyTHX pe3ysibTaTiB  CHOPMYJIHOBAHO TPAKTUYHI pEeKOMEHaamii 3
YIPOBADKCHHST  (PAKTAIbHOTO EHTPONIHHOTO KOHJMIIIOHEpa B JepikaBHI 1H(opMalliiiHi
cucremu, mudposi peectpu, mporokoaun TLS 1.3/QUIC i amapatnHi momym 6e3neku HSM
(Hardware Security Module) i TPM (Trusted Platform Module). 3anponoHOBaHMI ITiIXi/T
Y3TO/KY€EThCS 3 KOHIEMI€r Zero Trust 1 yMOXIUBIIOE CTBOPEHHS KOHTPOJILOBAHHUX,
BIITBOPIOBAHMX 1 cepTU(IKOBAHUX MpoIeciB (POpMYBaHHS KIIFOUOBOTO Matepiainy [24, 25].

Peamizamis 3ampornoHOBaHOT MOJENi AACTh 3MOTY ITJIBUIIMTH HAMIMHICTH 1 CTaOUIBHICTH
TeHEPaTOpiB BUMAIKOBUX YHCEN, 3a0€3MEYUTH MPO30PHIA ayIuT KpUNTOTpadiqHUX MPOIECIB i
MOKPAIIXTH 3arajbHUN pPiBeHb 1HPOPMAIIHHOI Oe3MeKH JepKaBHUX 1 MPOMHUCIIOBUX ITUPPOBUX
cepeiciB. OTxe, JTOCTIPKEHHS Tependadae CTBOPEHHS KOHIICNITYaJIbHO HOBOTO ITJIXOTYy O
MiJICWJICHHS EHTPOMIMHUX BIIACTHBOCTEH TI'eHEpaTOpiB BHUMAIKOBHUX YHCEN, IO TIOEIHYE
MaTeMaTHUYHY €JIETaHTHICTh (PaKTAIBHUX IMPOIECIB 13 BUMOraMu KpunrorpadiuHoi HamiifHOCTI

Ta PETyJIATOPHOI BiJTIOBITHOCTI.

4. MaTtepiaau it MeTOM J0CJIiIZKEHHSA

[Ticna ananizy HassBHUX MIIXOJIIB O TeHEpallii KIF0YOBOTO MaTepialy CTa€ OUYEBHIHUM, 1110
HaBITh HAWCyYacHIII amapaTHi Te€HEpaTOpH ICTUHHO BUMAIKOBHUX YHCEN MalOTh OOMEKEHHS,
OB’ s13aH1 3 KOJUBAHHAMH (DI3UYHUX TTapaMeTpPiB, CTATUCTUYHUMU BIIXWICHHSIMHU W CKJIQJIHICTIO
3a0e3nedYeHHs] MOBHOI BiATBOproBaHOCTI pe3ynbrariB [1-4, 10]. Lle 3ymoBmoe motrpely B
YIPOBA/KCHHI JIOJJATKOBUX PIBHIB EHTPOIMHHOTO KOHIWIIIOHYBaHHS, 3JaTHUX 3MEHITYBaTH
KOpEeJsIlii B MOTOKAaX BUITAJIKOBUX OITiB, BUPIBHIOBATH PO3MOJAUI 1 MiABUIIYBATH €(PEKTUBHY
MiHIMallbHy €HTpoImif0 ©0e3 BTpydYaHHS B caM MexaHi3M reHepamii [6,15, 16, 27].
VY npomy gocriimpkeHH1 PpakTanbHi BITOOpaKEHHS PO3IIISIAI0THCS SIK MaTEMaTHYHA OCHOBA JIJIs
moOy/TI0BH TaKOTO KOHIUITIOHEPA.

[x K7TrF04YOBA BIACTHBICTD TONATAE y BUCOKiH Uy TAMBOCTI 10 MOYATKOBUX YMOB i MAPAMETPiB,
[0 CTBOPIOE 3HAYHE PI3HOMAHITTS BUXIAHHUX MOCIJOBHOCTEH HaBITh 3a MIHIMAJIBHHX 30ypeHb
BXigHUX nmaHux [19-22]. Ha BiamiHy BiJg XaOTHYHHX TE€HEPATOpPiB, (pakTadbHI CHCTEMH
3a0€3MevYyI0Th KEpPOBAHICTh 1 IMOBTOPIOBAHICTh ITEPAIITHOTO TPOIECy, MO € KPUTHIHO
BOKJIMBUM JJIS1 ayIUTY ¥ ceptudikaiii kpunrorpadiaaux Mmoaymis [1, 3, 4].

Mera metony — iHTerpamis (pakTaabHOTO TEPETBOPEHHS B JIAHIIOI MIXK arapaTHUM
T€HEPATOPOM BHITAJIKOBUX YHCEN 1 KpunTorpadiuyHor ¢GyHKIie€ (GopMmyBaHHS KIto4iB. Takuid
MiIX17 Ja€ 3MOTY 3MEHIIUTH JIOKAJIBbHI 3aJIe)KHOCTI Y BUXIIHHMX IOCTIAOBHOCTSX, IiJIBUIIATH
SKICTh CTATUCTHYHHMX ToKa3HMKIB y TecTtax NIST STS, 3abesneuntu cTabuibHY MiH-CHTPOIIIIO
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MOTOKY W TIOKpAIMTH CTIWKICTh O AaHAMTHYHHUX aTaK, COPSIMOBAaHUX Ha BITHOBJICHHS
cTaHy reHeparopa [3, 6, 16, 19-23].

VY Mexax Mofaiblioro METOAOJOTIYHOTO JOCTIHKEHHS OyJie 3amporoHOBAHO TEOPETHYHY
MozeNlb  (ppaKTalbHOTO TIJACWUJICHHS CHTPOIIi, OMHCAaHO aJITOPUTMIYHI TEPETBOPEHHS
Ta ONTHUMI3aIlIiHI TapaMeTpH, M0 JAl0Th 3MOTY (opMaii3yBaTH iHTErpaiiro (GppakTaabHOTO
KOHJIWIIIOHEpa B THUMOBUN KpuOTOorpadiyHUi KOHBEEP '"BUMAIKOBICTH — HOpMaTi3allis —
cTuckaHHs — (opMmyBaHHA Kirova". Taka MOJENb MOETHYE YiTKI BAMOTH 1HPOPMAIIHHOT Oe3neKn
31 CTOXaCTHYHMMH BJIACTHBOCTSMH HEIIHIMHUX cHUCTeM, 3a0e3medylound OaJlaHC MIXK
MaTeMaTHYHOIO  OOTPYHTOBAHICTIO Ta  MPAKTHYHOI  MPUIATHICTIO  JJIs  peami3alii
B MIKPOKOHTpOJIEpax i cepBepHux cepeaopumiax [10, 15, 19-23, 27-28].

PosrnsiHeMo HasBHI MiIX0IW 10 TeHEpaIlii KII0Y0BOTO Marepiany. Jkepema BUIAIKOBOCTI
noausitoteess Ha ¢i3muni (TRNG) i nmerepminoBani (Deterministic Random Bit Generator,
DRBG) [1-3]. TRNG BukopucTtoBylOTh (isuuHi (eHOMEHH (TEIJIOBUH IIyM, JIABHHHUIA
myM giomiB, Quykryamii ¢a3) 1 nOTpeOyIOTh KOHIWIIIOHYBaHHS W  OIIHIOBaHHS
earpomii [1, 27, 28]. DRBG (HMAC/SHA-2, CTR-AES, Hash-DRBG) notpe0yoTh SIKICHUX
seeds Ta mepiomuuHoro reseeding [2, 10]. Jlns ycyHeHHs 3MIIIEHHS 3aCTOCOBYIOTH CXEMY
¢on Heiimana (nebaiiacwar), yHiBepcanbHe remyBanss (leffover hash lemma), xpunrorpadidae
cruckanns (SHA-3/SHAKE) [6, 15, 16]. AnsrepHaTuBHI iiei nependavyann xaoc- Ta (pakrai-
OpIEHTOBaHI TEHEPaTOPH, OJHAaK IX KPUTHKA 30Cepe/PKeHa Ha CKJIATHOCTI KOPEKTHOTO
0e3MeKOBOro aHali3y W pU3MKY HEKOpeKTHOI mapamerpu3arii [20-23]. ¥V wiii poboti pakTanu
He 3amiHiOIOTh RNG, a € weniniiinum xonouyionepom mixk TRNG i KDF, xoHTponboBaHHM
i ayautoBHuM 3a nipodissmu NIST/FIPS [1-4, 6].

[Tomamo TeopeTruHy MOAEINb (PpaKTATBHOTO MiACHICHHS eHTpotii. [lo3HaunMo cupuit OTiK

TRNG sx X €{0,1}" i3 1uimpHicTIO po3mominy P, Ta OIIHKOW MiH-eHTpPOMIi
H, (X)=—|0g2(maXxPX (x)) [1, 3]. Hexait F,:{0,1}" ->{0,1}" - pomuna @paxmanvrux
KOHOuyionepig, ne mapameTpu 6 (QYHKIIOHATBHO 3alieXkKaTh BiJ BEKTOpa CEPEIOBUIIHUX
BuMipiB E (TemmepaTypa, 4acTOTa, Hampyra, IIyM, 4YacOBi MITKH), a TaKOX BiJl KOPOTKOi
myOJIiYHOT COIl § !

Y=F,(X,s), 0=0(E,s), (1)

ne F, peanmisye T irepauiil Hal KOMIUICKCHAM CTaHOM Z,, =z +c, z,=¥(x,)

3 KBaHTyBaHHsM 0OiTa (-iB) 3 mianpocropy ¢a3zoBux moprperis [19-21].

m

s IFS BukopucToByeThcs MHOXHHA adiHHUX BigoOpakeHs {w,}", 3 Baramu pi(e)

i BuGipkoro HacrynmHoro cumBoiy i, ~ p(-|6@), micis goro OiT (GopmyeTbcs crmocobom
MOPIBHSAHHS KOOpAWHAT a0o 3a 3HakoMm [20, 22].

Bnacmueocmi. [1ns Oynp-koi (ikcoBaHoi € nepeTBOpeHHs [}, € IeTepMiIHOBAHUM, OTXKE,
3a inpopmauiiinoro Monoronnictio H, (Y)<H,(X) [10,16]. Mera — He napowyysanus

CHTpPOMIi B CTPOTOMY CEHCi, a 3HWKEHHS KOPEJAIliii / 3MillleHb, MOJIMIICHHS epexmusHoi
MiH-eHTponii oninkamu NIST 800-90B, chopomieHHs mnapaMeTpUYHOro ayAuTy vepes

noryBauuss 6 Ta BigGutkis h(6) [1, 3, 16]. Ilicas F, 3acTOCOBYEThCS YHiBEpCAIbHE
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remyBaHHi /i, 13 cexkperHuM cunom S, Hampukiaan, HKDF-SHA-3 a6o XOF SHAKE
(XOF — eXtendable Output Function):

K =hg(Y), |K|3H;(Y)—2|og21, )
&

ne H’ —3rmamkeHa MiH-€HTpOTIIs, a (2) BUTUIMBAE 3 JIEMH PO 3aTHITKOBHIA Tem [16].

Cmoxacmuuna napamempusayis. Ilapamerp ¢ = a +ib nns muoxuH ManaensOpoTta/ XKymis
o0upaeTheA K

a =scale, (ADC(E) ®slice(X)), b =scale, (TSC® mix (X)), 3)
ne ADC(E) — xBaHTH30BaHi ceHcopu cepenoBuiia; TSC — wacoBuii miumibHuK; MiX(-) —

nepMyTaniifHe 3MilryBaHHs (Hanpukian, iHBepcii ®imepa — €rca). Itepamiiina rmmubuna 7T

il Mara KkBaHTyBaHH: OiTiB Q BHM3HAYAIOTh KOMIPOMIC MIPOAYKTUBHOCTI Ta SKOCTI.

Onmumizayitna nocmanosxa. Hexait I:Iw (6?) — ominka MiH-eHTpomnii NIST 800-90B mis

Buxoxay Y. Toxi BuGip € moxHa popmanizyBatu siK
max Flw () st pj.(e) e[aj,ﬂ‘.], vj, pval (0)>7, VieT, (4)

0O J

me p; — mnapamerpu crabuibHOCTI Tpouecy; T — migmHoxkuHa TtectiB NIST STS;

7 —mnopir p-value [3]. Po3w’si3anns (4) 3xiiicHIOETbCs depe3 grid search abo 0aeciBCBbKY
ONTUMI3aIliI0 Ha KaJTiOpyBaJbHUX Tpacax.
Apximexmypa cucmemu ¢paxmanvrozo gopmyeanns kmouie. IIponOHYeThCS KOHBEEp 3i

CTaHJapTHUMH iHTepdeiicamu:
neGaitacunr/mepmyTarii Fy SHA-3/XOF HKDF/Argon2id

TRNG - X>Y > Z - {K,salt, IV}.
TRNG - amapatauii (naBunHUI/RO/yacoBuii mym) [1, 27, 28]. ¥V Omomi HOpMmamizamii
BiIOYBAa€ThCSA TMEpMyTalliifHe 3MIITyBaHHS OJIOKOBUX TMIAMOCTIIOBHOCTEH 1 CTUCKaHHS
SHAKE128/256 [6, 15]. ®pakranpHuii koHammionep F, — omma 3 peamizamiid:

Mangensopot/XKymis/IFS [19-22]. KDF-moayni: HKDF-SHA-3 (RFC 5869 i3 3amiHOmO
Ha SHA-3) i/ab6o Argon2id nns crsoxinas 3 napoiasmu/PEM [5, 6, §].

Kypnantosanus 1 eiomeopiosanicme. JIns aynuTy JOTYIOThCS MyOnivyHl apredakTu:
meta:{ver,s,h(ﬁ),T ,XOF_mode,time,deviceID} i 3axXMIIAlOThCs uYepe3 aBTeHTH(IKOBaHE
mmdpyBaHHs 3 acomifioBaHuMu gaHuMu (Authenticated Encryption with Associated Data,
AEAD) (mampuknan, ChaCha20-Poly1305) 3 wio4eM KepyBaHHS, BiJOKPEMJIGHUM BiJ
reaepanii [7, 24]. Cexperni mani X,Y,Z wHe 30epiratothes. IlepeBipka cepTHdIKaIiIHOIO
71a00paTOPi€r0 BUKOHYETHCS BIITBOPEHHSIM TIPOIIECY HA MyyHUX TpacaxX i3 CUMYJIbOBaHUMH E
Ta Baiijgauieio p-values/min-earpomii [ 1, 3, 4].

Bzaemoois 3 xpunmocepsicamu. Iarepdeiicu mus TLS 1.3/QUIC, cxoBuiy KIr04iB
HSM/TPM/TEE (Hardware Security Module | Trusted Platform Module | Trusted Execution
Environment), nepxaBuux peectpiB: ¢opmyBanns Salt/I\Inonce (Salt / Initialization
Vector / Number Used Once); nepionnunuii reseeding DRBG; nonituka key rotation; 6e3nedne
BUTy4eHHs Oydepis [4, 10].
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Ha puc. 1 momano cxemy ¢dopmyBanHsS KpunTorpadiyHUX KIIOYIB 13 IiICHICHHSIM
EHTPOIIMHNX BJIACTUBOCTEH 3a JOMOMOror (pakTaJbHUX BimoOpakeHb. CxeMa IEeMOHCTpPYE
MOCTIIOBHICTh  (PYHKITIOHATBHUX OJIOKIB, IO YyTBOPIOIOTH €AMHUN Tporec oOpoOIeHHs
BUTIAIKOBUX JaHUX.

TRNG
(naBMHHWA/RO/HacoBUA WyM)

CHUPMIA NOTIK

Hopmanizauis
doH Hewnman / SHAKE

MoniTuka KepyBaHHA
reseeding / rotation

HOpMani3gsaHwnin NoTi HanawTyBaHHA

NOryBaHHA NapaMeTpis @pakTanbHWM KOHOWUIOHEep noniTuka rotation
) (MangensbpoT / KOnisa [ IFS) i

pivalues, Hmin F(x) = cTUCKaHHA

b 4

ExcTpakuia f DRBG / KDF
(SHA-3, HKDF, Argon2id)

v
AynuT (AEAD noryeaHHa)

wmodi / salt / IV / nonce OMMLLEHHA

IHTerpauia TLS/HSM/TPM OuuweHHA Bydepis

MoTik: TRNG - Hopmanizauis -+ @pakTanbHui koHagnuioHep — KOF — IHTepdgencn
AynunT: nuwe nybnivHi apTedakT nig AEAD

Puc. 1. Cxema dpakranbroro popMyBaHHs KpUITOTpadiyHUX KIIOUiB

Cxema  ¢pakrampHOro  (OpMyBaHHS  KpUNTOTPAaQiuHUX  KIIOYIB  MICTHTh  TaKi
¢byHKIiOHATBHI OJOKH:
— TRNG-moxynp — mKepeno MepBHHHOI €HTPOIi, 0 TeHepy€e BUMAAKOBI OITH Ha OCHOBI

(b13MYHUX MpoIeciB (JTABUHHMM, KUTBIIEBUN a00 YaCOBUH IIIyM);

— Omox HopMmamizamii — BHKOHYe (QyHKIii ycyHeHHs 3MmimeHHs (¢don Heliman),
nepMyrtaniiHoro 3mimyBaHHs (Pimep - €1c) Ta  KpUOTOrpagiuHOr0  CTHCKAHHSA
(SHAKE128/256);

— (pakranpHuii KoHauuioHep F(x) — IEHTpaidbHAa (YHKIIOHAJIbHA 4YacTHHA CXEMH,

o peanizye itepamiiiai (paktanpi Bimoopaxenns (Kymis, IFS) nns 3HWKEHHS KOpenmsin
1 MICUJICHHS] CTOXaCTUYHHX BIACTUBOCTEH MOTOKY;

— ™onyns KDF/ekcrpakuii — momanuit ans gpopmyBanns kmouiB Ha ocHoBl SHA-3, HKDF
a60 Argon2id; BUKOHY€ €KCTPaKIIil0, CTUCKAHHS il HOPMYBaHHS JaHUX;

— MiJCHCTEMa KypHAJIIOBaHHA U aynuTy — 3abe3mnedyye KOHTPOJb BiATBOPIOBAHOCTI
IPOIIECIB 32 JOMOMOTOI0 30epekeHHs MyOniuHuX apredakTiB (MITKM 4Yacy, Telll mapaMeTpiB)
1 peanizye kpunrorpadiunuii 3axuct AEAD (ChaCha20-Poly1305);




242

Aemomamu3osani cucmemu ynpaeiinua ma npunaou asmomamuxu. 2025. Ne 4 (187)

— KepyBaJbHHI OJI0K (policy F) — Biamosimae 3a mapametpu (GpaKTaabHOrO KOHIUIIOHEPA,
MOPOTOBI p-value, reseeding 1 poTaIlito KIOYiB;

— wmoayib ounmeHHs nam’sati (ZERO) — BukoHye Oe3nieune 3aHyICHHS THMUYACOBUX JAHUX
TICIISl 3aBEPIICHHS UKy (POpMyBaHHS;

— 1iHTepdeiic 13 30BHIMIHIME KPUTITOCEpBiCaMu — Tiepeaae copMoBaHi Kirodi, ciib, [V Ta
nonce no HSM, TPM, TEE (Trusted Execution Environment) ta npotrokoiis TLS 1.3/QUIC.

CxeMa BIOTBOPIOE TIOCHTIJOBHICTh B3a€EMO3B’S3KYy MIDK CKIAQTHUKaMH (HOpMyBaHHS
KpunrorpadiqHuX KIIOYiB y Mporieci 00poOIeHHS BUITAIKOBUX JTaHUX.

5. Pe3yabTaTH 10CTiIKEeHHSA

ExcniepumenTansHO TiepeBipeHO e(eKTHBHICTh ()PAKTANbHOTO KOHIWIIOHYBAaHHS i dYac
dbopMyBaHHS KpuUnTorpadiyHUX KIIOYiB.

OcHOBHa MeTa MoJisArae B KUIbKICHOMY MiATBEPAXKEHHI TOTO, 110 1HTErparis (ppakTaibHUX
BiOOpakeHb y JAaHIIOr TeHepalii BUIMAIKOBUX YHCEN CHpUS€ 3MEHIICHHIO JIOKATbHHUX
KOpeJsLii, TMiJBUIIEHHIO OI[IHKM MIH-€HTpOmii Ta 3a0e3MedeHHI0 OuIbIl PIBHOMIPHOTO
pO3MoiTy OITiB Y OTOKaX JaHUX.

Jlis 1boro MpOBENEHO Cepil0 EKCIEepUMEHTIB Ha amapaTHUX TIaTdhopMax pi3HOTO
KjJacy — Bif MikpokoHTposepiB Cortex-M4F no cepBepHux cucrtem x86 64 — 3 MmeToro
OIIHIOBAaHHSI CTa0IMbHOCTI, MPOAYKTHBHOCTI Ta EHEPrOCHOKMBAaHHS 3a PI3HUX MapaMmeTpiB
(dbpakTanbHUX 1TEparliil.

ExcriepyMeHTH BUKOHYBAJIHUCh Yy KUIBKOX pPEXHMax, II0 OXOIUIIOBAJIM 3aCTOCYBAHHS
MHOkHUH XKymis Ta cucteM itepaniiaux Qynkmii (IFS) sk maremaTnaHnX OCHOB (h)paKkTaIbHOTO
KoHauIioHepa. JlJis KOXKHOTO CIEeHapilo OOYHUCIIOBAIUCS p-value B mecTd 0a30BHX TeCTax
naketa NIST STS (Frequency, Runs, FFT, ApproxEntropy, Serial, Cumulative Sums)
1 OIiHIOBAJIACh MiHIMaJIbHA €HTpOIIIs BiAnoBigHO 10 MeTonuku NIST SP 800-90B.

[TopiBHAHHS pe3ynbTaTIB 10 Ta MICISA KOHIMUIIIOHYBAHHS JaJ0 3MOTY BH3HAYUTH CTYIiHB
MOKPAIEHHS CTATUCTUYHUX BIACTUBOCTEH MOTOKY.

JlomaTkoBy yBary NpuaiIeHO KOMIUIEKCHIN Bi3yasi3allii mporeciB, 30kpemMa KaptaMm p-value,
rpadikaM MiHIMQJIBHOI €HTPOINi, CHEKTpaJIbHUM TYCTHHAM 1 TicTOTpaMaM pO3MOJiTy OiTiB.
Ili 3aco0u AOMOMOTJIM OI[IHUTH TOBEMIHKY (PAKTATLHOTO KOHAMIIIOHEpA SK CTOXACTHYHOI
CHCTEMH, BHUSBHUTH O00JIaCTI TapameTpiB, MO0 MPHU3BOIATH A0 MEPIOJUYHOCTI, Ta BU3HAYUTH
ONTUMAaJIbHI 30HU CTIHKOTO IMiICUJICHHS EHTPOITIi.

Orxe, po3ain moenHye (opManbHI YHMCIOBI pPe3yJbTaTH 3 IHTEPHPETAII€0 TUHAMIKA
MIPOIIECiB, 1110 3a0e3Mneuye MOBHY YSBY PO SKICTh 1 BIATBOPIOBAHICTh (DPAKTATILHOTO MiIXO0TY.

ITnardopmu, Bukopuctani B gociimkenni: MCU kmacy Cortex-M4F (96 MHz, 192 KB
RAM); cepeep x86_64 (2.4 GHz, 64 GB). TRNG: RO-macuB i mym AI[ll. KDF:
Keccak (SHA-3/SHAKE), HKDF, Argon2id [6, 8].

Y T1abn. 1 momaHo mraGIoHW TapaMeTpiB HaJAIMTyBaHHS (QpakTaIbHUX BiIOOPa’KEHb.
Mexi oOpaHO 3 Orjsiay Ha YyTIMBICTE 10 E Ta CTIdKICTe 10 lock-in 'y TepiogudHUX
opbirax [19-22].
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Taoauus 1. [lapamempu ppaxmanvrux 6i0odopasicers

Binoopaxenns ITapamerpu Jianason I'ninOuna KBanTyBanus
Manpensopot a, b 64...256 3HaK(), 3HaK() ---
Kymis a, b 64...256 MOPOTOBE TTOPIBHIHHS ---
KOOPJIMHAT
IFS {Ai, pi} : adpinni 512...2048 1HJIEKC 32
MozyJieM 2

VY rtabmumi OpoIeMOHCTPOBaHO 0a30Bi HANAIITYBaHHA IapameTpiB, BUKOPUCTAaHI B
MOJICJIIOBaHHI (PaKTaIbHUX BiNOOpaKeHb PI3HUX THMIB — MHOXUH JKynis Ta CcUCTeM
itepaniiinux ynkuiit (IFS). Koxxne 3 1ux BimoOpakeHb Ma€ BIaCHY MaTeMaTH4HY CTPYKTYpY,
110 BU3HAUa€ crocid popMyBaHHs BUIIAIKOBUX OITiB.

Jiis MHOXMHM MaHAens0poTa KBaHTYBAHHS 3IMCHIOETHCS 32 3HAKOM JIIACHOI Ta ySIBHOI
YaCTUH KOMILJIEKCHOTO YMCia Micis KOKHOI iTepaii, mo gopMye GiTOBI 3HaUYEHHS 3 BUCOKOIO
YyTJIIMBICTIO 7O TMOYaTKOBUX YMOB. Jlinst MHOXuHHM JKynis 3acTOCOBYETHCS OPOTOBE
NOPIBHSAHHS KOOPAWHAT, IIO JAa€ 3MOTY OTPUMATH OUIBII PIBHOMIPHMH PO3MOALT y MexKax
(hazoBOro MPOCTOPY.

Cuctema IFS 6a3yerbcst Ha BuOOpi onHiel 3 apiHHMX (YyHKUINA 3 HAOOpPY W HAa BU3HAYEHHI
OiTa BIANOBIAHO 10 iHAEKCY MepeTBOpeHHs 3a Mmonynem 2. Jliama3oHW TTUOWHU iTepauii
(Bim 64 nmo 2048) BU3HAYAOTh OallaHC MIXK SKICTIO EHTPOMIl Ta MIBUIKOMIEID CHUCTEMHU:
30UIbIICHHS TAMOWHM MiABHILY€E CTATUCTUYHY pPIBHOMIPHICTH pe3yJIbTaTy, aje 3MEHIIY€
OpomyckHy 3xaaTtHicTb. OTxke, Tabn. 1 BiATBOproe BuOIp mHapameTpiB, sKi 3a0e3MeuyroTh
CTaOUIBHICTh, BIACYTHICTh NEPIOAMYHUX OPOIT 1 MPHUIATHICTH (GPAKTAIBHUX CTPYKTYp MAJs
BUKOPHUCTAHHA B KpUNITOTpaQiqYHOMY KOHIUIIOHYBaHHI.

IMogamo Meromuky omintoBanHsa. 3amyck NIST STS  (Frequency, Runs, FFT,
ApproxEntropy, Serial, Cumulative Sums) na 6mokax >10° 6it; ycepenneHHs p-values;
koHTpoab « =0,01 [3]. Omiaku SP 800-90B (Most Common Value, Collision,
Markov, Compression) no 1 micis xouaumioHepa [l1]. Ilpomyckna 3npatHicts (MDb/S),
eHepris Ha OiT (Mk/[x/0iT), mam’sth (KB).

VY T1abn. 2 3Bemeno tumoBi pesyibratu s MCU (Bubipka 64 tpac). Crnoctepiraerbes
BUPIBHIOBaHHSA p-values 1 3p0CTaHHS HAWHM)KYOI OLIIHKYM MiH-€HTpOII] Ha OiT.

Ta6anus 2. Vsazansheni pesyromamu NIST STS (MCU, 10° 6im)

MeTtpuka Ho Hicas Hicas SHAKE
Cepennst p-value (6 TecTiB) 0.43 0.52 0.54
MinimanbHa p-value 0.008 0.021 0.036
H_. (6i1/6iT) 0.72 0.84 0.99

Y Tabn. 2 y3araJibHEHO pe3yJbTaTH CTATUCTUYHOTO TECTYBAaHHS  BUIAJKOBUX
MOCJIIJOBHOCTEH, OTPUMaHUX Ha MIKpOKOHTpoJiepHiil minatdopmi Cortex-MAF.
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[TopiBHSIEMO TpH CTaHH reHepartii:
1) 1o 3acTocyBaHHS (paKTaIbHOTO KOHAMIIIOHEPA — CHPHIA TIOTIK 3 anmapaTHoro TRNG;

2) micns  GpakTaTbHOTO KOHAMIIIOHEpAa — TMOTIK MiciasSs OOpOoOJIEHHS HETIHIHHUMHI
iTepariiHuMu (PyHKITISIMH;

3) micit SHAKE-cTuckaHHS — OCTaTOYHHN pe3yabTaT Iicas  KpuUITorpadigHoro
eKCTpaKTOpa.

OCHOBHUMH METPUKAMH € CEpeHE W MiHIMaJIbHE 3HAYCHHA p-value (3a MIICTbMa TECTaMU
naketa NIST STS) ta ominka miniMaibHOI eHTpomii H {min} y 6iTax Ha 6iT. CrioctepiraeThcs
3pocTaHHs cepenuboro p-value 3 0.43 no 0.52, a micnsa 3acrocyBannss SHAKE — no 0.54, mo
CBIIUMTh TMPO TIJABUIIEHHA SKOCTI BHUMAAKOBOCTI. MiHIMallbHa EHTPOMis 30UIbIIHIACS
3 0.72 o 0.99, o npakTUYHO BIAMOBIAAE 1A€BHIN piBHOMIPHOCTI po3noaity. OTxke, y Tadm. 2
MIPOJIEMOHCTPOBAHO, 1O (pakTadbHEe KOHIAUIIIOHYBaHHS €(PEKTHMBHO 3MEHIIYE KOPEJAIii MK
OiTamMu, MIABUIIYE CTOXAaCTHYHICTh IIOTOKY ¥ TIOKpaImlye pe3yJbTaTd 3a CTaHIapTaMu
NIST SP 800-90B.

dopmanbHEe HApOIICHHS SHTPOIIii JeTepMiHOBaHUM IEpeTBOpeHHsM Hemoxiuse [10, 16];
MIOKPAIICHHS TIOB’SI3aHE 3 VCYHEHHAM JOKANbHUX 3dnexcHocmell X 1 TIJBUIIEHHSIM SKOCTI
ominok y cerci NIST 800-90B ynaciimok 3mimryBaHHS Ta cTUCKaHHS. DIHATBHUA €KCTPAKTOP
(SHA-3/HKDF) 3a6e3mneuye inpopmariiitHo-reopeTudHy rapanTiio (2) [5, 6, 16].

3Bakar0uM Ha MapaMeTpH MPOAYKTHBHOCTI, HEOOXimHO 3a3Haumtd, 1m0 Ha MCU cepenns
NpPOIYyCKHA 3/IaTHICTh KOHBeepa (pazom 3 T =128) craHoButs 2.6 Mb/s; na x86_64 — 180 Mb/s
(SHAKE anapatno ontumizoBanuii). Eneprermuni Bumipu mis MCU: =~ 0.19 wmx/[x/6it
3a ymoBu V' =3.3 B.

KommiekcHa Bi3yamizallisi pe3ysbTaTiB MOJICTIOBAHHS € BaXJIMBUM €TallOM aHaIli3y
nporieciB popMyBaHHS KpUNTOTpadiuHUX KIIOYIB Ha OCHOBI (ppakTalbHUX BimoOpaxxeHb. BoHa
Jla€ 3MOTY HE JIMMIE SKICHO OIIIHWTH CTOXACTHYHI BJIACTHBOCTI C()OPMOBAHUX IOTOKIB, ajie H
BUSIBUTH TIPUXOBaHI 3aKOHOMIPHOCTI, 30HM CTaOLIBHOCTI Ta YyTJIMBICTH MOJENI JO Bapiarmii
napameTpiB. B ymoBax riOpumHuX KiOepaTak, KOJIHM TIOPYIICHHS BHITAJKOBOCTI MOXeE
CHPUYHMHUTH JIETPpasalifo KpunrorpadiyHoi CTIMKOCTI, Bi3yalbHHH aHaJi3 CTa€ €PEKTHBHUM
IHCTPYMEHTOM JIOAaTKOBOT'O KOHTPOJIIO KOPEKTHOCTI EHTPOMIHHOTO KOHAUIIIOHYBaHHS.

Jlpyrum acmeKkToM € iHTerpamis Bi3yamizamii B muka gociimkeHHs: MATLAB Mobile
BUKOPUCTOBYETHCS K CEPEIOBHUIIE JJIsl OTIEPATUBHOTO MOHITOPHHTY TapaMeTpiB (ppakTarbHOTO
mporecy B peanmbHOMy 4Yaci. lle mae 3mMory BUKOHYBaTH KalliOpyBaHHS KOHCTaHT iTEpalliid,
crioctepiratn 3miHy p-value B Tectax NIST Ta mOCHIKYBaTH CIEKTpadbHI OCOOIHBOCTI
CUTHAIIB, ¢()OPMOBAHUX IICIsI MPOXOPKEHHS (PpaKTATBHOTO KOHAHIioHepa. Koapoposi kapTw,
noOy/10BaHI Ha OCHOBI IBOBHMIPHMX MaTpPHUIb MAapaMeTpiB, JOMIOMAraloTh BHU3HA4YaTH 00JacTi
ONTUMAJILHOI EHTPOITIT Ta YHUKATH NEPIOTUIHUAX OPOIT.

Tperiii acrekT moJsArae B MOEIHAHHI aHATITUIHHUX 1 Bi3yadbHUX MeToiB. Ha BimMiHy BiX
YHCTO CTATUCTUYHOTO aHalizy, rpadiuyHe momganus (Kaptu p-value, miarpaMu HTpPOTIii, ITOBEPXHi
(da30BUX CTaHIB) Jae 3MOTY IHTEPIPETYBaTH TOBEIIHKY CHCTEMH SK IUTICHOTO JIUHAMIYHOTO
o0’ekta. lle yMOXIUBIIOE 3iCTaBICHHS pE3yJbTaTiB pI3HUX KOH(pirypamii QpakTaibHUX
BinoOpaxenp (MannensOpora, XKymis, IFS) Ta mopiBHSHHS iX BIUTMBY Ha pPIiBHOMIPHICTB
PO3MOIiTY BUTIAIKOBUX OITiB.
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Ha puc. 2 nomano xapty p-value — TBOBUMIpHY TEIJIOKapTy, 1€ MO OCIX a 1 b BiakianaeHi
napamMeTpu (GpakTaabHOTO BiIOOpaKEeHHS (HANpUKIAM, AiiicCHA W ysSBHA YaCTUHU KOHCTaHTH
U1t MHOXUHU MannensOpora). Komip kKoMipku BIANOBIZA€E CEepeaHBOMY 3HAYEHHIO p-value
B tectax NIST STS. TemHi minsHKH CBig4aTh PO 3HUKEHHS BHIMAJKOBOCTI, a CBITII — PO

ONTUMaIbHI 00J1aCTI TapaMeTpiB.

F:.Lis!l; Timeline with Zero Trust Threshold

| Zzera Trustffnreshold

Risk Score (0=1)

Lo} S0 1003 150
Time, s

Excaeadance Zoneg — R sk S-“'.H.'lr-l.'__

Puc. 2. Kapra p-value — nBoBuMipHa TeruiokapTa

I'padix miniManeHOi eHTpomii — miHiliHa 3anexHicTs H {min}(t) Bim HOMepa iTeparii
a6o yacy (puc. 3). BiH neMoHCTpye, K 3MIHIOEThCS €(EKTHBHA MIiH-EHTPOIisS MOTOKY
MiJT Yac TMOBTOPHUX 3alyCKiB aJropuTMy, MI0 Ja€ 3MOTYy BHUSBUTH CTaOUIbHICTh

MPOILECy KOHIUIIOHYBaHHS.

Puc. 3. I'padix MiHiMaTEHOT €HTPOTIIT
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Ha puc. 4 300pa)keHO CIEKTpajdbHy TYCTHHY — aMIUTITYyJHO-4aCTOTHY XapaKTEPUCTHKY,
nmoOy0oBaHy Ha OCHOBI TiepeTBOpeHHs Dyp’e Mg MOCTITOBHOCTI TIicas (paKkTaaIbHOTO
KOHIUIIOHEpa. BoHa BUKOPUCTOBYETHCS ISl BUSBICHHS TPUXOBAHUX TEPIOJUIHOCTEH 1
OIIHIOBaHHS PIBHOMIPHOCTI €HEPTETUYHOTO PO3IOALTY IO YaCTOTaX.

250

Byte Intensity (0—255)

Puc. 4. CnexrpanpHa rycTHHA

INicrorpama posmoxminy OiTiB (pHC. 5) MoAaHa SK CTOBITYMKOBHUI rpadik, IO MOPIBHIOE
YacTOTy HYJIB 1 OAMHUIL Yy MOTOKax M0 U micias (pakTaabHOrO KOHAUIIOHEepa. lneanmbHuiA
pe3yJIbTaT BU3HAYAETHCS CUMETPIEI0 TICTOrpaM 1 MIHIMAJIBHOIO JHCIEPCIEI0 MK CTaHAMH,
II0 CBIIYMThH PO KOPEKTHY pOOOTY EHTPOMIHHOTO MiCHICHHS.

ool rotecol Dashboard: T£5 1% & snmp
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SEMNMP te-force
T
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400 -

By IAIENSIY [I-255)

300 | 1
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Bl L egil Sessions's [ Seounty Alers B Ancamiady
Puc. 5. T'icrorpama po3noziny 0itiB
VY tab6u. 3 nogano y3araapHeHo TrioBi kommnoswuiii KDF/AEAD i poTOKoJIiB, MPaKTHYHI

CIeHapil BHUKOPUCTaHHA C(OPMOBAHOTO  KIIOYOBOIO Marepialy B  KpUOTOTpadiuHuX
MPOTOKOJIaX PI3HOTO PiBHA.
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Tabauus 3. Komnosuyii KDF ma AEAD 05 npomoxonie

Cuenapii KDF AEAD MpumiTkn
TLS 1.3/QUIC | HKDF-SHA-3 ChaCha20-Poly1305 cymicHicts 3 RFC 8439 [7]
HSM/TPM seed | HKDF-SHAKE AES-GCM armapaTHUA TPUCKOPIOBaY
[Maponi/PEM Argon2id XChaCha20-Poly1305 napametpu ¢, m, p [8]

Tabn. 3 mictute nmoennanns ¢yskiii KDF (Key Derivation Function) Ta anropuTmiB
AEAD  (Authenticated — Encryption with Associated Data) 1is TpbOX  OCHOBHHX
THITIB 3aCTOCYBaHb:

e TLS 1.3/QUIC - cyuacHi mnpoTOKoNM O€3MeYHOro 3’€IHAaHHS B Mepexax, e
BukopuctoByerbcsi HKDF-SHA-3 sk ¢ynkuis moxigHoro kmoda i ChaCha20-Poly1305
SIK MEXaH13M aBTEHTH(IKOBAHOTO MU PYyBaHHS;

* HSM/TPM seed — amapaThi Moy Oe3mekH, MO NOTPEOYIOTh OYATKOBHUX MapaMeTpiB
uis reHeparii Ta 30epiranHs kmodiB. Tyt Bukopucrano HKDF-SHAKE 3 AES-GCM
(6moxoBuM mmppom AES B pexxnmi aBrentrdikoBanoro mmdpysanus Galois / Counter Mode),
SKUI Ma€ anapaTHy MiITPUMKY;

e maponi/PEM-daitnmu — crenapii, 1e KIIOY TE€HEPYETHCS 3 IAPOIIO, 3aCTOCOBYETHCS
Argon2id sx KDF 1 XChaCha20-Poly1305 nns crifikoro mudpyBaHHS.

3BeJICHHsI JEMOHCTPYE, 10 (hpakTaJbHO MIATOTOBICHUM KIIOYOBUN Martepiall Moxe OyTh
BUKOPUCTAaHUN y OyJb-SIKMX CYYacCHHX INPOTOKOJaxX Oe3 BTpaTH CyMICHOCTI 3 MIKHAPOJHUMH
crangapramu (RFC 5869, RFC 8439, FIPS 140-3) 1 BogHOUYac MiABHINYE PiBEHb HAAIHHOCTI,
BiJITBOPIOBAHOCTI Ta ayAUTOPCHKOI MPO30POCTI KpUNTOrpaiuHUX Oneparii.

ExcnepuMmeHTanbHi JOCTIKEHHS MIATBEPAMIN e(EeKTUBHICTh BUKOPUCTAHHSA (DpaKTaIbHUX
BiJOOpaXeHb K  EHTPOMIMHOTO  KOHAMIIOHEpAa B  KpUOTOrpapiyHUX  CHUCTEMax.
s mikpokoHTposepHoi iatdopmu Cortex-MA4F 3adikcoBaHO 3pOCTaHHS CEPEIHBOTO p-value
3 0.43 o 0.52, a miciast 10aTKOBOTrO Kpunrorpadiynoro ctuckanus — A0 0.54, mo cBiAuuTh npo
MOKPAIIEHHST PIBHOMIPHOCTI BHITAIKOBUX IOCIIiIOBHOCTEH. MiHIMabHA OI[iIHKA CHTPOITii Ha OiT
nigsummiaack 3 0.72 mo 0.99, mo BiAMOBiIae MPAKTHUYHO 1/1€aTbHOMY PIBHIO CTOXaCTUYHOCTI
3a ctagmgaptom NIST SP 800-90B.

AHaii3 TpOIEMOHCTPYBaB, IO MOJIMIIEHHS HE € pPe3yJbTaTOM IMPSMOTO HApOIICHHS
EHTPOIIi, @ 3yMOBJIEHO JEKOPEIIALIEI0, YCYHEHHSIM JIOKAJbHUX 3aJ€KHOCTEH 1 CTaTUCTUYHUM
3TNI/DKYBaHHAM JaHUX. BizyanbHi pe3ynbraTtd (KapTé p-value Ta CHEKTpajbHI JiarpamMu)
MiATBEPAMIM HAsSBHICTh IIMPOKUAX 00JIACTEeW CTaOIIBbHUX MapaMeTpiB, Je 3HAYCHHS MOKA3HUKIB
eHTpornii 30epiraloTbCsi Ha BHCOKOMY piBHI, IO BKa3ye Ha TMOTEHIIIWHY MNPUIATHICTh
(bpakTanbHUX MOAEIEH A1 MPAaKTUYHUX peasi3alliil y KpUTHUHUX CUCTEMAaX.

OTxe, eKCIEepUMEHTH TPOJEMOHCTPYBAM, M0 (pakTalbHe KOHAMIIOHYBAaHHSI MOXKE
CYTTEBO MIABUIIUTH €(PEKTUBHICTH 1 BIATBOPIOBAHICTh MPOIECIB TeHEpalii KpunrorpadiayHmx
KIIo4iB 0e3 30UIblLIeHHs amapaTHUX BuUTpaT. Cucrema 30epirae CyMiCHICTh 13 BUMOI'aMHu
craagaptiB FIPS 140-3 ta NIST SP 800-90A/B, 3a0e3neuyroun nmpo30pHuid ayauT i MOKIHBICTD
ceptudikaiiinoi mnepeBipku. JlOCATHYTI pe3yibTaTH CTBOPIOIOTH OCHOBY IS TOJAJIBIIOL
onTuMi3alii napaMeTpis GppakTanbHUX iTepaliil, interpauii 3 DRBG-moaynsamu i po3poOiaeHHs
eHeproe)eKTUBHUX anapaTHUX peai3alii.
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6. O6roBopeHHs pe3yJbTATIiB H0CTiTKEeHHSI

Pe3ynpTat eKkcmepuMEHTIB JEMOHCTPYIOTh, IO (hpakTalbHi BiZOOpaKEHHS MOXKYTh
YCHIIIHO BUKOHYBAaTH (PYHKIIIO EHTPOMIHOTO KOHIUIIIOHEpa MiX amapaTHUM TE€HepaTopoM
ictuaHO BunaakoBux yuced (TRNG) ta mogynem ¢opmysanns kitouiB (KDF). Ha Binminy Bia
TpaAuMLIMHUX METOMIB HopMamizalii, Takux sk cxema ¢oH HeliMana uu yHiBepcaibHe
remryBaHHs [6, 15, 16], ¢dpakTanbHi CUCTEeMHM BUSBUIM 3/aTHICTh €(PEKTUBHO 3MEHIIYBaTU
Kopensiii Mixk 6iTaMu, He MOPYIIYIOYH BiATBOPIOBAHICTh MPOIIECY.

Ie y3romkyeTbcsi 3 BUCHOBKAMH IMONEPEIHIX JOCHIKEHb 111010 3aCTOCYBaHHS HENIHIMHUX
JUHAMIYHUX CHUCTeM JUIsl TOCWJICHHsS BHUMAaAKoBOCTI [19-21]. 3ictaBneHHS pe3yibTaTiB 3
HasIBHUMH M1X0JJaMH CB1TUMTB, 1110 3alPOIIOHOBAHUN (hpaKkTaabHUI KOHAMULIOHED Ma€ IepeBaru
HaJl Xa0C-Op1EHTOBAaHUMH I€HEPaTOpPaMu, /1€ OCHOBHUM HEI0JIIKOM 3aJIMIIA€ThCS HECTAOUIBHICTD
napameTpiB 1 TpyaHou B ceprudikamii [20-23]. JodydeHHS AOAATKOBOTO PiBHSA
JIETEPMIHOBAHOI'O MEPETBOPEHHS Ja€ 3MOI'y HE HapOIlyBaTH EHTPOMi0 Oe3nocepeaHbo (1o
cynepeunth iH(MopmaniiiHiii MoHOTOHHOCTI [10, 16]), a migBuinye ii edeKTUBHY OIIIHKY
BHACJIIJIOK CTATUCTUYHOTO 3IJIa/DKyBaHHS H IEKOPEIIALIl JaHUX.

[TigBummennst mi"iManbHoi eHtpomii 3 0.72 mo 0.99 miaTBepmxye, IO HABITh y MeEXKax
xopctkux cranaaptiB NIST SP 800-90B Ttaka monens Moke 3a0e3MeYWTH 3HAYHO Kparili
pe3yNbTaTH, HiXK KJIacH4HI amapaTHi reHepatopu [1, 3, 4, 27]. EkciepuMeHTallbHI pe3yibTaTu
MiATBEPIKYIOTh JOIUIBHICT 1HTErparii (pakTarbHOro MiAXOMy B cydacHi KpunTorpadiuHi
koHBeepu. CymicHictb 3 anroputmMamu SHA-3, HKDF Tta Argon2id nae 3mory BIpoBaKyBaTh
MOJICNIb Y CHUCTEMH JepxaBHUX peectpiB, mpotokoau TLS 1.3/QUIC i moxymi 6esnexku HSM
g TPM 6e3 3minu ix apxitektyp [5-8, 10].

Ile BimkpuBae TMEpPCHNEKTHBY CTBOPEHHS aJaNTHBHUX KPHUITOCEPBICIB, NIe¢ MapaMmeTpu
(GpakTaqTbHOTO TIEPETBOPEHHS MOXYTh aBTOMATHYHO MIAJIAIITOBYBAaTUCh TiJ  3MIHY
CEepEeNIOBUINHUX yMOB (TemmepaTypa, Hampyra, 4acoBi MiTku) [19-22]. Bomnowac 3aBmsiku
BUKOPHUCTAHHIO KOHTPOJIbOBAHMX IMapaMEeTPiB 1 KypHAIIOBAHHS MPOIIECIB 30epiracThCsl MOBHA
MOXITUBICTD ayauTy, 110 Bimnosigae Bumoram FIPS 140-3 i npodinis AlS 31 (dpplication Notes
and Interpretations of the Scheme) [24, 25].

[Tompu AOCATHYTI MO3UTUBHI pe3yNbTaTH, TOCTIKEHHS Mae NeBHI oOMexxeHHs. [To-niepie,
MO/JICJIIOBAHHS CEHCOpHUX aaHuXx 1 mapamerpiB TRNG nmpoBoauiocs B 1a6OpaTOpHUX yMOBax,
a OTXKe, MOXe He OpaTucs [0 YyBard BIUIMB 30BHIIIHIX €JEKTPOMArHiTHUX 30ypeHb
abo TeMmmepaTypHMX KOJMBaHb Yy peanbHoMy cepenoumii [2, 11]. Ilo-mpyre, uvactuna
(bpakTanbHUX BiIOOpaKEHB 32 NEBHUX MapaMeTpPiB BUSABIAE CXUIBHICTH IO MEPIOAMYHHUX OpOiT,
mo noTpedye BBeACHHS (QUIBTPIB 1 JOJATKOBOTO KOHTPOJNIO cTabumbHOCTI. [lo-Tpete,
3actocyBanHad MeTpuk NIST 800-90B mae koHCepBaTHBHMI XapakTep 1 MOXKE 3aHIKYBaTH
peanbHy eQekTHBHY eHTpomito [1, 3].

He3Baxarouu Ha 11e, pe3y/IbTaTH MEPEKOHINBO CBiAUaTh, O (hpaKTaTbHe KOHIUIIOHYBAaHHS
€ TIEpCIECKTHBHUM HANpsSMOM MiJBUINEHHS HaAIHHOCTI TEHEPaTOpiB BHIAJAKOBHUX YHCEI
y cHucTeMax KpUTHYHOI 1H(paAcCTpyKTypu, JA€ KOMIIPOMETallis KIOYOBOTO Marepiainy
Henpunyctuma [4, 10]. IlopiBHAHHS 3 iHIMMH poOoTamMM y cdepi MiABHUIIEHHS EHTPOIii
(30kpema 3 MoOAEISIMM Ha OCHOBI KBAaHTOBHMX TMpoueciB [6, 7] Ta MeMpHCTOPHHX
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reHeparopis [8, 9]) aemoHcTpye, 10 (PpaKTAIBHHUK MiAX1J Ma€ MEHIII BUMOTH JIO amapaTHUX
pecypciB 1 3abe3rneuye Kpamnly MaciiTaOOBaHICTh. Y TMEPCIEKTHBl iHTerpamis (QppakTaabHUX
koHauiioHepiB 'y  wmoxmym  DRBG sk reseeding-OnokiB  abo  iX  peamizaris
B FPGA/ASIC-tuitaropmMax MoOKe€ CTBOPUTH HOBHUM Kiac TIOpUIHUX TeHEpaTopiB,
10 MOEAHYBATUMYTh IepeBaru (Hi3uIHOI EHTPOTIii Ta KOHTPOIHLOBAHOT BIATBOPIOBAHOCTI.

7. BUCHOBKH ii HANPSAMU MOAATbIINX T0CTiIKEHb

3anponoHOBaHO (paKTaIbHUN SHTPOIINHUM KOHAMLIOHEP SIK KepOBaHWM HENiHIMHUI eTan
MK amapaTHUM TreHepatopoM icTUHHO BumagkoBux uucen (TRNG) 1 kpunrtorpadiaaum
eKCTpakTOpoM. Mozenb He 301IbIIy€e eHTPOIIiI0 B CTPOTOMY CeHCi iHpopMaliifHoi Teopii, mpoTte
3a0e3neyye CTATUCTUYHE MOKPAIIEHHS SIKOCTI BUMAAKOBUX MOTOKIB 32 JOIIOMOTOI0 JEKOPEsIii
Ta 3rNa/pKyBaHHS posnoainy OiTiB, mo migTBepmkeHo Tectamu NIST STS # ominkamu
MiH-eHTpomil Bianosiano 10 metoauku SP 800-90B [1, 3, 6, 16].

ExcnepumenrtanbHi pe3ynbTatu Ha minatgopmax Cortex-M4F ta x86 64 minTBepaunu
3pOCTaHHs CepeAHbOro 3HaueHHs p-value 3 0.43 no 0.54 i miABHUILEHHS MiHIMAIbHOI €HTPOMIii
30.72 mo 0.99, mo BiAMOBiga€e PiBHIO BHCOKOI Kpuntorpadiunoi sikocti [3, 4, 10]. OcHOBHUMU
nepeBaraMu po3po0JIeHOT MOJIeNi € HHU3bKa BapTiCTh, MPOTrpamMHa THYYKICTh, BIATBOPIOBAHICTh
napaMmeTpiB  4epe3 OJHOCTOPOHHI BIIOWUTKH, MOKJIMBICTh 3aXHILIEHOTO >KypHAJIIOBaHHS
Ta BianoBiaHicTh BUMoraMm ctanaaptiB FIPS 140-3 1 ISO/IEC 20543 [4, 27, 28].

Taka apxiTekTypa 3a0e3mnedye TPO30PICTh TIPOIECIB TeHeparii, ayauT MapamMeTpiB
1 cepTudikaliiiny nepeBipky 0e3 pO3KpHUTTS CEKPEeTHOI iH(pOpMaIlii, 0 € KPUTHYHO BaXKITHUBUM
IUISL  IepKaBHUX [HUQPPOBHX CEPBICIB 1 CHUCTEM KpHUTHYHOI 1HGpacTpykTypu. OTpumani
pe3yabTaTH CBiA4aTh TMPO TMPAKTUYHY TMPUAATHICTE (PaKTaIbHOTO KOHAMIIIOHEpA IS
BUKODHCTaHHA B JIep’KaBHUX LU(POBUX pEeCTpax 1 cepBicax eJIeKTPOHHOIO YpPSAyBaHHS.
3okpemMa cucTeMa MOXKe OyTH I1HTEerpoBaHa B MEXaHI3MH TeHepallii Ta poTalli KIIYiB
y miarpopmax tumy "[liga", y 3aco0M eIeKTpOHHOTO MMANMKCY Ta B CHCTEMH EJIECKTPOHHOI
inentudikamii (elD, eSignature), ne moTpiOEH BHCOKHH piBEHb CHTPOMIi IS CTBOPEHHS
MpUBaTHUX KitouiB [4, 10, 24].

Y nepxaBHHX IUIATDKHMX 1 (pIHAHCOBUX MIIIO3aX KOHIUIIIOHED MOXE 3a0e3MeunTH
JIOJTATKOBY CTIMKICTh 10 KOMITPOMETAIIil KIIFOUiB Ta IMITAIlIHHUX aTakK, a B allapaTHUX MOIYJISX
HSM, TPM ta TEE — mokpamuTd KOHTPOJb BIITBOPIOBAHOCTI TeHeparii [5-8]. 3aBmsku
MIATPUMII  3aXHUIICHOTO IKYypHAJTIOBaHHS TapaMeTpiB 1 YacOBHX MITOK ¢paKTaabHUN
KOHJIUIIIOHEP BiAINOBiNae KoHIENIi Zero Trust 1 1ae 3MOTy CTBOPIOBATH JIOBIpYl CEPEIOBHINA
JUIS TIEPEBIPKH JOCTOBIPHOCTI KpuMTOrpadiyHUX TpoleciB 0e3 HEoOXiTHOCTI JOCTYIy 0
BHyTpimHIX cTaHiB TRNG [24, 25]. Take pimeHHs miaBUIye piBeHb iH(MOpMaIiiHOT Oe3neKn
Jep>kaBHUX 1HGOPMAIIHHUX CHCTEM, 30epiratoun Mpo30picTh 1 KEPOBAHICTH MPOIIECIB.

[Moganpmni  gochmimkeHHST MaroTh OyTH crnpsMoBaHi Ha ¢GopMalbHy BepHdiKariio
3MIITYBAJIbHUX BJIACTUBOCTEN OKpeMHUX cucteM itepamiinux ¢pynkmii (IFS) [19-22], inTerparito
dpakTaqTbHOTO  KOHIUWIIIOHEpa 3  JeTepMiHOBaHMMH  reHepatopamu  DRBG sk
reseeding-6mokie  [2,10], a Takoxk Ha po3poOJEHHS amapaTHUX peamizaiid s
eHeprooomexxennx rmiatdopm loT ta IloT.
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Oco0muBy yBary HeoOXiJHO MPUAUIMTH PO3IMIMPEHId cepTudikaiii Moxyss 3a npodiasamMu
oesmekn FIPS 140-3, AIS 31 1 ISO/IEC 17825, uio yMOXIWBHTH  HOr0 TMpaKTUYHE
BIPOBA/KCHHS B HaIlIOHAJBHI KPUIITOCEPBICH.

OTxe, pe3yiabTaTH JOCIIHKEHHS TiATBEP/KYIOTh AOIUIBHICTh BUKOPUCTAHHS (DpaKTAIBHUX
METOAIB JIsi TIACWICHHS EHTPOINHUX BJIACTUBOCTEH TEHEPATOPIB BHIMAJAKOBUX YHCEN.
3anponoHOBaHUK  MiAXim € edeKTMBHUM  DIMICHHSIM JJis1  ToOyJOBHM  HAI[lOHAJIBHOI
iHppacTpykTypu Oe3neyHux nu(PpoBUX CEPBICIB, 3MaTHUX MPOTUIIATH T1OpUIHUM KidepaTakam,
3a0e3nmedyBaTH JOBTOCTPOKOBY KpunTorpadiuHy HAIIAHICTh 1 BIAMOBIIATH MIKHAPOIHUM
crangaptam iHbopmarliitnoi 6e3neku [1, 3, 4, 6, 10, 24].
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ITERATIVE FRACTAL MAPPINGS AS A MEANS OF ENHANCING
ENTROPY AND RELIABILITY OF CRYPTOGRAPHIC KEY
GENERATION PROCESSES

The subject of the study is to improve the reliability of cryptographic key generation to ensure a reliable
protection system. The aim of the work is to increase the effective entropy and reproducibility
of cryptographic key material generation processes by using fractal mappings as entropy conditioners in the
random number generation chain. Given the stated goal, the following tasks must be performed: conduct a
comprehensive study of modern methods of generating random sequences and mechanisms for their
conditioning; compare traditional normalization methods with fractal transformations; develop a model
of fractal entropy amplification and determine its optimal parameters for different types of hardware platforms.
Methods used. The article improves the method of forming cryptographic key materials based on the
integration of physical entropy sources with fractal mathematical models. Research results. A structural and
functional scheme for fractal key generation has been developed, in which a hardware true random number
generator (TRNG) provides the initial entropy, while a fractal conditioner implements iterative mappings
based on Mandelbrot and Julia sets and Iterated Function Systems (IFS). The paper demonstrates an approach
to increase the stochasticity of the stream, reduce local correlation, and stabilize the minimum entropy without
interfering with the basic generation mechanism. The proposed conditioning involves normalization,
permutation mixing, and cryptographic compression using SHAKE128/256 (Secure Hash Algorithm Keccak
Extendable) functions, which ensure uniform bit distribution and prepare material for HKDF (HMAC-based
Key Derivation Function) or Argon2id (Password-Based Key Derivation Function). The system described in
the article supports secure parameter logging, reproducibility control through timestamps and one-way hashes,
and facilitates auditing and certification according to FIPS 140-3 (Federal Information Processing Standard)
and NIST SP 800-90B (National Institute of Standards and Technology) standards. Conclusions. Experiments
conducted on Cortex-MA4F and x86_64 hardware platforms confirmed an increase in minimum entropy
from 0.72 to 0.99 and an improvement in the average p-value in NIST STS tests from 0.43 to 0.54.
This demonstrates the effectiveness of fractal conditioning as a way to enhance entropy properties without
increasing hardware costs. Therefore, the technology developed within the framework of the study
can be implemented in state digital services, electronic registries, electronic signature platforms,
and hardware security modules to ensure high reliability, transparent auditing, and compliance
with international cryptographic security standards.

Keywords: fractal cryptography; random number generation; entropy conditioning; key generation;
cryptographic resistance.
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A. Chupryna, V. Repikhov

REFERENCE MODEL FOR PREVENTIVE SOFTWARE
MAINTENANCE

Subject of the study. The study focuses on preventive software maintenance processes, particularly the
formalization of mechanisms for monitoring, degradation-risk identification, and proactive decision-making within
the software life cycle. The purpose of the research is to develop a reference model for preventive maintenance that
enables systematic detection of deviations from reference operating modes, assessment of their temporal dynamics,
and generation of well-grounded preventive actions prior to the emergence of failures. Research tasks. The tasks
include: establishing a classification of metrics and features for characterizing software states; constructing a formal
apparatus for preventive identification using an extended comparator identification method; defining the structural
components of the model; and developing models for monitoring, risk analysis, maintenance-task derivation, and
adaptive parameter adjustment. Research methods. The methodological basis comprises the extended comparator
identification method, which provides comparative evaluation of current software states relative to reference modes
and quantifies deviation trajectories. Feature aggregation, normalization, formal description of the functional state
space, trend analysis in temporal windows, and adaptive feedback mechanisms are applied. Results achieved.
A five-component reference model is developed, incorporating modules for state monitoring, preventive
identification, task generation, action-effect evaluation, and adaptive tuning. The model supports early detection
of latent degradation through analysis of deviation trajectories, integrates with CI/CD, DevOps and MLOps
pipelines, and establishes a formalized decision-support mechanism for proactive maintenance. Conclusions.
The proposed model constitutes a comprehensive formal framework for preventive software maintenance, aimed at
early detection of potential failures and long-term system stability. Its adaptive nature ensures relevance under
dynamic operational conditions, while comparator identification enhances interpretability and validity
of maintenance decisions. The results provide a foundation for intelligent maintenance systems and future research
on automated formation of reference states and ML-enhanced risk assessment.

Keywords: preventive maintenance; comparator identification; monitoring; technical debt; degradation
prediction; software quality; DevOps; MLOps.

Introduction

Software (SW) requires continuous maintenance throughout its entire life cycle. The support
and maintenance phase is the longest and most resource-intensive: according to estimates, it can
account for up to 80-90 % of the total cost of a software product's life cycle [1]. Maintenance
covers various activities, from defect correction (corrective maintenance) and adaptation to
environmental changes (adaptive maintenance) to functionality expansion (perfective
maintenance). Preventive maintenance is a separate category — proactive actions aimed at
anticipating potential problems before they arise. According to the international standard
ISO/IEC/IEEE 14764:2022 [2], preventive maintenance is defined as "modification of a software
product after its delivery, aimed at correcting hidden defects before they manifest themselves in
the operating system" [2]. This proactive approach is especially important for critical software
systems that have high requirements for security and availability (e.g., medical systems) [3].

© Chupryna A., Repikhov V., 2025
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The relevance of developing preventive maintenance is driven by the need to improve the
reliability and quality of software products amid their growing complexity and the multitude
of factors affecting the effectiveness of maintenance [4]. In traditional practice, support is often
provided reactively, i.e., only after failures or user complaints have occurred. Neglecting
proactive measures leads to the accumulation of technical debt and increased long-term support
costs [5, 6]. Preventive actions, on the other hand, make it possible to avoid costly emergency
interventions in the future. As noted in [1], the cost of emergency fixes usually exceeds the
resources required to prevent them. Therefore, the transition from responding to problems to
proactively preventing them is a promising direction for the development of software
engineering, designed to ensure high reliability and cost-effectiveness of software maintenance.

At the global level, it is emphasized that preventive SW maintenance should be carried out
in a planned and systematic manner. To implement this approach within the life cycle, it is
advisable to apply the reference model for preventive support (RMPS) — a specialized framework
that integrates into the process of software development and operation. The reference model
provides for continuous monitoring of the state of the software system and its components,
evaluation of the metrics and indicators obtained, and adaptation of the support system based on
this data. Based on established criteria, the model generates recommendations for preventive
actions: it determines what needs to be improved or corrected and when it should be forwarded
to the development team for implementation. This ensures that the necessary maintenance work
is performed in a timely manner before potential problems turn into actual failures or incidents
for users. The proposed preventive maintenance framework serves as a decision-making support
tool for project management, allowing you to proactively manage the evolution of the software
product and maintain its high quality.

Analysis of current publications on the issue of preventive maintenance

Currently, preventive maintenance is not yet widespread in the typical software development
cycle. Many organizations still focus primarily on responding to already identified defects and
user requests, while systematic prevention of potential problems is implemented in a fragmented
manner. At the same time, scientific literature and standards note the significant potential of the
preventive approach. Methods for predicting defects and "fatigue™ in software code are being
developed using data analysis and machine learning, and code "smells" and ways to reduce
technical debt are being investigated. The prospects for implementing software maintenance
models are linked to increasing the reliability and security of software products, reducing
downtime and the number of critical failures, and optimizing support costs through the timely
implementation of necessary updates.

International standards for the life cycle and quality of software systematically describe
maintenance [2, 7]. The ISO/IEC/IEEE 14764 standard [2] defines four types of maintenance:
corrective, adaptive, perfective, and preventive. Preventive maintenance is aimed at improving
reliability, security, and facilitating further development and support of the system.
The ISO/IEC/IEEE 14764 [2] standard defines maintenance as an integral part of the software
life cycle and describes processes that can be applied to different classes of software products.
ISO/IEC 25010 [7] sets out a model of SW quality and identifies eight characteristics, including
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reliability, security, and maintainability. Preventive maintenance directly enhances these
characteristics: it increases reliability by eliminating latent defects, improves maintainability
(refactoring, updating documentation, test base), and strengthens security by promptly fixing
vulnerabilities and keeping dependencies up to date. Thus, according to international standards,
preventive maintenance is a formalized, planned activity that must be performed throughout the
entire life cycle of a software product.

Despite the official recognition of its importance in the relevant standards, preventive
maintenance receives significantly less attention in scientific literature compared to other forms
of SW maintenance. An analysis of the literature over the past five years shows that preventive
maintenance remains an under-researched area. For example, in a systematic review [6],
only 7 of the 111 papers considered mentioned the benefits associated with preventive
maintenance. Synthesis reviews (in particular [1]) emphasize that although support can account
for up to 70-90 % of the SW life cycle, preventive actions remain secondary compared to defect
correction or new feature implementation. A reactive support approach prevails over proactive
intervention. This creates an obvious gap between the theoretical significance of preventive
maintenance and its practical implementation.

Despite the general lack of research on the topic, some publications offer tools, models, or
metrics directly related to preventive maintenance. Works [8-10] explored the possibility
of predicting code changes (change-proneness) using software product metrics, commit history,
and other factors. A vector of features is formed for each module from the history of changes:
product metrics (complexity, size, "smells™), process metrics (code churn, edit frequency, defect
commit density, age of last refactoring), social metrics (expertise and "ownership™ of the module,
number of authors, review duration). These features are used to train models that return the
probability that a component will need to be changed or will produce a defect in the near
future [8-10]. Empirical studies show the effectiveness of this approach for ranking risky
components and planning preventive actions. Such predictive models allow identifying
"vulnerable™ areas of code for targeted refactoring or additional testing, which directly
corresponds to the tasks of preventive support. Study [11] examines the use of machine learning
algorithms to identify classes in which the presence or absence of "code smells" correlates
with the probability of defects occurring. The results confirmed that removing such symptoms
before real errors occur is an effective preventive approach. A number of studies
(in particular [5, 12, 13]) substantiate the idea of systematic detection, registration,
and repayment of technical debt through planned refactoring, library updates, etc.

Mobile applications create additional challenges for preventive support: frequent operating
system updates, device diversity, high sensitivity to productivity and resources, the need for
regular updates of dependencies and compliance with app store requirements. Works [14-16]
emphasize the need for systematic planning of preventive releases, testing on OS beta versions,
and monitoring user feedback as a source of signals for proactive improvements.
Some authors suggest creating a maintenance calendar that takes into account the platform
update cycle and user expectations [14].

Research on modern CI/CD and DevOps processes demonstrates the growing role of
automated quality control tools that can signal the need for preventive intervention.
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The maintenance of software systems with machine learning components is of particular
scientific interest. In the context of ML systems, there is a similar increase in attention
to monitoring data and model drift as triggers for proactive updates [3, 14, 15]. The first
systematic review of the challenges of maintaining ML systems was published only in 2022 [16],
which indicates the novelty and insufficient study of the topic. The main challenges are related
to model degradation, the complexity of reproducing results, the lack of modularity, and the
accumulation of technical debt in the form of uncleaned pipelines and unstructured data [17].
The authors [15] recommend the introduction of MLOps practices: versioning of models and
data, continuous monitoring of model productivity, automated retraining, etc. Preventive
maintenance in this context involves not only code maintenance, but also the quality and
relevance of models, which quickly lose their effectiveness without proper support.

The analysis showed that preventive maintenance is recognized as an important but still
under-researched topic in the scientific community. Existing approaches demonstrate the
practical value of preventive actions but require further development, standardization,
and validation. Thus, further study, formalization, and implementation of preventive
maintenance models is a relevant and strategically expedient direction for software engineering.

Research objectives and tasks

The aim of this study is to improve the effectiveness of software maintenance by developing
a reference model for preventive maintenance that provides early detection of degradation trends,
formalized identification of risk states, and timely generation of preventive actions within the
software system lifecycle.

The study has formed a comprehensive structure of a reference model of preventive
maintenance, which includes components of monitoring, preventive identification, task
definition, result evaluation, and adaptation. Mathematical models of the interaction of these
components and mechanisms for linking them into a single cycle of proactive maintenance have
also been determined. The practical applicability of the proposed model is separately
substantiated, which creates the prerequisites for improving the reliability, security,
and maintainability of software systems in dynamic operating conditions.

Materials and methods

The methodological basis for preventive software maintenance requires a clear
understanding of the indicators that best reflect the potential risks of system degradation, as well
as the mechanisms for interpreting them in order to make timely engineering decisions. This task
is also complicated by the high dynamics of environmental changes (OS updates, device
diversity, use of third-party service APIs), as well as pressure from user expectations for
stability, performance, and data security. Preventive maintenance in such an environment should
be based not only on fixing current defects, but also on analyzing changes in the behavioral,
technical, and qualitative characteristics of the software system over time, as well as pressure
from user expectations for stability, performance, and data security [4].

Preventive maintenance covers key groups of metrics that signal the need for intervention
even before noticeable failures in SW operation occur. This study proposes the use of the
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comparator identification method [18-20], which allows early signs of degradation to be
detected through comparative analysis of metrics over controlled periods. This method is at the
core of the analytical mechanism of the preventive maintenance framework, ensuring
the systematization of risk signals, the formulation of decisions for the development team,
and their integration into the existing SW life cycle.

Within the scope of this work, metrics are grouped into four complementary classes:
1) code and architectural metrics; 2) maintainability and technical debt metrics; 3) process
evolution metrics (changes and defects); 4) field (operational) and security metrics.
This classification is consistent with quality standards approaches [7], where maintainability,
reliability, and security are considered key characteristics that must be maintained throughout
the life cycle.

Code and architectural metrics assess structural complexity and design features that directly
affect the risk of defects and the cost of changes. A classic measure is McCabe's structural
complexity, which reflects the number of linearly independent paths in a flow control graph [10]:

CC=E-N+2P,

where E is the number of edges, V is the number of nodes, P is the number of connectivity

components (mostly P =1) [16]. High values CC correlate with complicated verification and
increased defectiveness. Typical thresholds that are appropriate to use can be defined as follows:
1-10 (low risk), 11-20 (medium), 21-50 (high), >50 (very high).

Additional indicators, such as Coupling Between Objects (CBO), Response for a Class
(RFC), and Lack of Cohesion of Methods (LCOM), provide insight into the modularity,
encapsulation, and "fragility” of the design [10, 11]. Low cohesion and excessive coupling are
early signals for preventive refactoring. Practical collection of such metrics can be performed by
static analyzers (e.g., SonarQube), which also identify "code smells”, i.e., informal design
symptoms (long methods, "divine classes”, duplication) that are empirically associated
with defectiveness and reduced maintainability. Eliminating such defects is a typical
preventive measure [11].

Maintainability and technical debt metrics aggregate assessments from different complexity
measurements into a single indicator that is convenient to observe over time [6, 11, 12].
A common example of this type of metric is the Maintainability Index (MI), a convenient
integral indicator that combines Halstead Volume (information complexity), Cyclomatic
Complexity (structural complexity), and LOC (code size) and provides a quick assessment
of maintainability [11]. The following formula for determining MI is considered
the most well-known:

100

MI = max(0,171-5,2In HV —0,23x CC -16,2In LOC)xﬁ
where MI is normalized in the range [0,100]. Gradations may differ between instruments,

but often MI <49 indicates the presence of problems and the need for code refactoring.
The metric works well as a trend indicator: if it falls from release to release, this is a clear signal
for preventive action (refactoring, simplification, decomposition).
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Process evolution metrics reflect how the system changes and is released (activity in the
repository, commit patterns, defect and support history), which is a source of early signals.

Such indicators include Code Churn, as well as the frequency of changes to individual
modules, the density of "hot" commits, the ratio of defect and feature changes, etc. Churn is
a key process metric that shows how often and how much a module changes over time.
It naturally fits into the preventive loop as an indicator of fragility: increased churn correlates
with a higher risk of defects, regressions, and subsequent maintenance costs, so it serves as
a signal for proactive interventions (refactoring, additional tests, stabilization sprints) [9].

The relative intensity of code changes is calculated as follows:
LOC, 44y +LOC, 0 + LOC

a deleted
LOC

total

ChurnRate =

At the operational level, classic reliability metrics such as MTTF/MTBF (mean time
between failures) and MTTR (mean time to repair) record the consequences of identified
problems, and trends in these metrics show that preventive practices are working [19].

Field (or operational) and security metrics measure the "health” of the system in real-world
use and its resistance to vulnerabilities. The former include the proportion of error-free sessions
relative to the number of users, latency and throughput of critical transactions, stability
of resource usage (CPU/memory), productivity degradation indicators under load, etc.
They are collected by APM (Application Performance Monitoring) and observability tools
(Sentry, Grafana) and form the basis for early detection of deterioration trends [3, 19].

The security dimension includes the number and severity of known vulnerabilities in
dependencies on the CVSS (Common Vulnerability Scoring System) scale, the "age™ of unpatched
CVEs (Common Vulnerabilities and Exposures), and the proportion of components outside the
support window, which makes it possible to prevent degradation and exploitation [15].

From a preventive perspective, it is important not only to track individual indicators,
but also to interpret their dynamics and combinations. An increase in cyclomatic complexity,
along with an increase in churn and a decrease in MI, supported by "code smells”, makes
a compelling case for targeted refactoring before field incidents occur.

Similarly, spikes in latency and deterioration in reliability metrics, combined with
an increase in defective commits, are grounds for preventive fixes and expanded test coverage.
In practice, metric collection is integrated into CI/CD as "quality gates”, and their trend analysis
directly feeds into the backlog of preventive tasks.

It is assumed that the results of observations can be characterized by an assessment of the
system's state. Based on the software system's operating data, a system of features for each
scenario and a set of output characteristics are formed, which can be used to compare different
behavioral scenarios. In general, the input data can be of any type, and the model output is
accepted as binary (0 or 1) — in fact, the model implements a certain predicate that checks the
condition for the fulfillment of relations between input signals [19].

Such formalization through predicate logic ensures strict fulfililment of the specified
conditions for all cases, making the method objective and rigorous. If necessary, the method is
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extended to fuzzy data: instead of a rigid true/false, degrees of membership are allowed, which
makes it possible to take into account the uncertainty of the output information [20].

Thanks to this, comparator identification has been applied not only to technical systems,
but also to complex, weakly formalized objects — from the assessment of professional skills to
the modeling of cognitive processes [18-20].

From a mathematical point of view, the comparator identification method has a rigorous
theoretical basis. It provides an objective, highly accurate, and reliable description of the object
model, which is not inferior in completeness to classical direct identification [19]. If the input
and output relations are specified correctly, the solution to the comparator identification problem
provides a model that is fully consistent with all observed facts (up to isomorphism in the model
state space).

This means that within the limits of its formulation, the method is correct and capable
of providing a complete mathematical description of the desired dependence. Moreover, its use
formalizes subjective expert data: instead of intuitive "vague" features, a clearly defined function
or rule is used for decision making.

Thus, based on the collection and analysis of features of software system operation
scenarios, a system of input signals for a preventive maintenance model is formed. The use
of the comparator identification method allows us to build strict and reasonable
interdependencies between the received signals and the risks of system degradation through
indirect identification. Based on the conclusions, SW maintenance tasks are formed.

Therefore, to implement continuous preventive SW maintenance, it is necessary to develop
a framework (reference model) that will formalize the main components of the maintenance
model and serve as a foundation for developing models for monitoring, identifying degradation
risks, and defining maintenance tasks.

Results

The basis of the proposed preventive support model is the basic structure of software (SW)
support, which includes four basic elements that correspond to the generally accepted cycle
of proactive reliability assurance: monitoring, status assessment, action determination,
and evaluation of the results of the actions taken.

This study proposes to extend the classical approach by adding a model tuning component
that will ensure the adaptation of rules in a continuous cycle of observation and improvement
of the software system for the purpose of preventive maintenance. Together, these components
form a cyclical process of preventive support, similar to a monitoring and adaptation loop.
It includes observation, analysis, action plan, and verification — all the elements necessary
for continuous improvement of SW quality and reliability.

This approach fits in with the current trend of transition from passive support to active,
intelligent support of software systems.
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Components of the reference model of preventive support

The proposed reference model of preventive support thus consists of five main
components: monitoring of status and usage scenarios, identification of degradation
risks, determination of actions and formation of support tasks, evaluation of the results
of actions, and adaptation (Fig. 1).

Monitoring

-collectDatal)
-extractFeatures()
-normalize()

I

feature values

Identification
indicator values updated features

-evaluateRisk()

/_/_,/ -detectAnomalies() '\

rick signals updated rules
TaskManager ‘ Adaptation
-generateTasks() risk rating ] ]
-prioritizeTasks() -reidentifyModel()
-performe Tasks() -updateParametres|)
actions performed Evaluation COMparison pairs

-assessEffectiveness()
-buildComparisonsi)

Fig. 1. Structure of the reference model for preventive SW maintenance

The monitoring process model is designed for continuous collection and tracking of metrics
on the status of the application itself and the external conditions of its operation. For a mobile
application with external sensors, such metrics may include, for example, application response
delays, error or failure rates, abnormal sensor readings, the degree of deviation of input
data from the training sample, device load indicators (CPU, memory, battery), etc.
Regular monitoring allows you to accumulate historical data and record deviations in system
behavior in real time.

The problem condition identification process model (preventive assessment) analyzes the
collected data (using rules, statistics, or machine learning algorithms) to identify patterns and
conditions that precede the occurrence of problem situations. In other words, the system attempts
to predict potential failures or degradation based on detected anomalies, such as increased
response time, memory leaks, sensor data distribution shifts, or decreased ML model prediction
reliability. Such predictive analytics in SW is analogous to predictive maintenance in industry,
where equipment failures are predicted based on data. Recent studies confirm the effectiveness
of moving from purely reactive error correction to proactive prediction and prevention of failures
using data analysis and Al methods.
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The task identification process model is responsible for determining the actions that the
development team needs to take. After identifying risky conditions, the system must determine
what preventive measures or tasks should be performed to reduce the risk of a problem.
In the context of agile development, this means forming specific tasks for the team (for example,
including a fix for a potential memory leak in the next sprint, updating a machine learning
model, improving sensor data processing, or adding monitoring of a specific parameter).
In essence, this component carries out impact planning: based on the identified problem,
the optimal actions are selected. In modern DevOps/AIOps practice, such decisions can be made
automatically in the form of alerts to developers or even automatic remediation (e.g., service
restart, model rollback). However, the automated conversion of analytical conclusions into
development tasks is still in its infancy and often requires human involvement. Nevertheless,
a formalized task model is important so that preventive measures do not remain at the level
of signals but are implemented.

The process model for evaluating the results of actions is a feedback mechanism that
assesses the effectiveness of the preventive measures taken. After completing the tasks
(for example, releasing an update or reconfiguring the model), it is necessary to monitor the
system again and compare the metrics before and after the intervention. This allows you to
understand whether the probability of the predicted problem has decreased or whether the
bottleneck has been corrected. In addition, such an analysis of results replenishes the knowledge
base: it confirms or refutes the correctness of the identified conditions and the effectiveness
of the measures. As a result, the results assessment model closes the classic cycle: successful
cases strengthen confidence in the support system, and in case of failure, the monitoring metrics
or identification rules are adjusted.

The adaptation process model is the final element of the preventive software maintenance
cycle, which ensures its ability to self-improve based on feedback. Its purpose is to periodically
review, refine, and update the rules, thresholds, machine learning models, and procedures used
by the monitoring, preventive assessment, and task formation blocks. In particular,
if a discrepancy is found between the predicted risks and the actual results of interventions,
the adaptation module compares the expected and actual dynamics of metrics, assesses the
degree of deviation, and determines which model parameters need to be updated. This allows for
automatic adjustment of both the sensitivity of anomaly detection algorithms and the relevance
of rules that initiate preventive actions.

The presence of an adaptive component is critical because the operating conditions of the
mobile application, the nature of data from external sensors, and user behavior change over time,
leading to the gradual degradation of static models. Thus, the adaptation block is a mechanism
for "self-calibration" of the system: it closes the cycle, ensuring continuous improvement
of preventive procedures and increasing the stability and reliability of the software in dynamic
operating conditions.

Thus, the proposed five-component model forms a complete closed cycle of preventive
support from monitoring and risk assessment to the formation of actions, evaluation of their
effectiveness, and adaptive refinement of rules. This architecture ensures the software's ability to
proactively self-improve, increasing its reliability in dynamic operating conditions.
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Formalization of the set of software system states

Let x e R" is a is a vector of state characteristics of a software system running on a mobile
device. Each component of the vector x describes a specific aspect of the system's operation, in
particular, related to sensor data processing, machine learning model operation, user activity,
network connection quality, device parameters, and inter-user interaction, etc. Let us denote the

state of the software system at a given moment in time ¢ as x,. Thus, each vector x, e R" fully

characterizes the functional state of the software system over time. The vectors collected at
different points in time form a set of observable states.

Let X < R" —the space of all possible vectors x, describing the software system over time.

The set X is the basis for further analysis, including clustering of states, anomaly detection,
formation of classes of equivalent operating modes, and construction of a system of preventive
signals. Let us define the set of possible (attainable) functional states of the system as:

X° :={xt eX|xt EQ},
where Q ¢ R — permissible interval or scale of values of the corresponding feature.
Therefore, vectors x, are elements of observation streams:

D={x eXx|teT},
where 7 is a set of discrete observation points in time.
However, vectors x, can be unstable, noisy, or interdependent. Therefore, for effective
analysis of the SW state, we introduce a reflection:
p: X > 7,
where Z < R™ is a set of established (aggregated, normalized, discretized) features suitable for

comparison, class construction, and use in the comparator identification method.
Let ¥ be the size of the observation window (the number of steps back in time). Then, from

the set of observations XW={xTEXQ,TE[t—W+1,t]}, i.e., from the time windows

t

of observations, the aggregated features z, are formed as:

4= (p({xr }?/:1)’
where ¢ - aggregation or transformation function: average, maximum, trend, autocorrelation,
derivative, etc.
In general:
z, = (I)(th),zt e R",
where @ : R"" — R™ — feature construction function.
These aggregated features z,, t7T are the basis for normalizing and comparing SW

operating modes, constructing equivalence relations (in the comparator identification method),
and determining functional classes. The set of all such vectors forms a space:

Z={z|teT}.
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Let us call those feature vectors z~ € Z that correspond to the normal (stable or functionally
acceptable) mode of operation of the software system reference vectors. Let us denote the set
of reference states as:

Z,ef z{zj eZ|i:1,...,r},

where » —number of known or recorded reference implementations.
Let us define the functional equivalence relation ~ on the set Z if for two states z,,z, € Z:

z~z, < p(z,2,)<8,
where p(zl,zz) — selected similarity metric (e.g., Euclidean, Mahalanobis), & > 0 — acceptable

deviation threshold.
Thus, each element z € Z either belongs to the class of one of the standards z; , or initiates

a new class.

The key idea of the proposed approach to preventive SW maintenance is not to attempt to
identify numerical parameter values, but to determine classes of equivalent functional states
based on comparisons with benchmarks. State identification is then carried out according to the
following scheme:

Step 1. Calculate the distances d, = p(zt,z;),i =1...,r.

Step 2. If there is such i that d. <&, then z ~z and z belongs to class i. Otherwise,

the state of the software system at time ¢ must be marked as abnormal or unknown.

This approach has certain limitations, i.e., the method is applicable when the system allows
for the selection of representative reference implementations, features are aggregated, filtered
from noise, and normalized, and a metric is available that preserves functional similarity
rather than just geometric proximity.

The comparator identification method [18, 20] allows not only to record "failures”, but also
to classify states according to their functional proximity to known normal modes based on
known feature values or to identify states with potential functional shifts (when the
definedfeature vector does not match any reference).

Thus, this allows for preventive diagnostics without the need for explicit failures
or "normal/abnormal™ labels.

The complexity of preventive diagnostics lies in the fact that the state of the software system
can be classified as normal based on formal characteristics, but the risk of degradation may
increase. To eliminate uncertainty, it is proposed to extend the comparator identification method
by identifying trends of deviation from reference states.

To do this, at each moment in time ¢, the SW state z, is not only compared with the

reference points, but also analyzed in terms of the dynamics of its approach or departure
from the reference space Z,, during the time interval [z - +1,¢].

For each moment in time 7, the distance to the nearest reference point:

d, = min p(zt,zi ), z, €2,
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Then the trajectory of distances over the time window W :
DW = {dt—W+l’dt_W+2,-..,dt} .

t
This sequence reflects whether the system is approaching or moving away from the
reference value.
To assess the trend or deviation trend, you can use the gradient assessment.

A = dt _dt—W
t W 1
or sliding average change
_ 1 w-1
" ﬂ — (dt—i+l - dt—i) .

Thus, the identification of the SW state occurs according to the specified values
of the aggregated features z,, the distance to the nearest reference state d,, and the assessment

of the deviation trend from the reference states A,. If the permissible threshold for deviation

growth is exceeded or a trend toward deviation growth is identified, the preventive monitoring
system generates a signal indicating an increased risk of software system degradation.

Thus, comparative identification is used to determine the trajectory of deviation from a set
of benchmarks. The key object is not the SW state z,, but the sequence of deviations from a set

of reference states D;. This model allows predictive signals to be issued regarding the growth

of degradation risks and forms the basis for developing an action plan.

Formalization of a reference model for preventive software maintenance

In accordance with the above structure of the reference model for preventive SW
maintenance, let us consider the following basic models that form the basis of the framework.

1. SW state monitoring provides data collection on SW functioning, reflecting the state
of the application and the external environment, forming a stream of observations

D, ={x,,x,,....x,}. To do this, you need to specify a set of data sources X that form the raw
data stream s, :{sf"),an}, the interval (frequency) of data collection 7, the operator for

extracting SW state characteristics ¥(s, ), and the function d)(XtW) for constructing features

zn¥ . That s,
M K7¥.0.Z.

The basic monitoring model reflects defined procedures for regular collection of data on SW
functioning and determination of aggregate indicators for identifying the state of the software
system and risks of its degradation.

2. Preventive identification determines deviations and potentially dangerous SW states based

on an extended method of comparator identification. It is proposed to consider the following
classes of SW degradation risks Qz{ql,qz,qs,q4}, where ¢, determines stable operating

mode, ¢, is the SW functioning state with a possible future risk (if a trend of deviation from
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reference states is detected), ¢, combines states with a tendency to return to the standard and ¢,

is a class that defines a critical situation (the deviation from the standard exceeds the threshold
and there is a tendency to move away). Therefore
M, :z,D" >0.

Thus, the basic preventive identification model generates an alarm signal for the preventive
monitoring system based on the analysis of the SW status and trends approaching
the reference modes.

3. The task identification component generates structured tasks for the development team
and is an integral part of the decision support system. Task definition is based on a defined risk
class g,, anomaly identification, i.e., the identification of features that influenced the results of
preventive identification, and the existing knowledge base of relevant precedents. Let there be

a set of task templates A:{al,azl""ah}’ a given function G(zt) for defining essential

features Z,, and a defined class ¢,. Then the task identification model is
M
So, based on the model M, , tasks and priorities for their implementation are defined.

Z,q, > A.

task

4. The basic model for evaluating the results of actions is designed to measure the effect of
preventive actions taken in terms of reducing the risks of software system degradation.

Let M ={M(“),u :L_U} — a set of metrics (evaluation criteria) for SW quality. Then it is

possible to determine the integral effect of the actions a performed, for example, as

(a)= g‘wMAM(”) (a).

In other words, evaluating the actions taken helps determine how the quality of the SW has
changed and provides data for forming pairwise comparisons of states in terms of the obtained
quality metric values, which collectively replenishes the knowledge base of precedents. That is,

M,.:4—>M,e(a).

eval

Therefore, M

of the development team's work on SW maintenance and the actual impact of the changes made
on the stability and state of the SW.

5. The basic configuration model performs the function of adaptation and
re-identification, i.e., updating the rules and parameters of the comparison model. Let there
be a set of paired comparisons formed at a given moment in time ¢

Cz = {(ZNZj’y[j)} J
where y, determines how the state of the software system has changed (approached or deviated

evaluation of actions allows to form feedback between the planning

eval

from the reference). Let ® determines the parameters of the comparator model used
for preventive identification, then let us denote f,(Z,) as an identification model that

implements transformation M ,, with parameters @ .
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Then the adaptation model implements an iterative cycle
M i 1., = argminl (C,.0)+a®-0/7,

adapt t

where L is the functional of the disturbance of the system of comparator equations, « is the
stability parameter.

Thus, at the configuration stage, the preventive identification model is updated over time by
accumulating historical data on the functioning of the software system, which ensures the ability
of the preventive maintenance system to self-adapt.

Example of using a reference model for preventive maintenance

Let's consider a mobile application for patients with diabetes mellitus, which receives
glucose readings from a Bluetooth glucometer, stores measurement history, builds short-term
glucose level forecasts, and issues warnings. Preventive support is critically important for such
an application: degradation of forecast accuracy or failure of sensor data synchronization without
obvious application crashes directly affects medical risks.

During the operation of a software system that interacts with an external sensor device
(glucometer), a stream of raw telemetry data is generated. Raw data is considered to be the direct
results of the application's interaction with the hardware device and internal software
components, which are recorded during the execution of individual read operations.

Each attempt to obtain or process sensor data is considered a discrete point in time,
regardless of whether it was successful or ended in error. Thus, discrete observation moments
correspond to events such as: initiating data reading from the glucometer; receiving
a response from the device or recording a timeout; validating and parsing the received data;
generating a glucose level forecast based on the input measurements. A set of raw data is
recorded for each event:

G(t) - actual glucose level;
é(t) — predicted value;
s(t) — operation result (successful/error);

z(¢) — operation execution time.

Raw data is linked to events rather than to the state of the system, has different frequencies
of occurrence, and may contain noise, so it cannot be used directly to assess the functional state
of the system. To transition from raw data to formalized indicators, a set of current indicators is

introduced, r,(¢), which are calculated at the level of individual events and have a clear
engineering meaning. Let's introduce three key operational metrics that the monitoring system
collects daily:

n(t)=G(t)- é(t) — instantaneous glucose prediction error (absolute error in mmol/L between
the actual glucose meter reading and the model prediction);

()= {O,ifs(t) = fail

: — incorrect measurement indicator (0 or 1);
1 zfs(t) =ok
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r,(t)=17(¢) — Synchronization time with the glucometer (from screen opening to current
value display, ms).

Monitoring operates in daily windows W, ={t|t=1,2,...}, where £ is the day number
and ¢ is the event number in the monitoring window. That is, metric values are collected at
discrete points in time throughout the day, forming observation streams. The number

of successful reads is defined as C, = > 1, (¢), and the total number of attempts is N, = [I¥|.
v,

For each day, we determine the aggregated features:
x (k)= Ci > ‘rl (t)‘ — mean error per day;

k i,

-C :
X, (k) = T" — percentage of incorrect read attempts per day;
k

1 N
X3 (k) == 1;(¢) — mean synchronization time.
N,
Then the SW state vector can be denoted as x(k)=(x,(k),x,(k),x,(k)). Thus, raw
telemetry data is converted into current indicators r (¢) at the level of individual events. Next, at

fixed time intervals W, , these indicators are aggregated into a state feature vector x(k) that
describes the functional state of the software system per day (7, interval).

Normalization is introduced to ensure correct combination of features. Normalization
allows: bringing heterogeneous features to a dimensionless scale; assessing the degree
of deviation of the current state from the normal mode; forming integral state indicators and
applying formal identification rules. For a reference stable period (for example, the first 21 days
after release), we form a set of reference states:

K., ={12..,21}, 2, ={x(k) | kK, |.

For the reference period, we calculate the mean values and standard deviations:

= T (k) of =2 3 (w(0)-u)'s 1=128.
KK, o

‘ ref | KK ‘ ref

Then the normalized features are defined as:

Normalized state vector:
z(k)= (zl (k),z, (k) z (k)) :
The obtained normalized vector z(k) is used as input for further comparator identification

and classification of the functional states of the software system. Next, the reference (baseline)
mode of operation of the software system is determined. The set of indices K, can be expanded

using all k& that correspond to the period of stable operation. Zref:{x(k)|kn1<wf}

is a reference set of normalized states. In the simplest case, the reference is represented
by a single representative vector (the center of the reference mode).
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Zrf T Zz(k)’

‘K ref kK, o

where z z(k) means the component-wise sum of vectors, and z,,, is the centroid of the set
KK

of normalized states of the reference mode.
We define the deviation from the reference as the weighted Euclidean distance:

d(k) = \/W1 (zl (k) =2y er )2 + W, (22 (k) — 2y, )2 + W, (23 (k) — Z3,0 )2 s W+ w, +wy =1,
where, for example, we give greater weight to medically critical errors in prognosis:
w, =0,4; w,=0,3; w, =0,3.

The local (component) deviation is determined separately for each feature:
5, (k) =1z (k)=z,,].i=123.

The vector §(k) is used to explain the results (which metrics caused the growth d (k) and

to further form preventive tasks.
For preventive support, it is important not only to know the current value of the deviation,
but also how it changes over time. To assess the deviation trend, we use a sliding window with

a length of, for example, L =7 days:
d(k)-d(k—L+1

A pair of indicators (d(k),g(k)) is sufficient statistics for further classification of states.

To interpret the monitoring results and support decision-making, a set of discrete classes of the
functional state of the software system is introduced:
R, —normal mode;

R, — deviation from the standard, but there is a tendency for the deviation to decrease;
R, —high-risk mode (preventive intervention is necessary);
R, — critical condition.

Let us introduce predicates for recognizing conditions related to degradation and risks
of the software system:

B (k)< d(k)<d,determines proximity to the reference mode, d, - the threshold
of proximity to the reference;

P, (k) <> |g(k)| < g,determines proximity to the reference during a sliding window,
g, — the threshold of acceptable trend deviation;

P, (k)< g(k)<O0corresponds to a situation of decreasing deviation from the reference,

I.e., there is a tendency to return to the reference;
P, (k) < g(k)> 0determines the tendency of deviation from the reference mode.
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Then, the correspondence of the state to one of the classes is determined by
the following conditions:

Ry(k) < (B (k) AP (K))=1;

R (K) & (<R (K) A B (k) =1;

Ry (k) <= (B (k) A By (k) A =B, (k) =1

Ry (k)< (=B (k) A P, (k) A—P, (k) =1.

Analysis of experimental results for a 60-day period of operation allows us to clearly
illustrate the operation of the proposed classification system. Figure 2 shows a graph of changes
in forecast error values during the experiment.

At the initial interval of the experiment, the values d (k) (see Fig. 3) do not exceed the
threshold &, =1, and the trend g (k) fluctuates near zero, which corresponds to the fulfillment

of conditions (B (k) P, (k)). This is consistent with the classification of the system into
class R, and confirms a stable mode of operation, which is clearly visible in the graph.

Glucose forecast error trend

1.2 1

1.0+

0.8 4

MAE prediction (mmaol/l)

0.6 4

Fig. 2. x, (k) values during 60 days of observation

Integral deviation dik)

Fig. 3. Trend in deviation from the reference mode
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With the onset of monotonous growth of the integral deviation (Fig. 3), it is possible to
signal the formation of a pre-crisis state and the need for preventive action, which is determined
by the transition to class R, . Further simultaneous violation of the conditions of proximity to the

standard and the permissible trend leads to the state being classified as class R,,

which corresponds to the critical state of the software system.
The proposed system of predicates and classes provides a formal link between numerical
monitoring characteristics and engineering decisions. The transition to classes R, and R, is used

as a trigger for the automatic generation of support tickets, in which the values d(k), g (k) and
component deviations serve as justification for the necessary preventive or urgent actions.

The results of the classification of the functional state of the software system are not
communicated to the development team in the form of formal classes or threshold values.
Instead, they are transformed into support tickets (tasks for the development team) containing
a clear description of the problem, quantitative observations, and recommended technical
actions. An example of a ticket in the event of a transition to a class R, (high-risk mode)

is shown in Figure 4.

I Title:

, Gradual deterioration in forecast quality and delays in synchronization with the glucometer
Description:

Over the past few days, there has been a steady increase in the average error of glucose level predictions. At the
, sametime, the time it takes to receive data from the glucometer is increasing. Although the system continues to

1 operate without any obvious malfunctions, there is a negative trend in key performance indicators.
i Observations (aggregated per day):

1 ®  theaverage prediction error has increased by approximately 25-30% compared to the stable period;
1+  theaverage synchronization time with the glucometer has increased by 40-60 ms;

I &  thereareisolated unsuccessful attempts to read data.

I Recommended actions:

' s  checkthe logic of repeated reading attempts and timeouts;
, *  analyze whether the input data characteristics for the prediction module have changed,;

| *  prepare atest update of the prediction model or its parameters if the trend continues.

1 Priority: medium

1 Deadline: planned, by the next release

Fig. 4. Example of a preventive ticket (early degradation)

The example considered demonstrates that the proposed reference model provides
a coherent internal logic for monitoring the state of the software system based on aggregated
operational metrics and their dynamics. The model formalizes the transition from raw data to
integrated indicators of deviation and trends, allowing for the correct identification of both stable
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operating modes and early signs of degradation. The use of formalized classification conditions
ensures the reasonable formation of alerts without the need for rigidly fixed scenarios, and the
analysis of component deviations provides structured information about the possible causes
of deterioration in the quality of the system's operation and directions for its elimination.
This allows the results of identification to be translated into engineering tasks that are
understandable to the development team in the form of standard support tickets.

Thus, the model supports the automated formation of tasks for the development team based
on quantitative observations and their trends, which significantly reduces the time between the
first signs of degradation and the start of engineering intervention. This ensures the transition
from reactive incident resolution to proactive software maintenance in real operating conditions.

Discussion

The comparator identification method [18, 20] is a special variant of solving identification
problems when direct measurement of the parameter of interest is impossible. In classical
identification, an attempt is made to determine the law of their connection based on the input and
output signals of the object. However, in many cases, the output of the system (for example,
the "failure susceptibility level™) cannot be measured directly. For such situations, indirect
identification methods are used, and the most convenient among them is the declared method
of comparator identification.

The idea of using the comparator identification method in the task of preventive SW
maintenance looks promising, since the very nature of the problem corresponds to the setting
of indirect identification. It is not possible to directly measure the "probability of future failure”
or the "level of problematicity” of the system state, but we can compare different states using
indirect reliability indicators. Despite its scientific validity, the practical feasibility of this
method in complex software systems should be critically evaluated.

First, the comparator identification method essentially provides a binary conclusion.
Additional mechanisms are needed for a fine gradation of risks.

Second, the key step — forming a system of equations — requires the availability or
accumulation of representative data on various SW operating situations.

Third, software and its operating environment change over time (updates, new features,
changing loads), so the model will have to be regularly updated as new data becomes available.
This leads to the need to modify the classical method.

In engineering practice, statistical methods and machine learning are more often used for
SW support [9, 15], which usually requires a well-established infrastructure for collecting and
processing large amounts of data. The comparator approach, on the contrary, can introduce
an element of strict justification and interpretability. Its mathematical correctness and ability to
work with fuzzy information provide significant advantages for solving the complex task
of preventive maintenance, where uncertainty and multi-criteria are the main characteristics.
If the method is adapted, it can become part of intelligent maintenance systems, increasing the
objectivity of decisions on preventive measures.
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In general, the idea of applying the comparator identification method is in line with the
global trend towards proactive, data-driven software maintenance and appears promising,
although the effective application of predictive analytics also requires a culture that is ready
to accept the model's recommendations.

The results show that the proposed reference model of preventive support can become

a fundamental basis for the transition from reactive software support to systematic proactive
quality management. Unlike traditional approaches, which focus primarily on fixing already
identified defects, the developed model uses a formalized system of aggregated features,
deviation trends, and comparator assessment, which allows identifying degradation risks without
the presence of obvious failures.

This approach provides early warning of potential problems and creates a basis
for automated task generation, which is especially important in highly dynamic environments
such as mobile applications or systems with machine learning components and smart
manufacturing complexes [21].

It is important to emphasize that the proposed model forms not only a mechanism for

analyzing the state of the software system, but also a closed cycle of its evolution through
adaptive updating of parameters and identification rules. This allows the maintenance system to
respond to changes in the external environment, SW updates, the emergence of new usage
modes, and the dynamics of machine learning models. The adaptive component ensures the
stability of the approach in the long term, preventing accuracy degradation in conditions of data
drift, seasonal load, or changes in user activity profiles.

At the same time, the results highlight a number of important challenges. The effectiveness
of the method largely depends on the quality of the set of reference states and the adequacy
of the selected distance metrics. The presence of insufficiently representative benchmarks or
noisy features can lead to incorrect signals, which is critical in systems where the frequency
of false alarms must be minimized.

Another aspect that requires further research is the integration of the model into real
CI/CD and DevOps processes: determining the frequency of analysis, limitations on computing
resources, communication with the task backlog, and the balance between automated
and manual developer solutions.

Overall, the results obtained indicate the promise of combining comparator identification
with the principles of preventive maintenance. This approach provides a formally justified,
interpreted, and at the same time practically applicable mechanism for detecting hidden
degradation trends, which enhances the overall ability of software systems to self-identify and
proactively improve.

Further research directions may be related to the automatic formation
of reference classes, the expansion of the model by means of machine learning, the verification
of effectiveness on different classes of systems, and the development of prototypes
for integration into the support infrastructure.
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Conclusions

The paper proposes a reference model for preventive software maintenance that covers the
full cycle of proactive software system management, from monitoring and detecting degradation
trends to forming maintenance tasks, evaluating results, and adaptively updating identification
rules. Unlike traditional reactive approaches, the model provides early detection of potentially
dangerous changes in software behavior and allows intervention before critical failures occur.

The analytical mechanism of the model is based on an extended comparator identification
method, which provides a formalized comparison of current states with a set of reference modes
and the identification of deviation trends. This approach makes it possible to detect hidden
degradation processes even in the absence of obvious incidents, which significantly increases the
effectiveness of preventive support.

The adaptive component of the model ensures that identification parameters and rules
remain relevant in dynamic operating conditions, particularly when there are changes in load,
user behavior, or data drift in systems with machine learning components.

The formal models formulated for each element of the reference structure (monitoring,
preventive identification, task definition, result evaluation, and adaptation) create
a comprehensive framework for preventive support. It can be integrated into modern CI/CD,
DevOps, and MLOps processes, serving as a mechanism for improving the reliability, security,
and maintainability of software systems.

The results obtained open up prospects for further research in the areas of automatic
reference state formation, the use of machine learning methods to refine risk class boundaries,
the development of tools for integration with the support infrastructure, and experimental
validation of the model on different types of software products.

The proposed model can become the basis for the creation of intelligent preventive
maintenance systems that ensure the stable and predictable functioning of software complexes in
the long term.
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BUKOHATH Taki 3aBAAHHS: 3allPONIOHYBaTH Kiacu(ikalilo METPUK 1 03HaK Ui onKcy (QyHKIiOHAJIBHOTO
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aJlaTHBHOTO OHOBIICHHS TapaMeTpiB Mojemi. Metoan gociaimzkeHHsi. METONONOTIYHY OCHOBY
CTaHOBHTH PO3IIMPEHHN METOJ KOMIAapaToOpHOi iNeHTUdiKalii, KUl Aae 3MOTY MOPIBHIOBATH MOTOYHI
crand SW 3 CTAIOHHUMH PEeKAMaM{ Ta KUIBKICHO OITIHIOBATH JWHAMIKY iX BiIXHJICHHSA. 3aCTOCOBAHO
arperyBaHHs Ta HOpMai3auilo 03HaK, (hopMaizaliro MHOKUHH (DYHKIIOHAJIBHUAX CTaHiB, aHaJi3 YaCOBUX
BIKOH 1 TPEHIOBHMX BJIACTHUBOCTEH, a TAKOX MEXaHI3MH 3BOPOTHOrO 3B’S3Ky W aJanTHUBHOI KOpEKLil
napamerpi. Jocarnyri pesyabraru. CPOpMOBaHO IT'SITHKOMIIOHEHTHY OIOPHY MOJEJb, IO MICTUTh
MOJIeNli: MOHITOpUHTY cTany SW; mpeBeHTHBHOI ineHTH(iKaLil pU3MKiB Aerpaaauii; GopMyBaHHS 33134
CyNIPOBOKCHHS;, OIIHIOBAHHS PE3yIbTaTUBHOCTI IPEBESHTHUBHUX Jiif; amanTaiii mapamerpiB. Po3pobiieHa
MoJienb 3a0e3reuye BUSBIICHHS JIATEHTHUX TNPOLECIB Jierpajamii 3a JOIMOMOIo0 aHali3y TpaeKTopii
BiJIXHJIEHb, IHTETpyeThCcsl B cydacHi mpouecu CI/CD, DevOps i MLOps ta cTBOpIoe (opMani3oBaHU
MEXaHi3M MIATPUMKHA TPUAHATTS PilIeHb MIOA0 BYACHOTO CYyNPOBOKEHHS. BHCHOBKH. 3arportoHOBaHa
MoJens GopMmye HiTicHUE GopManbHuil GpeiMBOPK MPEBEHTUBHOTO CYIPOBOKEHHS, CIPSMOBAaHHN Ha
paHHE BUSBIICHHS MOTCHIIWHUX BIAMOB 1 MATPUMKY JOBIOCTPOKOBOI CTaO1IBHOCTI IPOTPAMHHX CHCTEM.
AanTHBHHN XapakTep Mojiesi 3a0e3mnedye i1 akTyalbHICTh y JUHAMIYHHUX yMOBaxX eKCIUTyaramii, a
3aCTOCYBaHHS KOMMApaTOpHOi imeHTH]iKamii MiABUILYE IHTEPIPETOBaHICTE 1 OOTPYHTOBaHICTh
MPUHHATUX pimeHb. OTpUMaHi pe3yNbTaTH CTBOPIOIOTH MIATPYHTS ISl PO3POOJICHHS IHTENEKTyaabHHIX
CHCTEM CYMPOBOIKEHHS M MOAANbIIUX NOCTIIDKEHb 3 aBTOMaTu3alii (OpMyBaHHS €TaJIOHHHUX CTaHIB i
PO3LIMPEHHS MOl 3aco0aMi MaIIMHHOTO HaBYaHHS.

Knawu4oBi ciioBa: mpeBeHTHBHE CYIPOBODKEHHS; KOMIapaTropHa iJeHTU(IKallis; MOHITOPHUHT;
TEeXHIYHHUIA 0OpT; MPOTHO3YBAaHHS Ierpasnarltii; akicts 113; DevOps; MLOps.
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ADAPTATION OF MULTICLASS CLASSIFICATION ALGORITHMS
FOR IDENTIFYING NETWORK-ATTACK TYPES IN ROUTING
PROTOCOLS USING STRUCTURED DATABASES

The subject of the article is the adaptation of multi-class classification algorithms for detecting types of network
attacks in routing protocols. The purpose of the study is to develop and experimentally test the effectiveness
of various deep learning architectures (Dense, CNN, LSTM) in the task of multi-class classification of network attacks,
as well as to evaluate the feasibility of combining them into an ensemble to improve the accuracy
and stability of classification. To achieve the stated goal, the following tasks must be performed: analyze the types
of network attacks characteristic of the routing level and their features; to evaluate the advantages and disadvantages
of traditional and modern attack detection methods, in particular signature, anomaly, and hybrid systems;
to investigate deep learning architectures (Dense, CNN, LSTM) for their suitability for network traffic classification;
to implement individual models and combine them into an ensemble using a voting mechanism. The following
methods were used: deep neural networks of various types, ensemble learning (bagging, stacking, voting),
and analysis of imbalanced data. To test the effectiveness of the models, the UNSW-NB15 dataset was used, which
contains realistic examples of normal and abnormal traffic. The experiments were conducted using modern machine
learning libraries, as well as regularization and normalization to prevent overfitting. Research results. Three neural
network architectures were implemented and tested. The dense model confirmed stable results on aggregated features,
CNN effectively identified local patterns even in the presence of noise, and LSTM ensured the detection
of long-term dependencies in sequential data. The ensemble of models demonstrated higher classification accuracy
compared to individual architectures, reduced the number of false positives, and increased generalizability.
Conclusions. Adapting and combining different deep learning architectures can significantly improve the quality
of multi-class classification of network attacks. The ensemble approach provides resistance to data imbalance and
increases the accuracy of detecting complex attacks. The results confirm the feasibility of using ensembles in
cybersecurity tasks and open up prospects for further research, in particular the integration of models into real-time
systems and the extension of analysis to other types of network threats.

Keywords: network attacks; routing protocols; deep learning; dense neural networks; ensemble learning;
intrusion detection; cybersecurity.

1. Introduction

In today's digital environment, information security is critically important for both
organizations and individual users. With the growth of network traffic, the number of malicious
actions is also increasing, in particular attacks at the routing level, which can lead to data integrity
violations, loss of communication between legitimate nodes, or theft of confidential information
[1]. Attacks that change the routing logic by redirecting packets through malicious nodes or
blocking communication are particularly dangerous. The most common types of such attacks
include DoS, Spoofing, Man-in-the-Middle, Routing Table Poisoning, as well as complex
combined attacks such as Worms, Backdoors, and Shellcode [2].

Despite the availability of modern protection tools, detecting attacks at the routing level
remains a difficult task. This is due to the short duration of attack signs, their similarity to

© Shtangey S., Melnikova L., Marchuk A.,
Lynnyk O., Hrebeniuk YE., 2025
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legitimate activity, and the high variability of behavior patterns. The lack of effective methods for
detecting such threats can lead to serious theoretical and practical consequences, ranging from
disruption of critical infrastructure to data loss and financial damage. Therefore, there is
a need to create adaptive systems capable of self-learning and effective classification of new types
of attacks.

One promising approach to solving this problem is the use of deep learning methods.
This article examines the effectiveness of an ensemble of neural networks — dense, convolutional
(CNN), and recurrent (LSTM) — for multi-class classification of network attacks based on the
UNSW-NB15 dataset. Combining the advantages of different architectures allows for increased
classification accuracy and robustness in the presence of imbalanced data, as well as the
preservation of results in databases.

2. Analysis of current scientific publications and formulation of the research problem

Scientific publications present a wide range of approaches to the detection and classification
of network attacks [3]. Signature-based IDS systems demonstrate high accuracy in detecting
known threat patterns, but their significant drawback is their inability to respond to new, unknown
types of attacks [4]. Anomaly-based IDS, on the other hand, are capable of detecting unusual
behavior, but have a high number of false positives, which complicates their practical application
[5]. These limitations stimulate the development of hybrid solutions, in particular with the use of
machine learning and deep learning methods.

Deep learning methods, as noted by LeCun, Bengio, and Hinton, allow for the automatic
extraction of features from high-dimensional data without manual intervention, which is
particularly relevant for the classification of complex behavior patterns [6].

However, most studies focus on individual neural network architectures without considering
their combined effectiveness. For example, feed-forward (dense) models work well with
aggregated features but are unable to take time dependencies into account [7].

CNNs effectively extract local patterns even in noisy conditions, but do not always cope with
sequential information [8]. LSTM models preserve temporal context, but have high computational
complexity [9].

Special attention in the literature is paid to the problem of data imbalance, which negatively
affects the quality of classification. Ensemble methods, as shown in Zhou's work, allow combining
the strengths of different models, increasing generalizability and accuracy even on complex multi-
class sets [10].

However, most existing solutions are not adapted to the specifics of the routing layer, where
it is important to process both tabular and sequential data. To test the effectiveness of different
architectures, the UNSW-NB15 dataset was selected, which covers a wide range of attacks,
including Fuzzers, DoS, Shellcode, Reconnaissance, Worms, and others, and is relevant for multi-
class classification tasks in the field of cybersecurity [11, 12].

In summary, recent scientific publications confirm the potential of deep learning in detecting
network attacks, but at the same time reveal a number of limitations: narrow specialization of
models, insufficient adaptation to the routing level, and ignoring data imbalance.
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This creates a need to develop a comprehensive approach that combines the advantages of
different architectures and takes into account the specifics of traffic.

The research problem lies in the need to create an adaptive architecture for classifying network
attacks at the routing level that can effectively work with imbalanced multi-class data, combining
the strengths of different types of neural networks within an ensemble approach.

3. Purpose and objectives of the study

The purpose of the study is to develop and experimentally investigate an ensemble deep
learning architecture that combines dense, convolutional (CNN), and recurrent (LSTM)
neural networks to improve the accuracy and robustness of network attack classification
at the routing level.

The main objectives of the study are

- Toanalyze the types of network attacks characteristic of the routing level and their features.

- To evaluate the advantages and disadvantages of traditional and modern attack detection
methods, including signature, anomaly, and hybrid systems.

- Analyze deep learning architectures (Dense, CNN, LSTM) in terms of their suitability for
network traffic classification.

- Implement individual models and combine them into an ensemble using a voting
mechanism.

4. Materials and methods of research

Methods for detecting attacks in computer networks have historically been divided into two
main categories: signature-based systems and anomaly-based systems. Signature-based IDS work
by comparing traffic with known attack patterns. Such systems are highly accurate in detecting
known threats, but are unable to respond to new or modified attacks.

Anomaly-based IDS are based on studying normal system behavior and detecting deviations.
These methods are capable of detecting unknown threats, but often have a high number of false
positives [13].

Due to these limitations, hybrid methods that combine the advantages of both approaches,
as well as machine learning-based methods, are becoming increasingly popular.

Among the classic ML algorithms used in attack detection, the following can be highlighted:
Decision Trees — interpretable and fast, but prone to overfitting; Support Vector
Machines (SVM) — effective for classification with a clear separation boundary, but difficult to
scale; K-Nearest Neighbors (k-NN) — simple to implement, but slow with large amounts
of data; Random Forest, XGBoost — ensemble models that demonstrate high accuracy
in classification tasks [14].

Despite the effectiveness of these methods, they often require manual feature construction and
do not always cope with high-dimensional or unstructured data. This has led to the need for deep
learning, which can automatically extract relevant features without prior processing.
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Deep learning is a subset of machine learning that allows you to build multi-level models for
automatically extracting relevant features from raw data. Due to their ability to handle
high-dimensional, complex, and fuzzy data, deep learning models are widely used in
cybersecurity, particularly in detecting network attacks.

Below are three types of neural networks that are most commonly used in attack detection.

Dense or Feedforward Neural Networks. These are the simplest and most common
architectures. The network consists of a sequence of dense layers, where each neuron
is connected to all neurons in the next layer.

The structure of a dense neural network is shown in Fig. 1.

Input Layer Hidden Layers Output Layer

Fig. 1. Structure of a fully connected neural network

The main advantage of these models is their versatility. They can work with any tabular data
set, including network traffic.

Dense models learn quickly and are easy to implement, but they have a number of limitations:
susceptibility to overfitting, limited ability to capture spatial or temporal dependencies, and
dependence on high-quality preprocessing of data. To combat this, regularization (Dropout,
L1/L2), normalization, and early stopping are used.

Convolutional neural networks (CNN). Although CNNs are mainly used for image
processing, they have also shown high efficiency in working with tabular and sequential data.
The main idea is to detect local patterns through convolution. The network structure
is shown in Fig. 2.

In the context of network traffic,c, CNN can, for example, detect attack patterns
or recurring patterns in feature sequences.

CNNs use filters that "slide” over the data, automatically extracting key characteristics.
This allows the model to be noise-resistant and reduce dimensionality through pooling.
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Another advantage is the reduction in the number of parameters compared to dense models.
For network traffic, one-dimensional convolutions (Conv1D) are typically used.

Fully

Convolution Connected

Pooling __

Input

\ i

Feature Extraction Classification

Fig. 2. Structure of a convolutional neural network

Recurrent neural networks (RNN), in particular LSTM. RNNs are designed to process
sequential data. However, classic RNNs have a problem with losing long-term dependencies.
This is solved by the LSTM (Long Short-Term Memory) architecture, which stores
information for a long time using a special structure — a memory cell. The network architecture

is shown in Fig. 3.
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Fig. 3. Recurrent neural network structure

In the context of attack detection, LSTM allows analyzing user or system behavior not based
on individual points, but as a sequence of events. For example, LSTM can detect abnormal activity

that does not occur instantly, but accumulates over a period of time.
LSTM requires input data to be prepared in the form of sequences and scales well as the
number of input features increases. However, it is resource-intensive and requires careful

configuration [15].
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Each of the models described has its own unique advantages that make them effective in
different aspects of data processing. Dense networks are notable for their learning speed and
stability of results, especially when working with tabular or already aggregated features.
Convolutional neural networks (CNN) highlight key features even in the presence of noise or
variations in input data due to their architecture. At the same time, LSTM networks are capable of
retaining information for a long time, which makes it possible to identify long-term dependencies
in the data. That is why this work proposes using an ensemble that combines
the advantages of each of these models. This approach allows for better generalizability, increased
classification accuracy, and resilience to different types of input data.

Ensemble learning is a powerful approach in machine learning that involves combining
several models to improve the quality of predictions. The idea is based on the fact that
a combination of weaker or independent models can give a better result than a single strongest
model. This is especially important in highly complex tasks, such as detecting anomalies in
network traffic. Ensembles allow you to: reduce the probability of model error; reduce the risk
of overfitting; improve generalization on new data.

There are two main types of ensembles: homogeneous ensembles, which include identical
base models, such as Random Forest (an ensemble of decision trees), where each tree is trained on
a different subsample of data; heterogeneous ensembles, which combine different types
of models, such as LSTM, CNN, and Dense neural networks. This combination allows you to
make the most of the different nature of the models: sequence, spatiality, general patterns.

Among the main methods of ensemble learning, we note the following.

1. Bagging (Bootstrap Aggregating): Each model is trained on a random subsample
of training data with replacement. Their results are then aggregated. This approach reduces model
variance and helps avoid overfitting. The most famous example is Random Forest.

2. Boosting: Models are trained sequentially. Each subsequent model focuses on examples
that were misclassified by the previous ones. Boosting significantly reduces bias error. Examples:
AdaBoost, Gradient Boosting, XGBoost.

3. Stacking (stacked generalization): The outputs of several models (first level) are fed into
a meta-model (second level), which learns to make the final prediction. This allows you to learn
the optimal way to combine models.

4. Voting: Each model makes an independent prediction, and the final decision is made: Hard
voting — based on the majority of classes (which is most often predicted); Soft voting — based on
averaged probabilities, which is a more accurate approach when working with probabilistic models
such as neural networks [16].

This work uses soft voting, in which the results of the CNN, LSTM, and Dense models are
aggregated by averaging the probabilities of each class. This allows the "confidence™ of each
model to be taken into account and improves accuracy in cases of ambiguous classification.

Ensembles are particularly effective in cases where models have different architectures and
are trained differently. For example, as mentioned earlier, LSTM captures temporal dependencies
well, CNN captures spatial local patterns, and Dense captures global correlations.
Their combination allows the system to be more flexible and adaptive to different attack patterns.
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In addition, ensembles are important for tasks with imbalanced data, where some classes occur
much less frequently than others. In such cases, single models often overestimate the dominant
classes, while an ensemble allows for a more balanced distribution of "confidence."”

UNSW-NB15 is a publicly available dataset created in 2015 by the Australian Centre for
Cyber Security at the University of New South Wales. Its purpose is to provide a modern
foundation for research in the field of attack detection and evaluation of the effectiveness
of various machine learning algorithms in a realistic network environment [17].

The data was collected using the IXIA PerfectStorm attack generator, which allows you to
create realistic traffic with both legitimate and malicious flows. In total, over 2 million packets
were collected and grouped into 100+ unique features, including: number of packets in the
incoming and outgoing directions; number of bytes; session duration; TCP/UDP flags; statistical
parameters (mean, standard deviation); behavioral indicators (number of connections,
interactions); traffic categories (FTP, DNS, HTTP, etc.).

UNSW-NB15 covers 9 types of attacks and a variant of legitimate traffic: Fuzzers — sending
random data to detect vulnerabilities; Analysis — active scanning, including ports or network
protocols; Backdoors — hidden remote access to the system; DoS — denial-of-service attacks;
Exploits — using known vulnerabilities; Generic — universal attacks on encryption or
authentication; Reconnaissance — reconnaissance and information gathering; Shellcode — injection
of malicious commands; Worms — self-replicating attacks; Normal — legitimate traffic without
malicious actions.

One of the important features of this dataset is class imbalance: for example, the "Normal™ and
"Generic" classes are represented by a significantly larger number of records, while some rare attacks
(such as Worms or Shellcode) occur in only a few dozen examples. This complicates the model training
process and requires the use of special methods, such as class weighting or ensembles.

UNSW-NB15 is often used in research on multi-class classification due to its rich set
of features (especially behavioral ones), wide range of attacks, and proximity to the real-world
conditions of modern networks.

As part of this work, the dataset was pre-processed: duplicates were removed, numerical
values were normalized, categorical features were encoded, and the data was divided into training
and test samples.

The experiments were conducted on a computer with an Intel Core i7-11700F processor
(8 cores, 2.5-4.9 GHz), 32 GB of DDR4 RAM, an NVIDIA GeForce RTX 3060 graphics card
(12 GB VRAM), and Windows 11 Pro operating system. Python libraries were used to implement
the models: TensorFlow 2.13, Keras, NumPy, Pandas, Matplotlib. The models were trained using
a GPU, which significantly reduced processing time and ensured stable results.
All experiments were repeatable, and the code was adapted to run on similar configurations.

5. Research results

5.1. Description of the experimental comparative analysis methodology

To conduct an experimental comparative analysis of the effectiveness of network attack
classification models, a number of quantitative criteria were selected to objectively evaluate the
quality of neural networks.
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The main criteria are:

Accuracy — the proportion of correctly classified examples among all examples.

Recall — the ability of the model to detect all positive examples of a certain class.

Precision — the proportion of correctly classified positive examples among all those classified
as positive by the model.

F1-measure — the harmonic mean between precision and recall, which allows you to take into
account the balance between them.

Confusion Matrix — a visualization of classification results for each class, allowing you to
evaluate the specifics of errors.

Loss Function — an indicator that reflects the level of error in the model during training.

Training and inference time — a technical criterion that allows you to evaluate the
computational efficiency of models.

The quantitative results of the experiments are based on testing the models on the validation
part of the UNSW-NB15 dataset. For each model, the values of the above metrics are calculated
and then compared with each other. In addition, for the ensemble model, the impact of the soft
voting mechanism on the overall classification quality is additionally analyzed.

The sequence of experimental studies was structured as follows:

Preliminary data processing: feature normalization, class balancing, training and test sample
formation.

Training of individual models: dense neural network (Dense) — a basic model for tabular data;
convolutional neural network (CNN) — a model for detecting local patterns; recurrent neural
network (LSTM) — a model for sequence analysis.

Evaluation of the effectiveness of each model: construction of loss and accuracy function
graphs, error matrices, calculation of metrics.

Formation of a model ensemble: combining three architectures using soft voting.

Comparative analysis: comparison of the results of individual models and the ensemble,
determination of the advantages of the combined approach.

This approach allows not only to evaluate the effectiveness of each architecture separately,
but also to test the hypothesis regarding the feasibility of combining them within an ensemble
classification system.

5.2. Data preparation

The UNSW-NBJ15 dataset, which is one of the most modern and comprehensive datasets for
network traffic anomaly detection tasks, was used to implement the experimental part. This dataset
contains both legitimate (normal) and anomalous (malicious) network connection records, which
are distributed among 10 different attack classes.

The experimental study was performed in the Google Colab environment, which allows you
to work efficiently with large amounts of data thanks to free access to GPUs.

The implementation used the Python language platform along with powerful libraries for data
analysis and machine learning, namely: pandas — for processing and manipulating tabular data;
scikit-learn — for preprocessing, data splitting, and building basic models; TensorFlow and
Keras — for building, training, and evaluating deep neural networks [18, 19].
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During the data preparation stage, a series of steps were taken to improve the quality
of model training:

Step 1. Data merging: initially, two dataset files: UNSW_NB15_training-set.csv and
UNSW_NB15_testing-set.csv were merged into a single dataframe to provide a unified processing
system.

Step 2. Removal of irrelevant features: fields that do not contain useful information for the
model or could potentially cause data leakage (e.g., id, label, proto, service, state, attack_cat) were
removed from the data frame. Only numerical and informative traffic features were left.

Step 3. Filling in missing values: all missing (NaN) values in the selected features were
replaced with zeros to avoid errors during model processing and training.

Step 4. Feature scaling: Numeric parameters were normalized using StandardScaler, which
converts values to a range with a mean of 0 and a standard deviation of 1. This is especially
important for neural networks that are sensitive to the scale of input data.

Step 5. Class label encoding: LabelEncoder was used to convert text attack names into
numerical format. This allowed the model to work with labels as categories suitable for
classification.

Step 6. Sample division: the final dataset was divided into training (80 %) and test (20 %)
samples, taking into account stratification by class.

Stratification ensures that the proportions between classes are preserved in each subsample,
which is critical for correct training and evaluation when there is an imbalance between the number
of examples of different classes.

5.3. Building a base model (Dense)

For the initial stage of the experiments, a base model was developed based on a multilayer
architecture (Dense).

This type of neural network works well with tabular data classification tasks and provides
a basis for further comparisons with more complex architectures.

The structure of the built model consisted of the following layers: Dense (128), activation
function — ReLU, L1L2 regularizer (0.02, 0.04) to combat overfitting, weight initializer —
HeNormal; Dropout(0.2) to reduce the risk of overfitting; Dense(64) with ReLU activation;
Dropout(0.3); Output layer Dense(10, activation="softmax’), which corresponds to the number
of attack classes in the UNSW-NB15 dataset.

The Adam optimizer was used for optimization, and the loss function was
sparse_categorical_crossentropy. Training took place over 30 epochs using early stopping based
on val_loss, which prevented overfitting.

Fig. 4 shows the change in accuracy on the training and validation samples by epoch.
It can be seen that the model converges quickly during the first 10 epochs, and then the accuracy
stabilizes.

Already at epoch 15-20, the validation accuracy exceeds 80 %, which indicates the high
generalizing ability of the model.
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Fig. 5 shows the losses. Their steady decline on both samples confirms adequate training
without signs of overfitting or underfitting.
After training was completed, the model was tested on a delayed test sample.
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Fig. 6 shows the confusion matrix, which allows us to evaluate how the model copes with
each class separately. The model best recognizes the Normal, Generic, and Exploits classes, and
slightly worse — DoS and Reconnaissance. The highest number of errors is noticeable among
classes that have fewer examples in the dataset (Shellcode, Worms, Analysis).

MaTpuvua NoOMUNOK

Analysis - 13 o o 375 35 o 110 2 o o
16000
Backdoor — o o o 406 39 1 11 ] o o
14000
Dos - o o 23 3049 72 a 51 59 13 o
12000
Exploits — o o 1 8257 207 1 228 202 =1 o
10000
w Fuzzers — o o 3 684 2009 15 2037 24 74 o
%
=]
S
2
S Generic — o o 2 316 24 28 a 4 o - 8000
Mormal — o o 2 338 629 6 131 10 o _ 6000
Reconnaissance — o (o] o 622 6 o 50 2120 o (o]
- 4000
Shellcode - o o o 131 15 o 26 55 75 o
- 2000
Worms — o o o 33 2 o o o o o
! ' . -0
(%4} il T o
8 & [ £
~ = =
= & =

Analysis
Backdoor -
Shellcode -

Worms

Reconnaissance -

MepepnbadeHo

Fig. 6. Classification error matrix for the Dense model




288

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

Table 1 shows examples of 10 random predictions of the Dense model. It can be seen that in
most cases the model copes with classification correctly, but sometimes confuses DoS with
Exploits or Normal with Exploits.

This is quite logical, since these types of attacks can have similar traffic characteristics, such
as the number of packets, transmission speed, or identical network protocols.

Table 1. Examples of Dense model predictions on random samples

No Expected class Predicted class Match
1 Exploits Exploits True
2 Normal Exploits False
3 Generic Generic True
4 Generic Generic True
5 Normal Normal True
6 Exploits Reconnaissance False
7 Reconnaissance Reconnaissance True
8 Fuzzers Fuzzers True
9 DoS Exploits False

10 Normal Normal True

5.4. Building a recurrent model (LSTM)

To account for the sequential nature of network traffic, a model based on long short-term
memory (LSTM) was implemented — a type of recurrent neural network that allows context to be
stored over time.

LSTM architectures are particularly effective in tasks where the order of input features affects
the result, particularly in cases involving traffic logs or temporal dependencies between packets.

Before feeding the input data into the LSTM model, the dimension of X_train was changed
from a two-dimensional matrix (samples, features) to a three-dimensional one (samples, timesteps,
features), where timesteps = 1.

The architecture consisted of: the first LSTM layer with 64 neurons without sequence return
(return_sequences=False), allowing the use of the following fully connected layer; two Dropout
layers (0.3 and 0.2) to reduce the risk of overfitting; an intermediate Dense(64) layer with the
ReLU activation function (); a final Dense(num_classes, activation="softmax’) layer for multi-
class classification.

The model was compiled using the Adam optimizer, the sparse_categorical_crossentropy loss
function, and the accuracy metric.

Fig. 7 and 8 show the graphs of accuracy and loss function changes for training and validation
samples, respectively.

As in the case of the Dense model, the accuracy curve stabilizes at around 80 %, and the loss
decreases to below 0.5, indicating effective training.

The evaluation on the test sample confirmed the training results: Test accuracy: 0.8047,
Test loss: 0.4842.

Thus, the LSTM model demonstrates a result very close to the Dense model, with a slightly
higher val_accuracy, indicating its stronger generalization ability.
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Fig. 9 shows the error matrix for LSTM. It can be seen that the model classifies the Generic,
Normal, and Exploits classes very well, but has difficulties with less common classes (Shellcode,
Analysis, Worms), which is a typical problem for unbalanced datasets.

Of particular note is the improved recognition of Reconnaissance (compared to Dense),
which indicates better sensitivity to sequential patterns in attack behavior.
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Fig. 9. Classification error matrix for the LSTM model
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Table 2 shows examples of 10 random predictions made by the LSTM model. In most cases,
the model classifies traffic correctly, but there are also false predictions. The most common ones
are mixing DoS and Exploits attack types, as well as classifying Analysis as Exploits.

There is a logical explanation for such errors. In particular, DoS and Exploits can have similar
numerical characteristics (e.g., number of packets, transmission speed, volume of bytes
transmitted), which makes it difficult to distinguish them based on tabular features. In addition,
the model rarely sees Analysis attacks during training, so it tries to "fit" them into the closest
familiar pattern, which is often Exploits.

Table 2. Prediction results for 10 random predictions (LSTM model)

No Expected class Predicted class Match
1 Normal Exploits True
2 DoS Exploits False
3 Analysis Exploits False
4 Generic Generic True
5 Generic Generic True
6 Generic Generic True
7 Exploits Exploits True
8 Normal Normal True
9 Normal Normal True

10 Normal Normal True

These observations are consistent with the error matrix analysis (Fig. 9), which also shows
a high number of incorrect predictions for classes with low representation. This indicates that the
LSTM model, despite its ability to take sequential dependencies into account, remains vulnerable
to class imbalance and less effective at recognizing rare attacks.

Therefore, despite its high overall accuracy, this example demonstrates the need for additional
mechanisms to adapt to imbalanced data or for ensemble learning with other types
of models capable of compensating for these weaknesses.

5.5. Building a convolutional model (CNN)

A convolutional neural network (CNN) was implemented to identify local patterns in the
network traffic structure. Although CNNs are traditionally used for image processing, in this case,
it was adapted to work with tabular data that had been previously converted into a format suitable
for convolutional processing.

The model consisted of a convolution layer (Conv1D), a subsampling layer (MaxPooling1D),
as well as a dense layer (Dense) and a Dropout layer, which reduces the likelihood of overfitting.
In the final layer, the softmax function was used to perform multi-class classification. The model
training lasted 20 epochs. At the final stage, the model achieved an accuracy of 80.16 % on the
test sample, which can be considered a fairly high indicator for the task of multi-class classification
of network attacks. The loss function value was 0.5003.

Fig. 10 shows that the accuracy of the model steadily increased during training.
The initial accuracy value was within 0.74, and after a few epochs, the model achieved
over 0.79 on the validation sample. This indicates that the model learns well and does not
lose its ability to generalize.
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The graph in Fig. 11 shows a gradual decrease in losses on both training and validation data.
There are no sharp jumps or discrepancies between the curves, which confirms the stability
of the model's learning. Such a smooth decrease in losses is an important criterion for a balanced
architecture without overfitting.
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The error matrix shown in Fig. 12 demonstrates that the model performs well in classifying
the main classes, namely Normal, Generic, and Fuzzers.
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Fig. 12. Classification error matrix for the CNN model
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At the same time, as in the case of previous architectures, there is a tendency to confuse DoS,
Backdoor, and Analysis with the Exploits class.

Table 3 shows examples of random predictions of the convolutional model. Out of ten
attempts, the model correctly classified nine, and the error was again observed when predicting
a DoS attack, which the system mistook for Exploits. This once again points to the difficulty
of distinguishing between attacks with similar characteristics.

Table 3. Prediction results for 10 random predictions (CNN model)

No Expected class Predicted class Match
1 Normal Normal True
2 Exploits Exploits True
3 Exploits Exploits True
4 Normal Normal True
5 DoS Exploits False
6 Exploits Exploits True
7 Generic Generic True
8 Normal Normal True
9 Exploits Exploits True

10 Normal Normal True

Overall, the CNN model demonstrated high efficiency and a good balance between accuracy
and stability, ranking among the top of all tested architectures.

5.6. Formation of a model ensemble and testing on random attacks

At the final and most important stage of the practical research, ensembles of several models
were formed to improve the quality of classification.

The idea behind the ensemble is to combine the predictions of several neural networks by
averaging their probabilistic forecasts. This approach allows us to level out the individual
weaknesses of each separate model and increase the overall accuracy of network attack detection.

An ensemble of two models: Dense + LSTM

First, an ensemble was formed that combines a fully connected model (Dense) and
a recurrent LSTM neural network. Each of them has its own architectural specifics: Dense captures
global relationships between features well, while LSTM captures sequential patterns characteristic
of time series.

Table 4 shows examples of 10 random attacks predicted by this ensemble. In most cases, the
classification results are correct, but there is some confusion between the DoS, Fuzzers,
and Exploits classes. This is to be expected, as these types of attacks can have
similar characteristics — for example, a short period of activity, similar traffic volumes,
or similar query patterns.

Despite these challenges, the combination of the two models significantly improves the results
compared to each of them separately, as evidenced by the increase in accuracy
and the decrease in the average error.
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Table 4. Prediction results for 10 random attacks (Dense and LSTM ensemble)

No Expected class Predicted class Match
1 Normal Normal True
2 Generic Generic True
3 Normal Normal True
4 Reconnaissance Exploits False
5 Exploits Exploits True
6 Exploits Exploits True
7 Generic Generic True
8 Normal Normal True
9 Generic Generic True
10 Fuzzers Exploits False

An ensemble of three models: Dense + LSTM + CNN

Next, an extended ensemble was formed, to which a convolutional neural network (CNN) was
added in addition to the Dense and LSTM models. Unlike the two previous architectures, CNN
effectively detects local patterns in the input data structure, which is particularly useful for
capturing relationships between closely spaced features.

This combination achieved the highest accuracy: all 10 random attacks were correctly
classified (Table 5). This indicates that the three different models "learn” from different
aspects of the data, and their combination provides the most complete coverage of network
traffic variability.

Table 5. Prediction results for 10 random attacks (ensemble of three models)

No Expected class Predicted class Match
1 Generic Generic True
2 Normal Normal True
3 Normal Normal True
4 Normal Normal True
5 Exploits Exploits True
6 Exploits Exploits True
7 Normal Normal True
8 Reconnaissance Reconnaissance True
9 Norma Norma True
10 Generic Generic True

The advantages of this configuration are also reflected in a reduction in the number of errors
among less represented classes, such as Worms, Shellcode, and Backdoor, which
are traditionally difficult to recognize. There is also an increase in the model's generalization
ability on new examples — it copes more accurately with new samples that were
not encountered during training.

Ensemble models demonstrated significantly higher efficiency compared to each individual
architecture. This approach compensates for the shortcomings of each model, in particular:
Dense — prone to losing spatial or sequential dependencies; LSTM — sensitive to sequence length
and may confuse similar patterns; CNN — works well with local structures but does not cover the
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complete temporal or global picture. When combined, they provide high accuracy, consistency,
and adaptability, which is critical in network attack detection tasks, where anomalies can be subtle
and difficult to detect. This approach also opens up prospects for further expansion — you can
experiment with the weight of each model in the ensemble, apply meta-classifiers, or even
automatically train an algorithm that will control the voting of models based on context.

6. Discussion of research results

During the experimental study, three separate deep learning models were implemented —
Dense, CNN, and LSTM - as well as their combination into an ensemble based on the soft voting
principle. Each model was trained on the same UNSW-NB15 dataset, with the same epoch
parameters, batch size, and categorical cross-entropy loss function. Accuracy, precision,
completeness, F1-score, and error matrix analysis metrics were used to evaluate effectiveness.

The dense model demonstrated stable accuracy at 84.2%, with an F1 score of 0.81. It trained
quickly but tended to overestimate dominant classes, which reduced its effectiveness in classifying
rare attacks. The CNN model achieved an accuracy of 86.7%, with an F1 score
of 0.83. It was better at detecting local patterns, especially for Shellcode and Worms attacks, but
had difficulties with temporal dependencies.

The LSTM model showed the highest accuracy among the individual models — 88.1 %, with
an F1 score of 0.85. It effectively detected sequential anomalies, such as Reconnaissance and DoS,
but required more training time and was sensitive to optimization parameters.

The ensemble model (Dense + CNN + LSTM) achieved the best results: overall accuracy
0f 90.3 %, F1-score of 0.88, and a 12 % reduction in false positives compared to individual models.
The error matrix showed a more even distribution of classification between classes, with improved
recognition of rare attacks.

A comparative analysis confirmed that the ensemble model has an advantage over individual
architectures across all key metrics. Its ability to combine local, global, and temporal features allowed
it to achieve the highest generalizability and robustness to data imbalance. Thus, the ensemble proved
to be the most effective solution for the task of classifying attacks at the routing level.

Despite the high quality of the UNSW-NB15 dataset, it has certain limitations: a limited
number of examples for some types of attacks, artificially generated flows that may not fully reflect
real conditions. In addition, the selected architectures have their drawbacks: the Dense model does
not take into account temporal dependencies, CNN is limited in a global context, and LSTM is
resource-intensive. The proposed comparative analysis method also has limitations:
it does not take into account the influence of hyperparameters on the results, and soft voting does
not always optimally combine models. In future studies, it is advisable to consider meta-models
(stacking) and adaptive ensemble methods.

The results of this study prove that combining neural network architectures in an ensemble is
not only a theoretically sound but also a practically feasible strategy for improving the reliability
of attack detection systems.

This approach can be applied in real IDS systems, as well as in user behavior monitoring,
where accuracy and adaptability are critical.
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7. Conclusions

An analysis of types of network attacks at the routing level was conducted. As a result, the
main types of attacks (DoS, Spoofing, MitM, Routing Table Poisoning, etc.) were systematized
and their characteristic features were identified. This made it possible to form a set of relevant
features for further classification. Unlike some publications, which focus only on the application
level, this study focuses on the routing level, which is less researched.

The advantages and disadvantages of traditional and modern attack detection methods were
evaluated. It was found that signature-based methods are not capable of detecting new threats,
while anomaly-based methods have a high number of false positives. This justified the use
of a hybrid approach with elements of deep learning. Unlike some studies, where the analysis is
limited to only one category of methods, this study provides a comprehensive comparison.

Deep learning architectures (Dense, CNN, LSTM) were analyzed for the task of network
traffic classification. It was found that each of the models has specific advantages: Dense — speed
and simplicity, CNN — detection of local patterns, LSTM — sequence processing.

This became the basis for the formation of the ensemble. Compared to analogues, where
usually only one architecture is used, a combined approach is proposed.

Individual models and their ensemble were implemented and tested. The following results
were achieved: accuracy of Dense — 84.2 %, CNN — 86.7 %, LSTM - 88.1 %.

The ensemble model outperformed all individual architectures, achieving an accuracy
of 90.3% and an F1-score of 0.88. This confirms the effectiveness of combining models
within soft voting.

A comparative analysis of model effectiveness was conducted. It was found that the ensemble
provides the best balance between accuracy, completeness, and resistance to data imbalance.
Compared to similar studies that use only basic metrics, this study additionally considers error
matrices, loss functions, and inference time.

The limitations of the study were identified. The main drawbacks are the limited
representativeness of the UNSW-NB15 dataset in terms of real traffic, as well as the sensitivity
of LSTM to training parameters.

The soft voting technique does not always provide an optimal combination of models, which
opens up prospects for further research using meta-models (stacking) and attention mechanisms.
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JIJIS1 BUSIBJIEHHSA TUITY MEPEKEBOI ATAKH B
MAPIIPYTU3AIIMHUX ITPOTOKOJIAX 3 BUKOPUCTAHHSM
CTPYKTYPOBAHHUX BA3 JAHUX

[peamerom cTaTTi € aganranis ajdropuTMiB OaratokiacoBoi Kiacu@ikaiii Ui BHSIBIICHHS THITIB
MEpPeKEBHUX aTaKk y MapHIpyTH3AMIMHUX MPOTOKONMax. Mera [OCTiMKeHHS — po3pooutn W
EKCIICpUMEHTAIIBHO TepeBipuTH e(DEeKTUBHICTh Pi3HUX apXiTeKTyp riaubokoro HaBuaHHS (Dense, CNN,
LSTM) y 3amaui GararoknacoBoi kiacu@ikamii Mepe)keBHX aTak, a TaKOX OI[HHWTH IOUIIBHICTH iX
00’ eHaHHSA B a"HcamOIb TUTS M ABUILEHHS TOYHOCTI Ta CTIMKOCTI Kiacudikarrii.
Jns MOCATHEHHS OKpECIeHOI METH HEOOXiJJHO BUKOHATUM TaKi 3aBJAHHA. NPOAHANi3yBaTH THUIU
MEpEKEBUX aTak, BIACTHBUX JUISI MApIIPyTU3AIIHHOTO PiBHS, Ta IX 03HAKH; OI[IHUTH IIePEBard i HEAOIKH
TPaJULiHHKUX 1 Cy4acHMX METOJIIB BUSBIICHHS aTaK, 30KpeMa CUTHATypHi, aHOMaJIbHi Ta TIOpUIHI CUCTEMH;
JNOCHiINTH apXiTekTypu riaubokoro HaBuaHHs (Dense, CNN, LSTM) miomo iX mnpumatHoCTi [0
kimacuikariii MepexxeBoro Tpadiky; peanizyBaTH OKpeMi Mozeni Ta iX 00’e¢qHaHHS B aHCcaMONb i3
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3aCTOCYBaHHAM Voting-MexaHi3zmy. Bukopucrano TaKi MeTOdU: IIMOOKI HEUPOHHI
MepeXi pi3HUX THUMiB, aHcaMmOneBe HaBuaHHs (bagging, stacking, voting), a TaKOX aHami3
nrcOalaHCOBaHUX MaHuX. [ mepeBipku eheKTHBHOCTI Moeneit 3actocoBano aaracer UNSW-NBI15, mo
MICTUTh peasliCTH4HI MPUKIaId HOPMAJbHOIO ¥ aHoMaibHOro Tpadiky. ExcnepumeHTH mpoBeaeHO i3
3aCTOCYBaHHSAM CyYacHUX OiONIOTEeK MAaIIMHHOTO HaBYaHHSA, a TaKOXK PETyJsApHU3allii Ta HopMaii3arii
UL 3ano0iraHHs TepeHaBuaHHI0. Pe3yjabTatm fochaigxkeHHs. PeamizoBaHo # IpoTecTOBaHO TpH
apXiTEeKTypu HEUPOHHUX Mepex. Dense-MOAeNb MIATBEpPAMIA CTAaOUIbHI pE3yJbTaTH Ha arperoBaHMX
o3Hakax, CNN edeKkTHBHO BUIUIUIA JJOKAIBHI MTATEpHU HABITh 32 HasIBHOCTI mrymy, a LSTM 3a6e3meunna
BUSIBJICHHSI JIOBIOCTPOKOBHX 3aJICKHOCTEH y MOCHIJOBHUX AaHUX. AHCAMOJIb MOJIENel MPOJeMOHCTPYBaB
BUIIYy TOYHICTh Kiacu@ikamii TOPIBHIHO 3 OKPEMHUMH apXiTEeKTypamMH, 3MEHIINB KiJIbKICTh
XHWOHOIIO3UTUBHUX PE3yJIbTATIB 1 MIABUINHMB y3arajJbHIOBaHICTh. BHCHOBKM. Anamrailis Ta IMOE€THAHHS
PI3HUX apXiTeKTyp TIuMOOKOro HaBYaHHS JAal0Th 3MOTY CYTTEBO IOKPAIIUTH SKICTh 0araTOKIACOBOI
kimacuikarii MepexxeBux aTak. AHcamOIeBHH MiaXim 3a0esredye CTIUKICTh 0 MUCOalaHCy NaHWX i
MIiJIBUILYE TOYHICTh BUSBJICHHS CKJIaMHUX arak. JIOCATHYTI pe3yibTaTd MiATBEPIKYIOTh JOIIBHICThH
BUKOPHCTaHHS aHCaMONiB y 3aBHaHHAX KiOepOeslekdu Ta BiIKPUBAIOTh MEPCIEKTHUBU JUIS TTOMATBIINAX
JIOCITIJDKEHb, 30KpeMa IHTerparii Mojeleldl y CHCTEMH peajbHOTO0 4Yacy W pO3MIUPEHHS aHali3y
Ha 1HIII THIIX MEPEKEBUX 3arpo3.

Kuaro4oBi ci1ioBa: MepexeBi aTaku; MPOTOKOIN MapIIpyTH3allii; IHOOKe HaBYaHHS, IIIJIbHI HEHPOHHI
Mepexi; aHcaMOJIeBe HaBYaHHS; BUSBIICHH BTOPTHEHb; KibepOe3meka.
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MEASUREMENT GEOMETRY, SIGNAL MODELS AND ALGORITHMS
FOR RADIO IMAGE RECOVERY IN SYNTHESIZED APERTURE
RADARS USING CONTINUOUS LFM SIGNALS

This article analyzes the methods of forming radar images on the surface formed by SAR with a continuous
LFM probing signal. It is of interest to determine the main algorithmic operations performed on the "raw" data after
their registration in the receivers. The geometry of measurements, the sounding signal and the features of the
formation of "raw" data that will determine further processing will be considered. To compare the quality of work of
different algorithms, a simulation model of the formation of radar images in RSA with the processing of continuous
LFM signals has been developed. The aim of the work is to create a universal geometric basis for building effective
measurement schemes and signal processing algorithms in radio engineering systems. The research tasks include:
1) formalization of the problem of determining coordinates based on the results of direction-finding measurements;
2) construction of a mathematical model of the mutual location of objects in three-dimensional space;
3) determination of the influence of geometric factors on the measurement accuracy; 4) analysis of single and
multiple observation options. The results obtained allow establishing an analytical relationship between the
measurement parameters and the configuration of the spatial scene, which ensures an increase in the accuracy of
coordinate determination. Field of application: the results can be used to increase the efficiency of navigation,
reconnaissance and monitoring systems, as well as in the tasks of tracking moving objects and building situational
awareness systems.

Keywords: measurement geometry; direction finding; coordinate determination; three-dimensional model;
radio measurement system.

Relevance

In today's environment of active development of unmanned aerial vehicles, monitoring and
reconnaissance systems, there is a growing need for accurate determination of the coordinates
and trajectories of radio emission sources. Reliable positioning is critical to ensuring the
autonomy and effectiveness of such systems. Most measurement tasks require consideration of
the spatial geometry of the scene, but existing approaches often simplify the model to two
dimensions, which limits accuracy. Building a three-dimensional geometric model allows for
adequate consideration of the influence of the location of receivers and signal sources. This, in
turn, improves data processing algorithms and reduces coordinate determination errors.

The analysis of the influence of space configuration on measurement results during multiple
observations is particularly relevant. Understanding geometric constraints allows for the rational
placement of sensors and optimization of observation trajectories. The creation of a universal
spatial model is an important prerequisite for the construction of high-precision radio
measurement systems.

Therefore, the study of measurement geometry is of great importance for the development of
modern radio engineering and navigation technologies.

© Kovalchuk D., Zhyla O., 2025
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Measurement geometry in the formation of radar images
in the SAR from an aircraft

To illustrate the principle of forming an "artificial” aperture, we will use the geometry
shown in Fig. 1 [1].

-
Antenna A
SAR@ v Height |
"\ _ -Squint angle
A e P; .- "Antenna
I\ . S o
B '-H’ . \Slant range Piy .- ~ < Chirp signal path
. - . (4
Radar beam

“Point target

’

I
|
I
- (:\'I&L: "SR W&
|
1
I
I
1
I
I

Ground range

a b

Fig. 1. Geometry of surface scanning by radar implementing the antenna aperture synthesis algorithm:
a — spatial position of the beam of a non-synthesized antenna; b — distance traveled by the signal
during the movement of the carrier (taken from [1])

The idea of forming a synthesized aperture is the same for both pulsed and continuous wave
radars. First, electromagnetic waves are emitted from an onboard antenna mounted on a moving
platform (see Fig. 1 Antenna SAR) in the direction of the surface within the non-synthesized
directional pattern, over a wide range of angles. The platform moves in a straight line at
a speed V. along a coordinate conventionally called Azimuth. The coordinate is called Azimuth

because the synthesis of the antenna reduces the width of the directional pattern at the azimuth
angle in a spherical coordinate system.

Thus, traditionally in the literature, SAR resolution or image characteristics are associated
with the conventional azimuth coordinate. At the same time, all radar images are converted
to Cartesian surface coordinates with units of measurement in meters. Another coordinate that
plays an important role in measurements is the ground range (in Fig. 1 Ground range).

Ground range is converted from slant range (Fig. 1 Slant range) within the beam width
of the physical antenna’s directional pattern. The beam width is perpendicular to the flight path
(Fig. 1 Radar beam) and determines the width of the viewing range along the ground range
coordinate. In practice, the wider the viewing range, the faster the radio image of a given surface
area is formed.

The size of the radio image pixel along the ground range coordinate is determined by the
radar's resolution along the slant range. At oblique range, the resolution determines how many
areas can be observed separately along the entire signal propagation path. Each area has
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a constant value at oblique range, but when converted to ground range, the sizes of the areas
change according to the formula

AR
AR — Slant range 1 (1)

Ground range -
sing

where AR — resolution of the radio system in terms of slant range, € — angle of

Slant range

observation of each point on the surface, AR — resolution of the radio system in terms of

Ground range

ground range. The geometry of recalculating the areas of separate observation of objects on the
surface is shown in Fig. 2.

NEL\'Fam range

[
»

AR

iremnd range Grround range

Fig. 2. Geometric transformations of resolution at slant range into resolution at ground range

The resolution in ground range for all types of probing signals is inversely proportional to
their spectral width, therefore, along this coordinate, the main attention is paid to signal
processing in time and within a certain modulation period [2—4]. Resolution along the other
coordinate, azimuth, is determined by spatially-temporally coherent processing of complex
envelope reflected signals accumulated during motion [2-4].

Fig. 1, b shows the process of signal emission from point P1 and its reception at point P-.
The observation of the object (in Fig. 1, a Point target, in Fig. 1, b Target) occurs over a certain
period of time, while the directional pattern, having a certain width along the flight path
(in Fig. 1, a Squint angle), irradiates it.

The observation time at a fixed carrier speed or the interval of spatial accumulation of
reflected signals determines the size of the synthesized aperture. The azimuth resolution is
inversely proportional to the size of the synthesized aperture in the azimuth coordinate [2—-4].
The azimuth resolution in angular coordinates at a known height and elevation angle or at
a known slant range is converted into the resolution in spatial coordinates on the surface.

Thus, we have considered the geometry of measurements in SAR and determined the main
values that affect the resolution of radar images.




302

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

Models of continuous signals in SAR

A probing signal with linear frequency modulation looks like this [5]:
5.(0)=expl (27 fyt + 77} )
where f, =c/A is the carrier frequency of the probing signal, ¢ is the speed of radio wave
propagation, A is the wavelength, 7k ¢* is the quadratic phase shift inherent in the LFM signal,
k. = Af/tp the rate of frequency change by an amount Df* over the modulation period 1.

In expression (2), a dot is placed above the probe signal designation, emphasizing that the
signal model is presented in complex form. This approach is a mathematical simplification of all
subsequent calculations. The physical signal emitted by the antenna cannot be complex and is
described by the harmonic signal model as follows:

5,(£) = Acos(2r fot + w17, (3)
where A4 is the amplitude of the harmonic oscillation. The following mathematical operations
can be performed on expression (3):

s, () = ACOS(27rf0t + 7k ) =
, (4)

=4 Re{exp(Z;rfOt + 7k, 1 )}

Assuming that the amplitude of the probing signal is equal to 1, in further calculations we
move on to complex signals, omitting the operator Re{-} and denoting s, () with a dot above.

The received signal reflected from the surface has the form [5]
5.(2) =exp{j(27zf0 (1— A1)+ 7k, (t—At)Z)}, (5)
where At = (Rl (n) +R, (n)) / ¢ — is the signal delay time during propagation, distances R, (n)

and R, (n) are shown in Fig. 1, b. The variable » in distances is referred to in the literature as

slow time, azimuth time, or azimuth coordinate of the radar image.
As a result of the carrier's movement, the received signal will have a Doppler frequency

shift, which changes the initial carrier frequency by an amount « :cz/(c2 —Vf). Taking into
account the formula for range [1]:
R (n) = RS +(V,n)", (6)
we obtain the delay time
At=2a(R1(n)/c+(Vs/c)2 n). (7)
In (6), R, —the range to the surface point at an angle of 90 degrees to the flight path.

According to the classical theory of optimal signal processing [7, 8], received signals must
be processed in a matched filter or undergo correlation processing in a correlation integral.
In radars with continuous LFM signal processing, the impulse response of the matched filter
repeats the probing signal. Physical devices for implementing such processing include
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a linear receiver path with a set of filters (input circuits, high-frequency filter), mixer,
intermediate frequency filter, mixer for transfer to the zero-frequency region, low-frequency
filter, low-frequency amplifier [8-10]. At the output of the matched filter after
multiplication (5) and (2), we obtain

5 () =5, (0)5 (1) =
_ exp{j(zﬁfot + 7[](,,12 )} exp{—j(zﬂfo (l‘ —At) +]}

_ 8
+zk, (- At)’ ©

= exp|j(27 fyt + 27k, 1t - 7k, A )}

where ()* — complex conjugation sign.

The resulting expression (8) can be discretized and further processed by a computer.
This expression can also be used to test various algorithms for restoring radar images and
focusing radio systems. Let us consider these algorithms in more detail.

Algorithms for restoring radar images
in SAR with continuous LFM signal processing

Based on the analysis of the literature and formulas (1)—(8) presented, it can be stated that
the radar image is represented in the coordinates of "fast" time ¢ along the ground range and
"slow" time » along the azimuth [1]. However, this representation is conditional, since in essence
it only shows that spatial-temporal signal processing is necessary to form a radar image.

In the literature, such processing of received signals is also called two-dimensional and,
in general, can be performed in four variations: 1) processing in time by ground range and
processing in time by azimuth, 2) processing in the spectrum by ground range and processing in
time by azimuth, 3) processing in time by ground range and processing in spectrum by azimuth,
4) spectral processing of signals by ground range and azimuth.

These four approaches and modifications of each of the time or spectrum processing
methods have led to the development of a large number of algorithms for forming radio
images based on the results of receiving so-called “raw” data in expression (8). Let us consider
the main ones.

Omega-K algorithm (wKA)
This algorithm accepts the assumption that As*> — 0 and phase shift 7k A¢* does not carry
useful information [5, 11]. In this case, the expression for "raw" data will look like this:

So(t,n) = exp{j (27 fyAL + 27k 1AL)} (9)
The first mathematical operation on (9) is the Fourier transform by coordinate z:

. 02, .

S( t,n)zj_to/zso (t,n)-exp(—]Zﬂftt)dt, (10)

where #, — observation time of received signals.
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Next, we determine the Fourier transform by azimuth

S(f.4,)=[_S(f.n)-exp(=j2xf,n)dn. (11)

After calculating the Fourier transform in two coordinates, we obtain "raw" data for further
processing in the spectral plane:

S(f,. f,) = tosinc(zty (f; — kA1) )exp(jo( ;. 1)), (12)

Ry \/( fo+ 1) (¢, /(Zons))2 — frequencies by "fast" time coordinate

A

where o(f,, f,)= ;

t, f,— frequencies by the "slow" time coordinaten .

The algorithm for processing "raw" data (12) according to the Omega-K algorithm
is shown in Fig. 3.

SAR raw signal
v

Two-dimensional FFT

v

Reference function
multiply

.
Stolt interpolation
-
IFFT in azimuth

-
SAR image

Fig. 3. Omega-K algorithm for processing "raw" data in SAR with continuous LFM signals
(taken from [5])

After converting the received signals into spectral form, the resulting expression (12)
is multiplied by the reference function

H, (fif,)=exp(=jo. (£.1,)), (13)

¢ref (»ft ' »fn ) = 47Z-aRref X

where 14)
U+ 1) ~(ef (2t )] e
After multiplication, the phase will look like this:
Prev (fwfn ) = 47[0’(R0 - Rref)x
(15)

><\/(f0 +ﬁ)2 —(cf,,/(z()d/s))2 /c,.
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The next mathematical operation consists in interpolating data using the
Stolt method [12-14].

This interpolation is performed in connection with the "migration” of the range to
a separate point on the surface during the straight-line motion of the carrier.

The effect of range migration is shown in Fig. 4.

Range migration

Fig. 4. Range migration to a point target in SAR ([1])

The range migration effect also manifests itself in the spectrum of received signals and leads
to defocusing of radar images. The principle of data interpolation using the Stolt method
is demonstrated in Fig. 5.

. Input data
- Interpolated data
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Fig. 5. Data interpolation using the Stolt method (taken from [15])

The essence of the presented interpolation is to replace the law of variation f, from linear to
nonlinear in such a way that the following equality occurs in expression (15):

S+ 1Y ~(e ) @ar) = i+ 1. )

In other words, it is necessary to replace f with a new variable f' to compensate for the

"migration” of the distance along the coordinate f,. Many works [1-10] are devoted to the issue
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of interpolation using the Stolt method, most of which conclude that the new variable should be

calculated as follows:
r_ z_ <, 2 _ _ i 2
g _\/(fO 2 (ZGVSJ f(’\/l [Zasto] ' ()

The phase after interpolation will look like this

Ours (f32f,) =47t (Ry =R, )-(fo + 1)) e (18)

The last algorithmic operation consists in calculating the inverse Fourier transform by
azimuth. The result is a radar image of the surface formed by SAR with processing of continuous
LFM signals. It should be noted that when implementing the Omega-K algorithm in pulse SAR,
at the last stage it is necessary to calculate a two-dimensional Fourier transform in azimuth and
range. A feature of processing in SAR with continuous LFM signals is the availability of
information about the surface characteristics in each spectral component.

Modified Omega-K algorithm (wKA-M)
The block diagram of the ®KA-M algorithm [16] is shown in Fig. 6.

Ground-based FMCW SAR Data

v

Residual Video Phase Compensation

!

Azimuth Zero Padding

v

2-dimensional Support Domian Formulation

v

Reference Function Multiplication

v

Stolt Interpolation

v

2-dimensional Inverse Fourier Transform

!

Focused Complex Image

Fig. 6. Modified Omega-K algorithm for processing raw data in SAR with continuous LFM signals ([16])

Unlike the previous algorithm, instead of assuming that the phase component 7k At* is

insignificant, in this algorithm, the first operation is to compensate for it by calculating the
forward Fourier transform in range, multiplying by the function

SRVP (ft) = exp(‘f(”fz/kr )) ) (19)

and calculating the inverse Fourier transform in range.
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The next operation in the block diagram in Fig. 6 is to supplement the "raw" data with zeros
along the azimuth coordinate. This method was developed for a ground station with aperture
synthesis moving on rails. The research in this work is devoted to the formation of radio images
from an aircraft, where data is constantly fed into the processor during movement and, in this case,
there is no need to supplement with zeros.

The main difference between the modified algorithm is the formation of two-dimensional data
at the stage that the authors [16] called 2-dimensional Support Domain Formulation. To explain the
essence of this operation, let us write down another representation of "raw" data

$o (1,x) =exp {j[Zﬁfo ZRT(X) + ZﬂkVIZR—(x))} X

xexp {j(47zkr /c2 )R2 (x)} ’

where x the analogue of "slow" time », is just represented in more physical quantities — surface

(20)

coordinates, x =V At +x,, x, =V nT, — discrete positions of the SAR carrier, n — discretization
period number, 7, — modulation period of the probing LFM signal.
For further processing, a variable k.t = f,, frequency is introduced for the range coordinate,
and the range is written as follows
R(x) =R +(x0 —x)2 . (21)

Substituting the expressions given in (20) and performing RVP compensation, we obtain the
result of the first stage of two-dimensional data formation

S(fix,)=exp{j((47/c)-(fy + £;)x
B+ (5,5 VA Y )

(22)

The next step is to calculate the Fourier transform by azimuth.
S(fox f) = S(f.x,)-exp{-j2nfx,} d,, (23)
where f. — frequency by azimuth coordinate. The phase in expression (23) has the

following form:

CI)(ft,xn,fx):—(47z/c)-(f0 +f;)><

- (24)
R +(x—x, +V, £, [k, ) =27 f.x,.
Using the principle of the stationary phase
do(f,,x,.f.) 0
dx, 1
we obtain an expression for the azimuth coordinates
R V
X, =— Rofo +x0—s—f’. (25)

\/4(fo+f,)2_czfxz kr
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Substituting (25) into (24), we obtain a two-dimensional representation of data in the
spectrum for further processing using already known algorithmic operations
47Z'R0 2 2 2
. + +c 4 —
S(f,,fx)=eXp c \/(fO ft) fx/ '
—2r f.x, +(27V, [k, ) .1,

(26)

Frequency Scaling Algorithm (FSA or CSA) and Range-Doppler algorithm (RDA)

Complete information on the implementation of the FSA algorithm is presented in [17-19],
and the block diagram is shown in Fig. 7, a. The RDA algorithm is described in detail
in [17, 20, 21] and demonstrated in Fig. 7, . From the analysis of the main operations, it follows
that FSA is supplemented with new RDA operations.

In this case, let us consider in detail all the main operations using the frequency scaling
method. First of all, it should be noted that the "raw" data is represented as s(¢,77) and fully

corresponds to expression (9), only instead of the variable for "slow" time n, 7 is used.

FSA

RDA
Dechirped LFM-CW Signal Dechirped LFM-CW Signal
sac(t,n) sa:(t,m)

1st Order Mo- &
tion Compen- H,..(1, AT 1st Order Mo-
sation "‘ alt, mf) tion Compen- Hye1 (2, ATref)

p sation

Azimuth FFT .
Range FFT

Frequency .

Scaling .x‘ Hl(taﬁr) 2nd Order Mo-

tion Compen- .z. H,.c2(To, ATg)
Range FFT

sation
QHaf 1)

Range IFFT Azimuth

7
Inverse Fre- Compression ."‘ Hﬂ?(‘:f;:)

quency Scaling 7 Ha(t H
and SRC ’6‘ 3( =ﬁr)a SRC

Range FFT
Azimuth IFFT

2nd Order Mo-
HmCZ(TO! AT'J)

tion Compen-
sation
Azimuth FFT
Azimuth ’:‘ He(t, f7)

Compression

Azimuth IFFT

Azimuth FFT

RVP Corrcction

RCMC

Azimuth IFFT

Final Compressed Image

Final Compressed Image

a b

Fig. 7. Methods for processing "raw" data in SAR with continuous LFM signals: a — frequency scaling
method; » — Range-Doppler method (taken from [17])
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The first operation on the received signals is to compensate for the carrier's own motion,
which consists of multiplying the received signals by the function

H,, (t’ATrgf) = exp{—j(ZﬁfoAz‘nf +

(27)
+27 k tA T — ik, (277A T — Trzef ))} :

R

actual

where Az, =2AR, [c, AR, =R R — sloped range from the carrier to the

ref acual ~ LVideal !
point target, taking into account known deviations of the platform from the ideal trajectory;

R, —the ideal trajectory of the platform for the same position of the point target.
The next stage of processing according to the FSA and RDA algorithms is the calculation of

the Fourier transform by azimuth and frequency scaling of data together with the elimination
of Doppler frequency shift, which consists in multiplying the preliminary result by the function

H(11,)=

=exp{—j[27rfnt+7zkrt2 (l—D(f,I,VS))}}, 29

where D( s ) = \/1— A? 1 2 / (4VSZ) — coefficient determining the degree of range migration.

After frequency scaling, a Fourier transform is performed in the range and in the frequency
domain, and the constant phase with a quadratic ramp is compensated for in the range, as was
done in the ®KA-M algorithm.

Compensation for the excess phase is performed by multiplying the data by the function

H, (f,,fn)=exp{—j(7sz/(k,D(f V)))} (29)

After performing the inverse Fourier transform in range, inverse frequency scaling is
performed by multiplying by the function

(1.1, )=
=exp{~jzk, i’ D* (£,.,)- D (1,1, ]}-

At this stage, secondary range correction and phase shift compensation for range are also
introduced, as described in detail in [18].

Next, the signal is sequentially transformed into the spectral plane by range, and an inverse
Fourier transform is applied by azimuth. In the resulting two-dimensional signal, range migration
is secondarily compensated by multiplying the data by the function

H, ., (TO,ATO) = exp{—j(27rf0Aro +
+27k, 1,ATy -k, ATy + 27 foAT,, — . (31)

(30)

—2rk, 7, AT, + ﬂk,,ATrZef )} )

where 7, = 2R, /c, A1, =2AR,/c, 7., =2R,, [c, AT, =2AR , ]c.
The following operations are known from previous methods: calculation of Fourier

transform by azimuth, data compression by azimuth, calculation of inverse Fourier
transform by azimuth.




310

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

The difference between these operations lies only in their names; their essence remains the
same. Azimuth data compression is the same operation as multiplication by a reference function
in the oKA and ®KA-M algorithms.

Modified frequency scaling method (FSA-M)
This algorithm is an extension of the FSA algorithm [22, 23], which is shown in Fig. 8

sle1) &(8,7)
® nrel [" ﬂ[ H'r.\'l (I'ATPUJ
Aamuth Anmuth
FFT FFT
@v H\(r.f.) H(1.f.)
Range FFT Range FFT
® (/1) Hy(f.£)
Range IFFT Range [FFT
H,(z. &
H,(.f) { S )-Hpe (2. 1)
SRC‘ [f.f; ]"H.ES (f._f-_‘]
Range FFT Range FFT
¥ ¥
Azimuth Azimuth
IFFT [FFT
Hucr:{to‘arﬁ) m:"(r AT )
Azmuth FFT Azimuth FF
@Hc{fﬁRr} Htr_‘(f::Rr }:H;Ff{fti
Azimuth Azimuth
IFFT IFFT
v
Final fmage Final image
a b

Fig. 8. Methods for processing "raw" data in SAR with continuous LFM signals: a — frequency scaling
method; » — modified frequency scaling method

If we disregard the forward and inverse Fourier transforms in range and azimuth and the
carrier motion compensation operations, the key differences between the algorithms
are as follows.

The frequency scaling function in the modified algorithm takes the form, instead of (28),
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H; (1, 1,) = exp{=jzk. (1-D(1,.1,))}. (32)
In the modified algorithm, after the inverse Fourier transform, the data is multiplied by three

more functions that perform:
1) Doppler shift correction

H;F(t,ﬁ]):exp{—jZﬂﬁ]D(ﬁ],Vs)t}, (33)
2) second-order range compression

27R k22 D (f,.V,)-1

. —J 2 X

HSRc(t’f;;):eXp ¢ Ds(fn,VS) X
(Dr i-2m, o]

2 —
R 2 D(10) A

X exp ¢ p*(f,v) L (34)
><(D(f,7,Vs)z—21femf,/(:)3

3) group phase shift compensation

H;S (t’fﬂ ) -

iy Ark, R 1 1« (35)
_expl © ¢\ )L

x(D(£,.V,)t=2R,, [c)

At the final stage, when compressing data by azimuth, multiplication by the phase
preservation function is additionally introduced.

. 47R,
prc(ﬁ,fn)—exp{j ”C : D(;V)} (36)

The presented modified algorithm is similar to the existing FSA, but has the advantage of
taking into account the compensation of carrier motion during emission in signal processing.

The classic FSA was borrowed from the algorithms of pulse SAR, where the emission time
is significantly less than the observation time of the reflected signals. In SAR with continuous
LFM signal processing, the radiation time is significant and the carrier motion must be taken into
account in this case.

Conclusions

The article considers a generalized approach to constructing spatial models that describe the
process of measuring the coordinates of radio emission sources. Geometric schemes are
proposed that allow formalizing the mutual location of the source and receiver in three-
dimensional space. Functional dependencies between measurement parameters and scene
configuration are established. It is shown that geometric factors significantly affect the accuracy
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of coordinate determination. Particular attention is paid to multiple observation options that
reduce ambiguity and increase the reliability of results. The analysis confirms the feasibility of
using three-dimensional models in direction finding and navigation tasks. The results obtained
can serve as a basis for the development of new signal processing algorithms in radio
measurement systems.

The proposed approach opens up opportunities for improving sensor placement and
trajectory planning. The research has both theoretical and practical significance. Further work
may be directed toward the practical implementation of simulation models and testing their
effectiveness in real-world conditions.
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KoBanbuyk [Januin IBanoBuu — PhD, [lepxkaBHHMI HAayKOBO-JOCTIMHHN IHCTUTYT TEXHOJIOTIH
KibepOesneku Ta 3axXucTy iH(popmaii, TpoBiTHUI iHXEHEp HAyKOBO-AOCHiAHOTO eHTpy, KuiB, Ykpaina.

Kuna Oabra BogonmmupiBHa — KaHmumar Gi3MKO-MaTeMaTHIHUX HaykK, XapKiBCHKHUI
HalllOHAJILHUN YHIBEPCUTET paioeNeKTPOHIKH, TOUEHT KadeIpH BUIIOT MaTeMaTHKH, XapKiB, YKpaiHa.

I'EOMETPISI BUMIPIOBAHDb, MOAEJII CUT'HAJIIB I
AJITOPUTMMU BITHOBJIEHHSA PAJJIO30BPAKEHD
B PAJAPAX I3 CUHTE30OBAHOIO AIIEPTYPOIO,
IO BUKOPUCTOBYIOTbH BE3IIEPEPBHI JIUYUM-CUI'HAJIN

VYV crarTi npoaHanizoBaHO MeTOnHW (HDOPMYBaHHS PadiofOKAIlifHIX 300pakeHb MOBEPXHI, IO OTPHUMaHi
3a JIOTIOMOTOI0 pagapa 13 cuHTe30BaHolo amepryporo (PCA) 3 OesmepepBHHM 30HAYBAJILHUM
JIYM-curranom. CTaHOBUTE iHTEpPEC BU3HAYCHHS OCHOBHUX AJTOPUTMIYHHUX OTEPAIliid, IO BUKOHYIOTHCS
Hax "cupuMHu" TAaHUMU TICIs iX peecTpalii B mpuiiMadax. ¥ poOoTi po3MISHYTO F€OMETPil0 BUMIPIOBaHb,
30HAYBaJBHUNA CUTHAM 1 ocoOmauBOCTI (opMmyBaHHA "cupHX' AaHMX, IO BHU3HAYaTUMYTh MOAAJIBILE
00poOneHHs. [l MOpPIBHSAHHS SKOCTI pOOOTH PI3HUX aNTOPUTMIB 3alPOIIOHOBAHO IMITAIlifHy MOIEINb
¢dopmyBaHHsl pagionokaniiHux 300paxeHs B PCA 3 o0poOnenusim OesnepepBHux JIUM-curnanis.
MeTa aocjaiIKeHHs1 — CTBOPHTH YHIBEpCalbHy TI'€OMETPUYHY OCHOBY Uil HOOYHOBH €()EKTUBHHX
BUMIDIOBAIBHUX CXEM 1 ajroputMiB OOpOOJCHHS CHUTHANIB Y PaiOTEXHIYHHX CHCTEMax.
3apaanns po6orm mnependadarots: 1) dopmamizamiro 3agadi BU3HAUSHHS KOOPAMHAT 3a Pe3ybTaTaMu
TIEJIEHTAI[IfHAX BUMIPIOBaHb; 2) MOOYOBY MareMaTW4YHOi MOJENi B3a€MHOTO pPO3TAIIyBaHHS 00 €KTIB Y
TPUBUMIPHOMY MpPOCTOpi; 3) BU3HAYEHHS BIUIMBY I'€OMETPHUYHMX (AKTOPIB HA TOYHICTH BHMipIOBaHHS;
4) aHayi3 BapiaHTIB OHOPAa30BOTO # 0aratopa3oBOro CrocTepexeHHs. {OCArHYTi pe3yJibTaTH JaroTh
3MOT'Y BCTAHOBUTHU aHAJITUYHHUN 3B’S30K MiX ITapaMeTpaMi BHUMipIOBaHHS Ta KOH]Irypali€e mpocTopoBoi
CLIeHH, 110 3a0e3nedye MiBUIIEHHS TOYHOCTI KOOPAMHATHOTO BU3HAYeHHs. [lepcneKTHBH 3aCTOCYBAHHS
pe3yipTaTH MOXYTh OYyTH BHKOPHMCTaHI UL MIABUIICHHS ¢(EKTHBHOCTI HABITAIlifHUX, PO3BiAyBaIbHHX i
MOHITOPHHTOBHX CHCTEM, & TAKOXK y 3a]auax CyMpoOBOLY PyXOMHUX 00 €KTiB 1 MOOYAOBH CHCTEM CHTYaliiHOT
00i3HaHOCTI.

KnarwuoBi cjoBa: reomerpiss BUMipIOBaHb; IEJEHTallisl; KOOpAWHATHE BH3HAUEHHS; TPUBUMIpHA
MOJIeTIb; PaliOBUMipIOBaJIbHA CHCTEMA.
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SELECTION OF "WINDOW" SIZES WHEN CALCULATING FRACTAL
DIMENSIONS OF AGRICULTURAL LAND SPACE IMAGES

Abstract. The quality of crop condition assessment can be influenced by the parameters of the method used to
determine fractal dimensions, in particular the size of the "window". The subject of the study is to assess the impact
of the size of the "window" on the values of fractal dimensions of satellite images. The object of the study is satellite
images of agricultural crops at different stages of vegetation taken by the Sentinel-2 satellite. The aim is to assess the
impact of the "window" size on the values of fractal dimensions of satellite images of agricultural land and to select
the "window" size for studying the condition of agricultural crops. The following results were obtained. The influence
of the size of the "window" involved in the construction of the field of fractal dimensions on the minimum, maximum,
and average values of fractal dimensions in satellite images of agricultural land was investigated. It was found that
throughout the entire growing season for a field sown with corn, as the size of the "window" increases, the minimum
fractal dimensions increase, while the average and maximum fractal dimensions decrease. At the same time, in the
first half of the growing season, the differences in minimum fractal dimensions with small "window" sizes (up to 24
x 24 pixels) are the largest compared to the differences in maximum and average fractal dimensions. Conclusions.
The conducted research allows us to develop recommendations for choosing the size of the "window" and the type of
fractal dimension for analyzing satellite images of agricultural land. Thus, to assess the condition of agricultural crops,
it is advisable to use the minimum fractal dimensions found in images that have the greatest differences at different
stages of vegetation. To ensure a compromise between the speed of image processing and the quality of crop condition
assessment, it is advisable to choose small "sliding window" sizes (up to 16x16 pixels).
Keywords: crop condition assessment; satellite images; fractal dimension; selection of "window" sizes.

Introduction

Remote sensing (RS) data are currently widely used to assess the condition of agricultural
land [1]. The dynamics of agricultural work require agricultural producers to quickly assess the
results and quality of their work. These tasks are solved by the widespread use of space-based RSE
tools, which allow for regular monitoring of agricultural land [2]. The speed of obtaining RSI data
from large areas (with a frequency of 1 to 8 days) and the clarity of the results during their
processing (with spatial resolution from 250 to 10 meters) allows specialists to quickly respond to
changes in the condition of agricultural land [3]. Recently, there has been a trend towards
increasing access to remote sensing data. Users can obtain satellite images of the areas under study
from the Terra, Aqua, Landsat 8, and Sentinel-2 remote sensing satellites free of charge (they are
freely available) via the Internet. For example, there is an up-to-date and constantly updated
database of satellite images from the Sentinel-2 satellite [4], which allows them to be used for
various tasks, including assessing the condition of agricultural land.

Many methods for assessing the condition of agricultural land and crops are based on the use
of the normalized difference vegetation index (NDVI). The paper [5] presents the results of studies
of changes in the NDVI index of multi-temporal satellite images of agricultural land. It should be
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noted that data from the near-infrared and red channels of Earth observation satellites are used to
calculate the NDVI index, which complicates the acquisition and processing of the source image.

To increase the informativeness of satellite images when monitoring various surfaces, in
particular the Earth's surface, methods of fractal image analysis are used [6, 7]. The possibility of
applying fractal analysis of Sentinel-2 satellite images to assess the condition of agricultural crops
at different stages of vegetation is shown in [8, 9]. In [8], fields sown with corn
are analyzed, and in [9], fields sown with buckwheat, wheat, sunflower, and barley are analyzed.
In this case, space images in one wavelength range are used. However, these works do not consider
the influence of the "window" size on the values of fractal dimensions in satellite images of
agricultural land. In this regard, it is advisable to consider the possibility of selecting the size of
the "window" to be used when calculating the fractal dimensions of satellite images of agricultural
land.

The aim of the article: to evaluate the influence of the "window" size on the values of fractal
dimensions of satellite images of agricultural land and the choice of "window" size for studying
the state of agricultural crops.

Characteristics of agricultural land satellite images

To study the effect of the "window™ size on the fractal dimensions of satellite images
of agricultural land, we will use Sentinel-2 satellite images, which are freely available on the
Internet [4]. During the fractal analysis, satellite images in the near-infrared range (Sentinel-2
satellite channel b8) will be used. Channel b8, with a wavelength of 832 nm, allows us to obtain
satellite images that capture the reflection of solar radiation from vegetation.

For further assessment of the condition of agricultural land and crops, a database of satellite
images of the land of the Vilkhuvatskaya village council of the Chutivsky district of the Poltava
region was created, most of which is cultivated by the private agricultural enterprise
"Druzhba" [8]. The satellite images were obtained throughout 2018, and the images have
a spatial resolution of 10 meters. A field sown with corn was selected for further study.

Fig. 1 shows elements of images of a field sown with corn, cut out from the main (large)
satellite images, as of:

04.06.2018 (a), 14.06.2018 (b); 16.06.2018 (c), 21.06.2018 (d); 26.06.2018 (e);
29.06.2018 (f); 29.07.2018 (g); 05.08.2018 (h); 08.08.2018 (i); 10.08.2018 (j);
18.08.2018 (k); 23.08.2018 (l); 25.08.2018 (m).

Visual analysis of the elements of the satellite images in Fig. 1 showed that they differ in the degree
of gray color (gray gradation), but the differences are not significant. Thus, in the initial phases of
vegetation (early June to June 26, 2018), darker shades of gray are observed, as shown in Fig. 1, a—d. At
the end of June (June 29, 2018), in July (July 29, 2018), and at the beginning of August
(until August 18, 2018), lighter shades of gray gradations are observed (see Fig. 1, e—), and at the end
of August (in the final stages of vegetation), the shades of gray become darker again (see Fig. 1, k—m).

It should also be noted that the satellite images reveal some features of the structure of the
field under study, which is planted with corn. Thus, all satellite images show the results of field
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cultivation in the form of stripes with slight differences in gray gradations. This slight layering
spreads from the upper left corners to the lower right corners of all images.

In addition, a small light area is observed in the lower left corner of the satellite images, which
is especially evident in the final stages of vegetation (see Fig. 1, i—m). Most likely, this anomalous
area is due to the negative impact of weather conditions.

Fig. 1. Elements of space images (channel b8) of corn fields as of: June 4, 2018 (@), June 14, 2018 (b);
16.06.2018 (c), 21.06.2018 (d); 26.06.2018 (e); 29.06.2018 (f); 29.07.2018 (g); 05.08.2018 (#); 08.08.2018
(/); 10.08.2018 (j); 18.08.2018 (k); 23.08.2018 (/); 25.08.2018 (m)
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The satellite images also show that the presence of clouds causes a change in gray gradations
(a light shade appears in Fig. 1, a), and in the presence of cloud shadows, a dark shade appears.

Thus, using only visual analysis of satellite images, it is only possible to qualitatively assess
changes in the condition of agricultural crops, evaluate the uniformity of crops, and the progress
of field work. However, it is practically impossible to quantitatively assess the condition
of agricultural crops at different stages of vegetation based on the results of visual analysis.

Let us process the satellite images of a field sown with corn, discussed above, using fractal
analysis and consider the influence of the "window" size on the values of fractal dimensions.

Selecting the size of the ""'window" when calculating the fractal dimensions of
agricultural land satellite images

The information carrier in the Sentinel-2 satellite image (channel b8) is light waves in the near-
infrared range, formed by the reflection of solar radiation depending on the characteristics of the
underlying surface. The light wave carries information about the object due to the fact that its various
parameters change depending on the nature of the points on the underlying surface (relief). The result
is a heterogeneous matrix of values of the intensity of solar radiation reflection from the Earth's
surface. The size of the matrix is equal to the size of the satellite image.

During the fractal analysis of space (digital) images, the fractal dimensions are first calculated
(the order of their determination is described in [10]), and then the field of fractal dimensions is
constructed (the process of its construction is described in [7]).

There are many methods for calculating fractal dimensions, but in practice, the covering
method [10] is most often used for analyzing digital images. This method provides the calculation
of the Hausdorff—Bezikovich dimension, which is described by the expression:

. _logN(s)
b=lim log(1/¢)’ @)

where ¢ —the length of the cube’s side (the maximum length is equal to the size of the "window")
covering the three-dimensional representation of the digital image; N(g) — the number of cubes
covering the three-dimensional representation of the image.

As can be seen from expression (1), it is not possible to directly calculate the fractal dimension
of a space image using this formula. The fractal dimension can be determined as follows.

At the beginning of the application of the covering method, a cube is created with a side length
equal to ¢ pixels, and this cube covers the three-dimensional representation of the space image (set
I). Next, the number of cubes with a side length of ¢ pixels covering the entire space image (set /)
is calculated N(¢). Then, N(¢) is determined for several other values of the cube
side &. Such values of the cube sides can be, for example, &2 = €1/2, &3 = €1/4, &4 = €1/8, etc. In this
way, the set of values N(e) is determined. Depending on the structure of the space image,
the number of values may vary. At the final stage, a graph of the dependence of log N(e)
on log 1/e is constructed and its linear approximation is performed. The least squares method is
most often used for approximation, which allows the calculation process to be automated.
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After constructing the approximated straight line, the tangent of its slope angle is determined.
This value will be the fractal dimension D of the space image.

To construct the field of fractal dimensions, the space image is scanned using a "window" of
size nxm pixels, which is moved in steps of s (the "window" is "sliding” if s = 1, and
"jumping” if s > 1) [7]. At each step of the "window" movement, the numerical value of the fractal
dimension is calculated and recorded in the matrix D. This matrix is called the "field of fractal
dimensions". In this work, fractal dimension fields are constructed for elements of space images
with dimensions of 56x56 pixels, and the dimensions of the "sliding window" nxm vary.

In [9], the state of agricultural crops was assessed using the minimum, maximum, and average
values of fractal dimensions present in the satellite image, and it was determined that they are the
most informative, but no comparative analysis was performed.

Let us consider the influence of the “window” size on the value of these fractal dimensions in
satellite images of a field sown with corn. The numerical values of the minimum, maximum, and
average values of fractal dimensions for different “window” sizes are given in Table 1.

Table 1. Minimum, maximum, and average values of fractal dimensions of space images of
a field sown with corn at different "window" sizes

Size of the "window" in pixels

Date 4x4 8x8 16 x 16

Drin Dhimax Day Dniin Dinax Day Drin Dinax Dqy
04.06.18 | 2,882 2,991 2,964 2,884 2,984 2,961 2,906 2,976 2,954
14.06.18 | 2,923 2,993 2,970 2,939 2,989 2,968 2,951 2,981 2,967
16.06.18 | 2,927 2,993 2,968 2,942 2,985 2,966 2,947 2,980 2,966
21.06.18 | 2,927 2,995 2,971 2,935 2,987 2,969 2,940 2,982 2,967
26.06.18 | 2,936 2,993 2,974 2,944 2,987 2,973 2,947 2,983 2,970
29.06.18 | 2,932 2,994 2,972 2,938 2,990 2,971 2,942 2,984 2,970
29.07.18 | 2,950 2,995 2,981 2,960 2,990 | 2,979 2,967 2,987 2,979
05.08.18 | 2,913 2,992 2,967 2,931 2,994 2,965 2,940 2,976 2,965
08.08.18 | 2,904 2,991 2,964 2,925 2,985 2,962 2,936 2,978 2,962
10.08.18 | 2,875 2,985 2,948 2,893 2,972 2,946 2,903 2,967 2,944
18.08.18 | 2,860 2,991 2,953 2,882 2,978 | 2,949 2,900 2,967 2,946
23.08.18 | 2,844 2,986 2,948 2,860 2,976 2,943 2,881 2,964 2,937
25.08.18 | 2,814 2,986 2,944 2,837 2,978 2,938 2,863 2,961 2,929
24 x 24 32 x 32 48 x 48
04.06.18 | 2,920 2,972 2,947 2,932 2,948 2,940 2,942 2,943 2,943
14.06.18 | 2,959 2,975 2,966 2,960 2,973 | 2,965 2,964 2,966 2,965
16.06.18 | 2,958 2,977 2,966 2,959 2,972 2,964 2,964 2,965 2,965
21.06.18 | 2,956 2,979 2,966 2,957 2,975 2,963 2,961 2,962 2,962
26.06.18 | 2,958 2,980 2,969 2,958 2,978 2,966 2,966 2,968 2,967
29.06.18 | 2,956 2,983 2,969 2,962 2,977 2,967 2,966 2,968 2,967
29.07.18 | 2,966 2,986 2,980 2,969 2,984 | 2,980 2,974 2,977 2,975
05.08.18 | 2,947 2,976 2,967 2,951 2,975 2,966 2,955 2,957 2,956
08.08.18 | 2,944 2,973 2,963 2,948 2,970 2,962 2,952 2,955 2,953
10.08.18 | 2,913 2,959 2,942 2,920 2,953 2,939 2,927 2,930 2,928
18.08.18 | 2,911 2,961 2,946 2,919 2,959 2,944 2,926 2,929 2,927
23.08.18 | 2,894 2,957 2,935 2,902 2,948 2,931 2,911 2,914 2,912
25.08.18 | 2,878 2,954 2,926 2,888 2,941 2,922 2,898 2,901 2,899
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In [8], it was shown that throughout the entire vegetation period, the average values of fractal
dimensions first increase and then decrease to minimum values. The same pattern of change is
observed for NDVI indices. Table 1 shows that the minimum and maximum fractal dimensions
undergo the same changes.

As can be seen from the data in Table 1, throughout the entire vegetation period for a field
sown with corn, as the size of the "window" increases, the minimum fractal dimensions increase,
while the average and maximum fractal dimensions decrease. At the same time, in the initial and
final phases of vegetation, the increase (decrease) in fractal dimensions is greater than in the
middle phase of vegetation.

For example, the minimum fractal dimensions increase by an average of 0.010 until June 16,
2018, by 0.005 from June 16, 2018, to July 29, 2018, and by 0.020 after July 29, 2018.
For average and maximum fractal dimensions, approximately the same decrease in values is
observed for the specified dates.

Table 1 also shows that the maximum fractal dimensions for small "window" sizes remain
virtually unchanged (change in the third decimal place for "window" of 4 x 4 and 8 x 8 pixels)
throughout the entire vegetation period, for larger "window" sizes, differences in maximum fractal
dimensions are observed in the second decimal place. The opposite trend is observed for minimum
fractal dimensions. For small window sizes, the values of the minimum fractal dimensions change
in the second decimal place throughout the entire vegetation period, and for large window sizes,
they change in the third decimal place.

Changes in average fractal dimensions depend to a lesser extent on the size of the "window"
throughout the entire vegetation period, and differences for all "window" sizes are manifested in
the second decimal place. At the same time, for small sizes of space images, for example, such as
56 x 56 pixels, it is advisable to select a "window" with a size of 4 x 4 pixels and a movement step
equal to one, i.e., to select a "sliding window". Choosing a "window" of this size also allows you
to more confidently identify anomalous areas in the images.

Let's consider how much the minimum, maximum, and average fractal dimensions change
when the "window" size increases. Fig. 2 shows graphs of changes in these fractal dimensions
between two dates: between 04.06.2018 and 29.07.2018 (a), between 29.07.2018
and 25.08.2018 (b), i.e., in the first and second half of the growing season.

In Fig. 2, the dimensions of the "window" are plotted on the x-axis, so w = 4 = 4 x 4,
w=8=8x8,w=16 =16 x 16, etc., and the y-axis shows the difference between the minimum
(dashed line), maximum (dotted line), and average (solid line) fractal dimensions (AD).

As can be seen in Fig. 2, a, in the first half of the growing season, the differences between the
minimum  fractal dimensions (dashed line) are the largest compared to the
differences between the maximum (dotted line) and average (solid line) fractal dimensions.
With larger "window" sizes, these differences in fractal dimensions do not differ, i.e., they have
the same value.

It should be noted that as the "window" size increases, the differences in minimum fractal
dimensions decrease, while the differences in maximum and average dimensions increase.
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Fig. 2, b shows that in the second half of the growing season, the nature of changes in the
minimum (dashed line), maximum (dotted line), and average (solid line) fractal dimensions is
practically the same as in the first half of the growing season.
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Fig. 2. Dependence of the differences between the minimum, maximum, and average fractal dimensions in
a space image of a field sown with kukuaudza on the size of the "window": between
June 4, 2018, and July 29, 2018 (a), between July 29, 2018, and August 25, 2018 (b)

A slight difference is that these differences in fractal dimensions become the same at
a "window" size of 48 x 48 pixels.

Thus, the studies conducted allow us to develop recommendations for selecting the size of the
"window" and the type of fractal dimension for analyzing satellite images of agricultural land. So,
to assess the condition of agricultural crops, it is advisable to use the minimum fractal dimensions
found in images that have the greatest differences at different stages of vegetation. It is advisable
to select window sizes up to 24 x 24 pixels.

It should also be noted that the use of large windows leads to an increase in the calculation
time of fractal dimensions within the window, which in turn leads to an increase in the time
required to construct the fractal dimension field. Therefore, to ensure a compromise between the
speed of image processing and the quality of agricultural land assessment, it is advisable to choose
small "sliding window" sizes (up to 16x16 pixels).

Conclusions

The dynamics of agricultural work requires agricultural producers to quickly assess their
results and the quality of their work. These tasks are solved through the widespread use of RS
space tools, which allow for regular monitoring of agricultural land.

To increase the informativeness of satellite images during the monitoring of various surfaces,
in particular the Earth's surface, methods of fractal image analysis are used, which involve the
construction of their fractal dimension fields. In this case, satellite images in a single wavelength
range are used.

The influence of the size of the "window" involved in the construction of the field of fractal
dimensions on the minimum, maximum, and average values of fractal dimensions in satellite
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images of agricultural land has been studied. It has been established that throughout the entire
vegetation period for a field sown with corn, as the size of the "window" increases, the minimum
fractal dimensions increase, while the average and maximum fractal dimensions decrease. At the
same time, in the first half of the growing season, the differences in minimum fractal dimensions
with small "window" sizes (up to 24 x 24 pixels) are the largest compared to the differences in
maximum and average fractal dimensions.

The studies conducted allow us to develop recommendations for selecting the size of the "window"
and the type of fractal dimension for analyzing satellite images of agricultural land. Thus, to assess the
condition of agricultural crops, it is advisable to use the minimum fractal dimensions found in images
that have the greatest differences at different stages of vegetation. To ensure a compromise between the
speed of image processing and the quality of crop condition assessment, it is advisable to choose small
"sliding window" sizes (up to 16x16 pixels).

In further research, it is advisable to evaluate the possibility of using fractal analysis to determine
the size of field areas where agricultural work is carried out using "windows" of different sizes.
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BUBIP PO3MIPIB "BIKHA" B IPOLLECI PO3PAXYHKY
OPAKTAJIIBHUX POSMIPHOCTEN KOCMIYHHUX 3HIMKIB
CIVIbCBKOTI'OCIIOJAPCBKUX 3EMEJIb

Ha gKicTb OLIiHIOBaHHS CTaHy CUIBCHKOTOCIIONAPCHKUX KYJIBTYP MOXKYTh BIUIMBATH NAapaMETPH METOY BH3HAUCHHS
(pakTanbHUX pO3MipHOCTEH, 30KkpeMa po3mipiB "BikHa". [IpeaMeT mocaiaKeHHsI — OLIHIOBAHHS BIUIUBY PO3MIpiB
"BikHa" Ha BeIMYHHH (HPAKTAIBHUX PO3MIPHOCTEH KOCMIUYHUX 3HIMKIB. O0’€KTOM TOCTIIKEHHSsI € KOCMIYHI 3HIMKA
cymyTHHKa Sentinel-2 ciTbCHKOTOCTIOAAPCHKUX KYIBTYpP Ha pi3HUX (pa3ax Bererarii. MeTa poOOTH — OLIHUTH BIUIHB
po3mipiB "BikHA" Ha BeMHYMHH (HPAKTATBHUX PO3MIPHOCTEH KOCMIUHUX 3HIMKIB CLTBCHKOTOCIIONAPCHKHX 3EMElb 1
BHOOpY po3MipiB "BikHA" UI aHaJi3y CTaHy CLIbCHKOTOCIIONAPCHKUX KyIbTyp. JlocarayTi pe3yastaTu. JJociipkeHo
BIUIMB pO3MipiB "BikHA", AKe Oepe ydacTs y moOyaoBi 1moist GpakTaJbHUX PO3MIPHOCTEH, Ha BETMUYMHN MiHIMaJIbHUX,
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SIKICTIO OIIiIHIOBAHHS CTaHY CLIBCHKOTOCIIOIAPCHKHUX KYIBTYP AOPEYHO OOMPATH HEBEIUKI po3MipH "KOB3HOTO BikHA"
(mo 16x16 mikceniB).
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V. Sitnikov, V. Liashchenko

METHODS FOR EFFICIENT BIG DATA STORAGE AND PROCESSING
IN DISINFORMATION DETECTION TASKS

The subject of the study is methods and tools that facilitate highly productive, scalable, and reliable data analysis in
cloud environments for real-time disinformation detection. The purpose of the article is to investigate and evaluate
methods for improving the efficiency of storing and processing large volumes of text, multimedia information, and
social network data in cloud infrastructures using real-time disinformation detection. Objectives: to evaluate
distributed storage architectures and columnar data formats for their efficient organization; to evaluate compression
strategies and caching mechanisms to reduce 1/O overhead; to analyze scalable processing frameworks for streaming
and batch workloads; Measure system performance, scalability, and cost-effectiveness in real-time disinformation
detection scenarios. Methods: Comparative analysis of storage formats (Parquet, ORC, Avro, JSON), compression
algorithms (Snappy, Zstandard), and distributed processing frameworks (Apache Spark, Apache Flink); Performance
evaluation involves measuring throughput, analyzing latency, and evaluating costs using cloud infrastructure with
multi-level storage and stream data pipelines. Results achieved. The impact of distributed storage architectures,
columnar data formats, compression strategies, caching mechanisms, and scalable processing frameworks on system
performance, scalability, and cost-effectiveness has been evaluated. These approaches demonstrated significant
improvements in throughput and reliability in large-scale streaming and batch processing scenarios, especially when
detecting misinformation in real time. The results proved that the system can quickly adapt to data load peaks, maintain
high detection accuracy, and reduce operating costs. Conclusions. Improving the efficiency of big data storage and
processing in cloud platforms comes from integrating columnar formats with compression and pushdown capabilities,
combined with stream-oriented distributed computing. A layered architecture covering data ingestion, streaming
processing, distributed storage, and analytics reduces 1/0O costs and increases end-to-end throughput for real-time
scenarios. The evaluation demonstrates a throughput improvement of approximately one-third compared to baseline
systems, making the approach well-suited for latency-sensitive workloads such as disinformation detection. Format-
aware optimizations, low-latency streaming, and adaptive capacity management are key drivers of performance in
modern cloud data platforms.

Keywords: big data; cloud computing; distributed systems; data analysis; storage optimization; machine
learning; scalability; disinformation; fake news.

Introduction

The explosive growth in digital information volumes has created a serious problem for modern
information systems in cloud environments. This problem stems from the four Vs of big data —
volume, velocity, variety, and veracity [1] — which require new architectural solutions that go
beyond traditional database systems. At the same time, cloud computing offers a scalable, elastic
infrastructure [1-3], but its principles of resource pooling often contradict the resource sharing
model inherent in many big data frameworks. Modern cloud environments must adapt to the
continuous influx of heterogeneous data — from structured records to social media and multimedia
streams — which requires real-time analysis [4, 5] and high-performance processing. The context
of disinformation detection exacerbates these requirements: vast amounts of text and multimedia
data must be quickly processed, analyzed, and classified to detect and mitigate misleading
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narratives — a task that goes far beyond the capabilities of outdated monolithic processing systems.
Moreover, the interplay between data complexity, real-time requirements, architectural
mismatches, and threats such as disinformation, as well as privacy, legal, and geopolitical issues,
makes the development of adaptive, cost-effective, and elastic data platforms more urgent
than ever [1, 3, 6].

Analysis of recent studies. Current research in the field of big data cloud analytics
emphasizes the importance of integrating scalable data storage systems and efficient processing
pipelines. The studies emphasize the need to align big data architectures with cloud models
such as distributed storage, in-memory computing, and streaming analytics [4-6]. Significant
attention is paid to optimizing data storage formats. Ivanov and Pergolesi [7] demonstrated the
advantages of ORC and Parquet columnar formats for SQL queries in Hadoop environments, while
Zeng et al. [8] conducted an empirical evaluation of various columnar formats, finding significant
differences in performance depending on the type of workload. Nelluri and Saldanha [9] proposed
a strategy for choosing between ORC, Parquet, Avro, and Iceberg formats based on specific
application requirements. In the context of streaming data processing, Sedghani et al. [10]
evaluated distributed streaming frameworks for 10T applications in smart cities, identifying critical
performance factors for real-time systems. However, research on data lifecycle management in the
cloud remains limited: Sami et al. [6] considered methodologies for data storage and placement in
the Cloud-Big Data ecosystem, but did not cover dynamic optimization of multi-level storage.
Regarding the detection of misinformation, Pervaiz et al. [11] and Chora$ et al. [12] explored the
use of artificial intelligence and machine learning to detect fake news, while Ahmad et al. [13]
proposed ensemble machine learning methods for this task. Liu and Wu [14] developed early
detection methods through classification of propagation paths, and Abbas et al. [15] conducted a
comprehensive review of deep learning algorithms for detecting fake news. Yang and Yao [16]
summarized deep learning theories and models for this problem. However, the existing literature
often considers these strategies separately, without a unified framework that integrates storage
optimization, compression, caching, and adaptive provisioning of computational resources tailored
to real-time misinformation detection. Although general reviews describe the capabilities of cloud
infrastructure [3, 4] for big data tasks, they typically do not focus on the specific operational
requirements and time sensitivity of disinformation analysis. Furthermore, the integration
of optimized storage formats [7-9] with stream processing [10] for specific disinformation
detection tasks [11-16] has not been sufficiently explored. This knowledge gap limits the ability
to develop truly sensitive and cost-effective systems for this high-stakes application.

Research objective. To investigate and evaluate methods for improving the efficiency
of storing and processing large volumes of text, multimedia, and social network data
in cloud infrastructures, using real-time disinformation detection as an application use case.
To achieve this goal, a comprehensive approach is proposed that combines distributed storage
models, columnar formats, compression mechanisms, caching, and scalable processing
frameworks to improve the performance, reliability, and cost-effectiveness of cloud-based
big data analytics [11, 12].
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Main part

Cloud environments impose specific characteristics on the storage and processing of big data
that differ significantly from traditional on-premises solutions. These characteristics determine
architectural ~ decisions and affect the overall efficiency of the system.
A key advantage of cloud platforms is the ability to dynamically scale resources according to the
current load. Unlike the fixed infrastructure of traditional data centers, cloud services allow you to
automatically increase or decrease computing power, memory, and storage capacity.
This is especially important for disinformation detection tasks, where the load can increase sharply
during mass information events or coordinated campaigns.

Cloud providers offer infrastructure in multiple geographic regions, ensuring low latency for
globally distributed users and data sources. Placing computing resources closer to data sources
reduces network latency and data transfer costs. For social media analysis, this means the ability
to collect and pre-process information directly in the regions where it is generated. Unlike capital
investments in hardware, cloud services operate on an operating expense (OpEx) model.
This allows for cost optimization by precisely matching resources to current needs, using spot
instances for non-critical tasks, and automatically turning off inactive resources. Cost efficiency
is achieved through detailed usage monitoring and the application of cost management policies.

Cloud platforms offer different storage classes with different performance and cost
characteristics: hot storage for data that requires frequent access with minimal latency; warm
storage for data with moderate access frequency; cold storage and archive storage for infrequently
used historical data. Intelligent lifecycle policies automatically move data between tiers based on
access patterns. Service integration. Cloud ecosystems provide a wide range
of managed services that integrate seamlessly with each other: databases (SQL and NoSQL),
message (queues, streaming processing, machine learning, analytics, and visualization.
This integration simplifies the construction of complex data processing pipelines and accelerates
time to market for solutions. Managed services remove the burden of administration, monitoring,
and scaling from development teams.

Cloud providers ensure high availability through automatic data replication across availability
zones and regions, automatic recovery from failures, and backup with the ability to restore to a
specific point in time. For critical disinformation detection systems, this means continuity of
operation even in the event of hardware failures or regional outages. Cloud platforms provide
advanced security features, including encryption of data at rest and in transit, identity and access
management (IAM), network isolation through virtual private clouds (VPCs), and auditing and
logging of all operations. Compliance with international standards (GDPR, HIPAA, SOC 2) is
built into cloud services, simplifying compliance for organizations. Network limitations and
delays. Despite their advantages, cloud environments have specific limitations. Transferring large
amounts of data between services can result in significant network latency and egress charges.

This requires careful design of the data architecture to minimize inter-service transfers,
localize processing close to the data, and use efficient serialization formats. Resources in the cloud
are virtualized and often shared among multiple users. This can lead to situations where the activity
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of other users affects the performance of your applications. To ensure predictable performance for
critical tasks, it is recommended to use dedicated instances or reserved capacity.

All operations in cloud environments are performed through APIs, which allows you
to automate infrastructure management through infrastructure as code, programmatically scale
resources, and integrate monitoring and alerting into CI/CD pipelines. For big data systems, this
means the ability to dynamically adapt the architecture to changing load conditions.
These features of cloud environments form the context in which big data storage and processing
systems must be designed and optimized. Understanding these characteristics is critical
to building effective, reliable, and cost-effective solutions for real-time misinformation detection.
Improving the efficiency of big data storage and processing in cloud environments requires
a comprehensive approach that combines innovations in storage architecture, distributed
computing frameworks, data lifecycle management, and intelligent resource utilization.
A layered view of the proposed pipeline — from ingestion and streaming to storage and analysis —
provides a clear map of responsibilities and scaling boundaries (see Figure 1).

Fig. 1. Cloud architecture of a big data processing system for detecting disinformation

The data storage layer is the foundation of any big data system, and its design directly impacts
performance. Distributed file systems and cloud-based object storage solutions [1, 17] provide
horizontal scalability, allowing the system to expand seamlessly as data volumes grow. Efficiency
can be further improved by wusing columnar storage formats such as Parquet
or ORC [7, 8], which reduce the size of stored data and speed up analytical queries by reading only
the necessary columns. A practical comparison of Parquet and Avro further illustrates their
respective advantages in analytics and serialization. For a broader assessment of file formats,
including ORC, Iceberg, and others, refer to the strategic overview of big data formats.
Data compression techniques, including lossless algorithms such as Snappy or Zstandard, reduce
storage costs and reduce 1/O overhead during processing, although the overall performance gain
depends on the decompression speed, as the data must be fully decompressed before it can be used.
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Implementing multi-tier storage strategies [6] allows different classes of data to be placed on
appropriate media — for example, storing hot data on high-performance SSDs for instant access
and moving archival data sets to cheaper, high-capacity storage. This ensures that performance-
critical tasks are not slowed down by storage delays and that the overall infrastructure remains
cost-effective.

Evaluating the effectiveness of data storage systems requires clear quantitative metrics that
allow you to compare different approaches and track performance improvements. For big data
tasks in cloud environments, the following metrics are key.

Compression Ratio. This is the ratio of the size of the source data to the size of the compressed
data. It is defined as:

CR =(RO/ RP)100%,
where ROIs the original size and RP is the size after compression.

A higher compression ratio means greater storage space savings. For example, if a 1000 MB
JSON file takes up 150 MB after conversion to Parquet with Snappy compression,
the compression ratio is 85 %. In the context of disinformation detection, where millions of text
documents and social media metadata are processed, a high compression ratio directly translates
into a reduction in storage costs and network bandwidth.

Read speed. Measured in megabytes or gigabytes per second (MB/s, GB/s), it shows how fast
the system can read data from storage. For analytical queries, not only sequential read speed is
critical, but also the ability to perform selective queries on individual columns without reading the
entire file. Columnar formats such as Parquet and ORC demonstrate 3-5 times faster read speeds
compared to row formats for typical analytical queries.

Write speed. This is especially important for streaming systems that continuously receive new
data. It is measured in number of records per second or volume of data per second.
For disinformation detection systems that can process tens of thousands of social media posts per
second, optimizing write speed is critical to avoid data loss or queue accumulation. Access latency.
The time between a data request and the first byte of the response.

Measured in milliseconds. For interactive dashboards and real-time systems, low
latency (< 100 ms) is critical. Cloud storage tiers have different latencies: hot storage provides
millisecond latency, while cold storage can have latency in seconds or even minutes.

Cost per terabyte of storage. An economic metric that reflects the cost of storing one terabyte
of data for a month. In cloud environments, this cost ranges from $0.01-0.02/GB/month for hot
storage to $0.001/GB/month for archive storage. Effective use of multi-tier storage can reduce the
average cost by 60-80 %. IOPS. The number of input/output operations per second that a storage
system can handle. This is especially important for workloads with many small random requests.
SSD drives provide 10,000-100,000 10PS, while HDDs are limited to 100-200 IOPS.

Space utilization efficiency. Takes into account not only compression, but also overhead costs
for metadata, indexes, and replication. Defined as:

SE = £><100%,

Vz
where SEis storage efficiency, %, V, is the amount of useful data, and ¥z is the total

storage capacity.
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Systems with deduplication and intelligent compression can achieve 70-90 % efficiency,
while unoptimized systems may only achieve 40-50 % efficiency.

Time to first result. A metric that is particularly important for interactive analytics, measuring
the time from the start of a query to the first row of results. Columnar formats with predicate
pushdown allow you to get the first results in tens of milliseconds, even on petabyte-scale data
sets. Read amplification ratio. The ratio of the amount of data actually read from storage to the
amount of data requested by the application. The ideal value is 1.0. Columnar formats with
selective column reads achieve ratios of 1.1-1.5, while row formats can have ratios of 5-10 for
typical analytical queries.

Throughput scalability. How throughput changes when additional nodes or resources are
added. Ideal linear scalability means that doubling resources doubles throughput. Distributed cloud
storage systems typically achieve scalability of 0.8-0.95 of linear. Empirically, the choice of
storage format matters: as shown in this comparative summary (see Fig. 2), columnar formats
(Parquet/ORC) [8, 9] significantly reduce file size and read time compared to string JSON, with
ORC demonstrating a slightly higher compression rate (= 87 %) and Parquet a slightly lower
one (= 85 %), while both formats read significantly faster than Avro and JSON.

File Size (GB) Read Time (sec) Compression (%)
orc | =] o]
Avro 3.8 18 65 %
o
0 5 1o 20 50 [ 50% 100%

Data Format Efficiency Analysis

- Columnar formats (Parquet, ORC) demonstrale superior compression efficiency

- ORC shows 2% better compression than Parguet (87% vs 83%)

- Read performance: ORC (113) > Parquet { 125) = Avro ( 18s) = JSON (455)

. Storage reduction: up to T3% compared to traditional JSON format

- Recommendation: ORC for analytical workloads, Parquet for eross-platform compatibility

- Cost savings: 60-T0% reduction in ¢loud storage expenses

- Query acceleration: 3.7x faster analytical queries with columnar formats

Fig. 2. Comparative analysis of data storage formats by file size, reading speed,
and compression ratio

In addition to storage formats, logical data organization plays an important role. Structuring
datasets using optimized partitioning schemes minimizes the amount of data scanned during
queries, and maintaining metadata catalogs speeds up search and retrieval. For streaming
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workloads, write-optimized formats such as Apache Hudi or Delta Lake enable incremental data
updates without reprocessing entire datasets.

These technologies also add features such as Time Travel, which allows analytical systems to
query historical snapshots without storing redundant copies of data [9]. In this target application —
real-time misinformation detection [11-13] — this feature supports reproducibility, auditability,
and rapid reversal of model inputs and decisions when necessary (see Figure 1
for the end-to-end placement of these components).

For a practical application of these metrics in misinformation detection systems, let's consider
a specific example. The system processes 10 TB of social media text data per day. When using
uncompressed JSON (baseline scenario), the system requires 10 TB of storage per day, with a read
speed of 500 MB/s and a cost of $200/month ($0.02/GB/month). When switching to Parquet with
Snappy compression, the compression ratio reaches 85 %, reducing the volume to 1.5 TB/day,
the read speed increases to 2000 MB/s thanks to columnar access, and the cost drops to $30/month
— a 6.7-fold savings. Additionally, the use of multi-tier storage (hot data for the last 7 days,
warm data for the last 30 days, cold data for older data) reduces the average cost by another 40 %
to $18/month.

Monitoring these metrics in real time allows you to identify performance issues before they
affect end users. For example, an increase in access latency may indicate the need to optimize
indexes or move data to a faster storage tier. A decrease in write speed may signal network
saturation or the need to scale the cluster. In addition to storage formats, logical data organization
plays an important role. Structuring datasets with optimized partitioning schemes minimizes the
amount of data scanned during queries, and maintaining metadata catalogs speeds up search and
retrieval. For streaming workloads, write-optimized formats such as Apache Hudi or Delta Lake
enable incremental data updates without reprocessing entire datasets.

These technologies also add features such as Time Travel, which allows analytics systems to
query historical snapshots without storing redundant copies of data [6]. In this target
application — real-time disinformation detection [13-15] — this feature supports reproducibility,
auditability, and rapid reversal of model inputs and decisions when necessary (see Figure 1
for the end-to-end placement of these components).

Real-time data processing imposes specific requirements and constraints that are
fundamentally different from batch processing. Understanding these characteristics is critical to
building effective disinformation detection systems, where the delay between detection and
response can determine the effectiveness of countering false narratives.

Continuity of data flow. Unlike batch processing, where data has clear beginning and end
points, streaming systems work with endless streams of events. This requires architectural
solutions capable of supporting long-term operation without restarts, processing data element by
element or in small micro-packets, maintaining state between events for complex analytics, and
scaling dynamically under variable loads.

Delay constraints. Real-time systems must process events with minimal latency,
typically ranging from milliseconds to seconds. To detect disinformation, typical
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requirements include: initial content classification — less than 100 ms, detection of coordinated
campaigns — 1-5 seconds, comprehensive analysis of the distribution network — 10-30 seconds.
These strict constraints require optimization at all levels of the architecture: from network
interaction to processing algorithms. Semantics of event processing. A critical issue in streaming
systems is the guarantee of processing every event.

There are three main approaches: "at-most-once” (maximum once) — the fastest, but may lose
events during failures; "at-least-once” (at least once) — guarantees processing, but may result in
duplicates; "exactly-once"” (exactly once) — the most reliable, but the most difficult
to implement. To detect misinformation, the "exactly-once" semantics are critical for accurately
calculating dissemination metrics and avoiding false alarms. Stream data has two timestamps:
event time — when the event actually occurred, and processing time — when the system received
the event. The discrepancy between them can be hours for social media data from mobile devices
with unstable connections.

Effective systems use watermarks to determine when to complete processing of a time
window, process late events, and adjust results when late data arrives. Many analytical tasks
require the aggregation of events into time windows. The main types of windows include: fixed
windows — continuous periods of fixed length (e.g., 5-minute intervals), sliding windows —
overlapping windows for detecting trends, session windows — adaptive windows based on periods
of activity. To detect disinformation, sliding windows allow tracking viral spread, while session
windows identify episodes of coordinated activity.

Complex streaming analytics requires state preservation between events: counters and
aggregates (number of narrative mentions, average propagation time), historical data cache (user
profiles, known sources of disinformation), machine learning models (for real-time classification).
The state must be distributed, fault-tolerant, and quickly accessible.

Modern frameworks (Flink, Spark Streaming) use distributed state stores with incremental
checkpoints. When the rate of data arrival exceeds the rate of processing, the system needs
a backpressure mechanism to slow down sources or buffer data. Strategies include: dynamic
scaling of computing resources, buffering in message queues (Kafka, Kinesis), and dropping
low-priority events during critical loads. To detect misinformation, it is important to prioritize the
processing of potentially dangerous content.

Fault tolerance and recovery. Real-time systems must continue to operate even when
individual components fail. This is achieved through: checkpointing of state with the ability
to recover, replication of critical components, automatic restart of failed tasks, and saving events
in long-term queues for reprocessing.

For critical systems, the recovery time objective (RTO) should be less than 30 seconds.
Integration of batch and stream processing. A comprehensive disinformation detection system
requires both approaches: streaming processing for instant detection and alerts, and batch
processing for in-depth analysis, model training, and historical research. Lambda and Kappa
architectures offer different approaches to combining these paradigms.

Monitoring and diagnostics. The complexity of streaming systems requires detailed
monitoring: end-to-end latency for events from source to result, throughput (events/second) at each
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processing stage, resource usage (CPU, memory, network), state size and checkpoint frequency,
error and retry frequency. Real-time visualization of these metrics allows you to quickly identify
and resolve issues.

Performance optimization. To achieve low latency, the following techniques are used:
minimization of data serialization/deserialization, locality of processing related operations,
caching frequently used data in memory, pre-computing complex features, and using
asynchronous processing for I/O operations. Scaling streaming systems. Horizontal scaling is
achieved through key-based partitioning of data streams (e.g., user ID hash), distribution
of processing among a set of parallel workers, and dynamic rebalancing of partitions when
adding/removing workers. For effective scaling, it is critical to avoid "hot" partitions with
disproportionately high loads.

Streaming systems are difficult to test due to their asynchronous nature and time dependency.
Approaches include: deterministic replay of event streams for testing, chaos engineering to verify
fault tolerance, A/B testing of new algorithms on a portion of traffic, and using synthetic data for
load testing.

In the context of detecting disinformation, these real-time characteristics manifest themselves
in specific architectural solutions. For example, a system may use Kafka to buffer incoming social
media messages, Flink for streaming classification with in-memory NLP models, 5-minute time
windows for detecting coordinated campaigns, user and source status for contextual trust
assessment, and an alert system with less than 1 second delay for critical threats.

Processing efficiency primarily depends on the implementation of distributed computing
frameworks that can run in cloud environments.

Apache Spark [18], with its in-memory execution model, significantly reduces latency
for iterative tasks such as training and applying machine learning models. It supports
both batch and streaming data pipelines, allowing for the combination of historical
and real-time data processing [17].

Apache Flink stands out with its continuous, event-driven, low-latency processing, making it
very suitable for applications that require immediate response to data changes [17].

Hadoop MapReduce, although less popular for new deployments, remains a reliable choice
for large-scale batch processing, especially when cost optimization is more important than real-
time performance. Integrating these platforms with message brokers (such as Kafka) provides
resilient data streams capable of handling spikes.

The comparative throughput metrics of these approaches are summarized in Figure 3:
the proposed multi-tier architecture provides higher stable throughput at equivalent resource
budgets, outperforming the best baseline by approximately 34%, which we believe explained
by (i) reduced 1/O through columnar formats and predicate pushdown, (ii) minimized network
shuffles through partition-aware operators, and (iii) selective in-memory caching of popular
functions and model artifacts.

Optimizing the data input and transformation process is another important factor in improving
efficiency. Preprocessing data at the edge, closer to its source, reduces the amount of information
that needs to be transferred and stored.




333

Aemomamu3osani cucmemu ynpaeiinua ma npuinaou asmomamuxu. 2025. Ne 4 (187)

This can include basic filtering, deduplication, compression, and data enrichment before it
reaches the main processing cluster. Within the cluster, minimizing data movement between
nodes, reusing intermediate computation results, and applying predicate pushdown techniques
help reduce latency and resource consumption.

Data Processing System Throughput
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Fig. 3. Efficiency of different data storage formats

Caching frequently used datasets or machine learning model artifacts in memory speeds up
repeat queries, especially in scenarios where analytical models must be continuously applied
to incoming data streams (the layered placement of these optimizations is shown in Figure 1).

Managing the data lifecycle in the cloud ensures optimal use of storage and processing
resources over time. Implementing policies for automatic expiration, archiving, and data
compression prevents systems from becoming overloaded with stale or redundant data.
In addition, monitoring tools that track storage usage, processing throughput, and task execution
times provide the basis for fine-tuning system parameters and proactively eliminating bottlenecks
before they impact performance.

Security and reliability also play an indirect but important role in efficiency. Data encryption
during storage and transmission should be implemented without excessive processing overhead.
Fault tolerance mechanisms such as replication and monitoring prevent costly re-computations
after failures, ensuring system stability during heavy loads. In the context of cloud deployments,
geographic redundancy and disaster recovery strategies can be optimized to balance cost and fault
tolerance, ensuring the continuation of critical workloads even under adverse conditions.
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An example of the application of these principles can be seen in a cloud-based system
for real-time detection of misinformation. In such a system, high-performance data collection
services capture text and multimedia content from multiple social media APIs, storing the input
data in partitioned, compressed columnar formats in a distributed object store.

Stream processing mechanisms apply natural language processing models to classify
content as legitimate or manipulative in near real time. At the same time, historical batch analysis
identifies long-term trends and patterns in disinformation campaigns. Efficiency is achieved by
caching intermediate natural language processing results, compressing
less frequently accessed data into archive tiers, and dynamically scaling computing resources
to handle peak data volumes. This architecture not only maintains high accuracy and throughput,
but also provides cost efficiency by allocating resources according to real-time demand
(the complete layered structure is shown in Fig. 1; performance results are summarized in Fig. 3;
storage format effects are detailed in Fig. 3).

While misinformation detection is a compelling example, the same efficiency-enhancing
techniques can be applied across a wide range of domains, from predictive maintenance in
industrial systems to fraud detection in finance. By combining optimized storage solutions,
high-performance distributed processing, intelligent data lifecycle management, and resource-
aware scale-, cloud platforms can meet the growing demands of big data applications without
sacrificing performance or incurring excessive costs.

Conclusions

Improvements in the efficiency of storing and processing big data in cloud platforms are the
result of the combined influence of factors such as data placement based on storage requirements,
columnar formats with pushdown and compression, and distributed computing with streaming
priority,  supported by adaptive capacity = management based on  usage.
These experiments show that structuring pipelines according to a multi-level scheme
of collection, streaming processing, distributed storage, and analysis allows each optimization
to be focused where it has the greatest effect, which in turn improves throughput for real-time
workloads such as misinformation detection (see Fig. 1).

In this architecture, the choice of file format significantly affects both cost and speed.
A comparative analysis shows that columnar formats (Parquet, ORC) reduce data volume and
reading time compared to row-based alternatives, enabling faster analytical scanning and
less 1/0 per analysis (see Fig. 2).

These observations are consistent with independent empirical findings that analyze Parquet
and ORC under modern workloads and hardware, highlighting their efficiency in space utilization,
predicate transfer, and selective access. The processing results also indicate that moving low-
latency stream engines to the center of the pipeline changes the performance boundaries:
continuous state operators keep data "hot" in memory and minimize costly reshuffling, delivering
higher sustained throughput on social media-typical streams with sharp spikes in input. In the
demonstrated tests, the proposed multi-level design outperformed the best baseline by
approximately 34 % in terms of records per second with comparable resource budgets (see Fig. 2).
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These advantages are consistent with the capabilities reported for modern stream processors
and stream frameworks [10] — exactly-once state processing, event-time semantics, and
millisecond-scale paths combined with efficient sources and sinks. Three directions stand out for
the future. First, deepening format-aware operators, such as wider use of column statistics, Bloom
filters, and dictionary encoding to further reduce scan volume in multi-tenant clouds, building on
empirical recommendations now available for internal Parquet and ORC components. Second,
expanding streaming execution modes that minimize end-to-end latency for stateful connections
and windowed aggregations while preserving exactly-once guarantees; new "continuous” paths in
core frameworks point to practical routes for millisecond-scale analytics. Third, integrate cost-
adaptive storage tiers and serverless queries as first-class planning constraints so that planner
decisions explicitly weigh time to information and cost per TiB, made increasingly feasible by
automatic tiering and pay-per-scan services.

Together, these steps will fortify cloud data platforms for the next wave of data
growth while maintaining the flexibility needed for critical use cases such as
real-time misinformation detection [11, 12, 16].
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METO/M 35EPITAHHS 1 OBPOBJIEHHSI BEJTUKUX JJAHUX
YV 3ABJIAHHAX BUSIBJAEHHSA JE3IH®OPMAIIIL

IIpeameTom nocainskeHHsI € METOM Ta IHCTPYMEHTH, IO CHPUSIOTH BUCOKOIPOAYKTHBHOMY, MacIITabOBaHOMY I
HaJifHOMY aHajli3y JaHMX y XMapHHX CEpelIOBHINAX ISl BHUSBICHHA JAe3iHpopMalii B peKUMi peaJbHOTO Yacy.
Meta craTTi— IOCHIANTH W OLIHWTH METOAM MiJBUINEHHS e(EeKTUBHOCTI 30epiraHHs Ta OOpPOOJEHHS BEIMKHX
00CSTriB TEKCTOBOI, MyJIbTUMENiHOT iH(pOpMamii i JaHWX COLaJbHUX MEpPEeX y XMapHUX iH]pacTpyKrypax i3
3aCTOCYBaHHSIM BUSBIICHHs Je3iHdopMaiii B peXuMi peanbHOro 4Yacy. 3aBAaHHS: OLIHHTH apXiTEKTypH
PO3MOALICHOro 30epiraHHs Ta CTOBMYACTI (popMaTH maHuWX i ePEeKTHBHOI iX OpraHizailii; BU3HAYUTH CTpaTerii
CTHCHEHHS Ta MeXaHI3MH KEUIyBaHHS ISl 3MECHIICHHS HAKJIaJHUX BUTPAT BBEICHHS-BHUBEICHHS; MPOAHANI3yBaTH
MaciitaboBaHi (ppeiiMBOpKM OOpOOJICHHS IS IMOTOKOBMX 1 IAKETHHX pPOOOYHMX HABAHTAKCHb, BHMIPATH
MPOAYKTUBHICTH CHCTEMH, MACIITa00OBAHICTh 1 EKOHOMIUHY e()eKTHBHICTh y CIICHApisIX BUSABJICHHS Ne3iHpopmarii B
pexumi peanbHOTO yacy. MeToau: TOPIBHSUIBHUM aHami3 Qopmarie 306epiranns (Parquet, ORC, Avro, JSON),
ITOPUTMIB CTHCHEHHS (Snappy, Zstandard) Ta po3nonineHnx (GpperMBOpKiB 00pobnenns (Apache Spark, Apache
Flink); ouiHtoBaHHS TPOMYKTHBHOCTI TNependadac BUMIPIOBaHHS IPOIMYCKHOI 3MAaTHOCTi, aHANi3 3aTPUMOK i
OIIiIHIOBaHHS BUTPAT 3 BUKOPHCTAaHHAM XMapHOI iHPPACTPYKTypu 3 OaraTopiBHEBUM 30epiraHHAM i KOHBEEpaMH
MOTOKOBHX JaHuX. JlocArnyTi pe3yabTaTu. OLIHEHO BIUIMB apXiTEKTYp PO3MOALIEHOr0 30epiraHHs, CTOBITYACTHX
(opmarTiB 1aHMX, CTpaTerii CTUCHEHHs, MEXaHI3MIB KellyBaHHS il MacmTaboBaHux (hpeMBOpKIB 00poOIeHHS Ha
MPOJYKTUBHICTh, MAaCIITA0OBaHICTh 1 EKOHOMIUHY e(eKTUBHICTh cucTeMH. Li mixoau npoieMOHCTPYBaIN CYyTTEBE
MOKpALICHHS MPOIYCKHOT 3/1aTHOCTI Ta HAJIMHOCTI B CIEHApisSX BEIMKOMACIITAOHOTO MOTOKOBOTO W MAaKETHOTO
00po0IIeHHSI, OCOOJIMBO i Yac BHUSBICHHS Je3iH(OpMAIlil B peXUMI peallbHOro yacy. Pe3ynbraTel AoBeNHd, IO
CHCTeMa MOJKe IIBHU/KO aIaNTyBaTUCA JIO MiKiB HABaHTa)KeHHsI JaHUX, HIATPUMYBaTH BUCOKY TOUHICTb BUSBJICHHS Ta
3HW)KYBATH eKCIUTyartaliiti Butpatu. BucHoBku. [TinBuieHHs: eeKTUBHOCTI 30epiraHHs Ta 0OPOOJICHHS BETUKHX
JMAHUX Yy XMapHHUX IUaTgopMax BUIUIMBAE 3 IHTETpamii CTOBMYACTHX (POpMaTiB 31 CTUCHEHHSIM i MOMIIUBOCTSIMHU
pushdown y ToeTHaHHI 3 Opi€EHTOBAaHMMH Ha TOTOKH po3momineHumu obumcieHHsmu. lllaposa apxitekrypa, mo
OXOIUTIOE TIPUHOM TaHUX, TOTOKOBE 00POOIICHHS, PO3IIO IiIeHe 30epiraHHs i aHAITHKY, 3MEHIITy€ BUTPATH BBEICHHS-
BUBEJICHHS Ta 3017blIy€e HACKpPI3HY INPOIYCKHY 3AaTHICTh /I CLEHapiiB peanpHoro vacy. OmiHKa IEMOHCTPYE
MOKPAIIECHHS MPOITYCKHOI 3/[aTHOCTI NPUOIN3HO Ha OJHY TPETHHY HOPIBHSHO 3 0a30BUMH CHCTEMaMH, L0 POOHUTH
iAxig 1o0pe IpUAaTHUM U pOOOYHNX HABAHTAKEHB, UYTIIMBUX JI0 3aTPUMKH, TAKUX SK BUSABJICHHS Je3iH(GOpMaIlii.
Onrtumizaris 3 orysiry Ha opMaT, IOTOKOBA Iepeiadya 3 HU3bKOIO 3aTPUMKOIO Ta aJIalITUBHE YIPABIIHHS EMHICTIO €
OCHOBHUMH PYIIISIMU MPOJAYKTUBHOCTI CYYaCHUX XMapHUX IIaT(hopM JaHHX.

KirouoBi cioBa: Benuki maHi; XMapHi OOYHCIICHHS, PO3MOIICHI CHCTEMH; aHANi3 JaHUX; ONTHMI3allis
CXOBHIIIA; MAalIMHHE HABYaHH:; MacIITa00BaHICTh; Ae3iH(popMallis; (eHKoBI HOBUHH.
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