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THEORETICAL-ALGEBRAIC BASICS
OF EVOLUTIONARY TEST SYNTHESIS
FOR GATEWAYS COMPONENTS OF HIGH-DENSITY IOT SYSTEMS

Relevance. The modern Internet of Things (loT) paradigm is undergoing a fundamental transformation, shifting from simple
telemetry collection networks to complex, High-Density loT ecosystems, where Intelligent 10T Gateways play a pivotal role.
The architectural heterogeneity creates a "state explosion™ problem, where the space of possible configurations and failure scenarios
exceeds the capabilities of traditional deterministic testing methods, which are unable to effectively detect deeply hidden
vulnerabilities. Object of research: processes of automated synthesis of diagnostic tests and reliability verification for multi-layer
heterogeneous components of intelligent loT gateways. Purpose of the article: development of theoretical foundations and
a mathematical model for evolutionary test synthesis for intelligent 10T gateways. Research objectives: formalization of the adaptation of
genetic algorithms to the specifics of 10T architecture; improving the efficiency of critical defect detection. Research methods:
apparatus of the theory of universal algebras and category theory. Research results. The article proposes and mathematically
substantiates a generalized model of test synthesis based on the use of a pair of universal algebras describing the test scenario space
and evolutionary operators. An extended conceptual apparatus is introduced and systematized, mapping population genetics
terminology to the field of technical diagnostics of cyber-physical systems. The existence of a homomorphism between algebraic
models of classic genetic algorithms and vulnerability search processes in 10T devices is proven. A test synthesis method based on the
mathematical apparatus of modern algebra has been developed. The application of category theory to describe morphisms between
gateway state spaces and evolutionary operators is substantiated, guaranteeing the correctness of test set transformations.
Conclusions. The proposed approach allows to create a universal testing methodology that provides a significant increase in code
coverage and defect detection. Scope of application of the obtained results: computer-aided design and diagnostics systems for 10T,
testing platforms for cyber-physical systems, development of toolkits for QA engineers in the Embedded Systems and Edge Al fields.
Keywords: Internet of Things; intelligent gateway; genetic algorithms; universal algebra; category theory; test synthesis.

Introduction

Statement of the problem

The evolution of digital ecosystems over the past
decade has been characterized by unprecedented growth
in the number of connected devices that form the global
infrastructure of the Internet of Things (1oT). According
to analysts' forecasts, the number of active loT
connections continues to grow exponentially, transforming
industry, healthcare, and urban infrastructure within the
concepts of Industry 4.0 and 5.0. The central hub that
provides functional compatibility, security, and
manageability in these heterogeneous networks is the
Intelligent loT Gateway. Unlike traditional network
bridges, modern gateways are complex computing
platforms that integrate routing, protocol conversion,
cryptographic protection, and edge analytics (Edge Al)
functions [1].

The architectural complexity of such devices creates
unique challenges for ensuring their reliability.
The gateway must simultaneously handle thousands
of concurrent connections through various physical

interfaces (Ethernet, Wi-Fi, BLE, Zigbee, LoRa, etc.),
manage message queues (MQTT, AMQP), maintain data
integrity during power outages, and withstand
cyberattacks. This multidimensionality of the system
state space leads to a phenomenon known as "state
explosion”, which makes exhaustive testing physically
impossible and economically impractical. As noted in [2],
traditional test generation methods focused on
deterministic digital circuits are powerless against
the dynamic nature of the 1oT.

Research confirms that critical failures in such
systems often arise from complex temporal correlations
and resource contention when processing asynchronous
interrupts [3], or require the reproduction of specific,
deep sequences of network packets that cannot be
generated by stateless fuzzing methods [4].

Therefore, there is a pressing scientific need to
develop new, intelligent methods for automated test
synthesis that can effectively explore the solution space
and identify critical vulnerabilities within an acceptable
time frame. The most promising direction is the use
ofevolutionary  computing, in  particular  genetic
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algorithms (GA), which demonstrate high efficiency in
optimization tasks where the device under investigation is
presented as a "black box". However, the direct,
unadapted application of classical GAs for testing
gateways faces problems of premature convergence,
generation of syntactically incorrect tests, and low
learning speed. Solving these problems requires the
creation of a rigorous theoretical basis that will allow
formalizing the process of adapting biological metaphors
of evolution to engineering tasks of technical diagnostics.

Analysis of recent research and publications

The issue of testing 10T systems and the application
of evolutionary methods is the subject of active research
by the global scientific community. Systematic literature
reviews in recent years indicate a transition from testing
individual components to comprehensive end-to-end
testing that covers devices, gateways, and cloud platforms.

Researchers Minani et al. [2] propose testing
taxonomies that take into account the heterogeneity and
distributed nature of 10T, but note the lack of formalized
methods for automatically generating test data that would
take into account the semantics of protocols.

Considerable attention is paid to the use of genetic
algorithms for cybersecurity tasks in 10T, in particular for
intrusion detection. Works [5-8] demonstrate the
successful application of GA for optimizing neural
network parameters (CNN, LSTM) and feature selection
in attack detection systems. However, these studies focus
primarily on traffic classification rather than on the
generation of test scenarios capable of causing system
failure, which is the goal of stress testing and fuzzing
(the introduction of invalid, inappropriate, or randomly
generated inputs).

The theoretical aspects of formalizing complex
systems are considered through the prism of algebraic
approaches and category theory. Studies [9, 10]
demonstrate the effectiveness of algebraic methods for
verifying arithmetic schemes and synthesizing program
invariants. The application of category theory to model-
based systems engineering (MBSE) and architecture
modeling is discussed in [11]. The authors argue that
category theory provides a powerful toolkit for describing
the composability of systems, allowing the interaction of
components to be modeled as morphisms. However, as
noted in the work, there is a gap between abstract theory
and engineering testing practice, especially in the context
of evolutionary methods.
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Thus, the task of creating a mathematical model that
combines the heuristic power of evolutionary algorithms
with the rigor of algebraic structures for the purposeful
synthesis of tests for complex loT gateways remains
unresolved.

The aim of this work is to develop the theoretical
foundations and mathematical model of evolutionary test
synthesis for intelligent 10T gateways based on the use of
universal algebra and category theory to formalize the
processes of adapting genetic algorithms to the multilayer
architecture of cyber-physical systems.

Main material

1. Correspondence of evolutionary theory
conceptual frameworks and technical diagnostics

Genetic algorithms are a class of stochastic search
and optimization methods based on the mechanisms of
natural selection and genetics. For the correct application
of this mathematical apparatus in the field of technical
diagnostics, it is necessary to establish a clear
isomorphism between biological entities and the objects
of testing of intelligent gateways.

Classic GAs, which operate on fixed-length bit
strings, are ineffective for loT gateways due to their
complex heterogeneous structure. The gateway operates
with data at different levels of abstraction: from physical
parameters (RSSI signal level, battery voltage, etc.)
to high-level data structures (JSON objects in the
MQTT protocol, binary CBOR format in the CoAP
protocol [12]). Therefore, the concept of an "individual"
in a test population must be transformed from a simple
vector to a complex, hierarchical data structure that
describes the scenario of interaction with the system.

Analysis of the structure of smart gateways and the
specifics of their testing [1, 2] allows us to form
an extended list of terminology correspondences, which
is the basis for further formalization, the main concepts
of which are given in Table 1.

The specificity of 10T requires the introduction of
new concepts that are absent in classical digital automata
theory. In particular, the concept of a "multi-protocol
chromosome"” describes a scenario that includes
a sequence of actions in different protocols (for example,
receiving data via Zigbee and sending via MQTT), while
an "energy phenotype" reflects an energy consumption
profile that is critical for battery-powered devices.
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Table 1. Systematization of the correspondence between the concepts of population genetics and test diagnostics of 10T systems

The concept of The concept of loT technical Interpretation and implementation in the context of the gateway
genetics diagnostics

Allele Permissible set of parameter values | A set of valid and invalid values for a specific gateway component

Gene Elementary test impact parameter Atomic configuration within a scenario

Chromosome Parameter vector / Test set Complete, ordered specification of a single test case

Genotype Coded representation of the test Data structure subject to genetic operations

Phenotype System behavior under load Observed gateway response to the test

Population Set of tests A set of test scenarios executed in parallel or sequentially at the
current stage of evolution (generation)

Fitness Test effectiveness / Coverage Numerical metric that aggregates: code coverage percentage, number
of detected failures, degree of resource load

Mutation Parameter modification Stochastic change of values: bit inversion, change of numerical
values, substitution of data types

Crossover Combination of scenarios Creation of a new test by recombining parts of parent scenarios

Locus Parameter location in the structure | Semantic binding of a gene to a specific gateway component

2. Development of evolutionary test
synthesis mathematical model

To ensure the rigour of transferring evolutionary
search methods to the field of diagnostics, it is proposed
to use the apparatus of universal algebra. This allows us
to abstract from the specific physical nature of signals
and work with generalised operations on sets, which is
particularly relevant for heterogeneous systems [10, 13].

Let us define an algebra as a pair (M,D), where

M is the algebra carrier (a non-empty set of elements),
and D is the signature (a set of operations of a given
arity). It is proposed to describe the process of
evolutionary test synthesis using a system of two
interrelated algebras:

1. Algebra of scenario generation (individual level)
A'(M],D]), where M ={c;,...,c;,....c,} — is the set

of all n acceptable and unacceptable input vectors

(test sets) for the gate; the elements of this set are

chromosomes ¢, ; Df:{dlz;l,d;j,...,d[rl} — signature

containing generation operations (df), unary mutation

operations (d;.), binary crossover operations (d;') and

other specific operators (e.g., translocation).
2. Algebra of population evolution (population

level): A} (M;,D; ), where M] — the set of all possible
subsets of tests (populations); D; ={d/’,d;? d;’}

selection, reproduction, and reduction (selection of the
best) operations.
Similarly, a classical genetic algorithm can be described

by a pair of algebras A (M;,D}) ma A (M,.,D;).

The key idea of the proposed approach is to establish
homomorphism. f: Al — A" Ta f,: Al - A

The presence of homomorphism guarantees that
applying an abstract genetic operator (e.g., bit string
crossover) to the test model corresponds to a correct
operation in the real space of gateway parameters
(e.g., correct merging of protocol configurations),
which generates a valid test for execution. If this
principle is violated (e.g., crossover creates a packet
with an incorrect checksum that is rejected by the driver),
then homomorphism is absent, and the efficiency of the
algorithm degrades to a random search.

For a more in-depth modeling of structural
relationships, we suggest using category theory [11, 14, 15].
This allows us to consider the testing process as
a mapping between categories of states.

Let K, is a category where ObK, objects are the
states of the gate during testing (memory configurations,
queues, registers, etc.), and the morphisms Mor K, are
transitions between states caused by test influences.
Let Kg, — be the category of the evolutionary process,

where the objects ObK_, are test populations, and the
morphisms Mor K, are evolutionary transformations.
The existence of a functor F=(K,,K;) allows us to

automatically translate fitness function optimization
strategies into strategies for finding paths to erroneous
system states.

The conclusion about the nesting of categories is
particularly important. If we consider the category

of simple tests K, (changing one parameter) and
the category of complex stress tests K, (simultaneous

change of a group of parameters), then K,  is
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a subcategory of K, . This theoretically justifies the

advantage of genetic algorithms operating in space K,

(with macro-mutation operators) over local search
methods, as they are capable of detecting complex,
correlated defects that are unattainable for simple
morphisms.

3. Application of universal algebras and category
theory for creating test synthesis methods

Based on the developed mathematical foundation,
a number of modified test synthesis methods adapted
to the specifics of 10T gateways are proposed.

Heuristic combination method. Given the high
uncertainty of loT environment behavior, no single
heuristic (e.g., bit inversion alone) can guarantee
effective vulnerability discovery. The method of
combining heuristics is described by an extended

signature D” of A®(M®,D®)algebra, which includes

a set of heterogeneous heuristics d,”,d;,...,d” based
on mutation, crossover, and other
D® ={dS,d;,....ds}. )

The algorithm adaptively selects an operator at each
step based on its current effectiveness (probabilistic
approach). For the specifics of gateways, it is proposed to
use a specialized combined crossover operator with
translocation. The principle of its operation is as follows:
during crossover, one of the offspring receives part of the
genes from the first parent (inheritance), and the other
part — inverted or logically opposite values from the
second parent (entropy introduction). When applied in the
loT field, this allows for the automatic generation of
"contrast” load scenarios. For example, the system
simultaneously attempts to transmit valid critical priority
data via MQTT and a stream of damaged packets via the
CoAP interface. This approach effectively detects errors
in the prioritization and isolation mechanisms of
processes in the gateway operating system.

A test synthesis method that takes into account
a priori information about the structure. One of the
main problems with applying classical GAs to network
protocols is the destruction of data structure. Simple
crossover operators break bit strings at arbitrary
locations, leading to a violation of the integrity of
JSON/XML structures or checksums (CRC). Such tests
are rejected by the gateway's input parsers even before
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the main
ineffective.
To solve this problem, a hierarchical chromosome
structure with the introduction of control genes is
proposed. The chromosome is represented as a tuple:

C= <Gctl ! Gdata> ! (2)

logic is executed, which makes testing

where G, — higher-level control genes that determine

testing strategy; G, — information genes containing

specific parameters.
A structurally adaptive crossover operator dg,, is

also introduced, which allows breaking a chromosome
exclusively at the boundaries of logical blocks (between
the header and body of a packet, between configuration
records, etc.). This guarantees that the test remains
syntactically correct when its semantics change, ensuring
that the test penetrates deeply into the logic of the device.

Evolutionary method on parallel computing
structures. Testing loT gateways is an extremely
time-consuming process. A single test can take from
seconds to minutes due to the need to wait for network
timeouts and system stabilization. Thus, sequential
execution of a population of 100 tests can take hours.

The algebraic model is extended by introducing

parallel operations. Let algebra A”(M”, D”) be given,

the operation of evaluating the fitness y(x) of

an individual x, which is the most computationally
complex, is transferred to parallel streams. In the
proposed method, the population P, is divided into

subsets {Pt,l,...,Pt_k}, which are processed by

independent nodes in a cloud or fog environment.

Each node emulates a virtual instance of the
gateway or interacts with a separate physical interface of
the test bench. The central orchestrator performs only
selection and reproduction operations. This allows for
nearly linear acceleration of the test synthesis process,
which is critical for ensuring continuous integration
(CI/CD) in loT development [16].

Method based on evolutionary strategies. Many
parameters of gateway operation are continuous rather
than discrete in nature: supply voltage level, processor
temperature, time intervals for maintaining persistent
connections, sensor thresholds, etc. For such parameters,
the bit representation of classical GA is unnatural and
inefficient. A method based on evolutionary strategies is
used, where a chromosome is a vector of real numbers.
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The mutation operator is implemented by adding a random
variable x, with a normal distribution to each parameter:

x=x+N(0,0,), (3)
where o, — the mean square deviation (mutation step),

which is also part of the genotype and adapts during
evolution (self-adaptation).

This allows for hardware-level stress testing
by finding the limit values of parameters (for example,
the minimum permissible voltage at which the gateway
still functions but begins to allow errors in writing
to flash memory), which is impossible to do using
combinatorial logic methods [17].

Test synthesis using non-homologous
chromosomes. Gateways work with variable-length data
streams (message queues, fragmented IP packets). Classic
crossover works with chromosomes of fixed length
(homologous), which limits its applicability. The concept
of non-homologous chromosomes with different lengths
and structures is introduced.

In this case, it is proposed to apply a modified
crossover algorithm with a correction phase:

1. Selection of breakpoints at arbitrary (even
asymmetrical) locations on the parent chromosomes.

2. Exchange of sections, which leads to a change
in the length of the offspring.

3. Correction phase:

— if the length of the offspring exceeds the
permissible  MTU (Maximum Transmission Unit),
truncation or fragmentation of the packet is performed;

Algebraic Space
(Evolution Process)

Population of Tests

Chromosome Structure

Control Data
Genes Genes

(Strategy + Payload)

Evolutionary Operators
« Selection
« Structural Crossover
+ Gaussian Mutation
+ Length Correction
* Reproduction

Decoding
(Mapping)
——

Feedback Loop
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— if the length is insufficient (mandatory fields are
lost), neutral fillers are added. This approach allows for
the evolutionary study of specific classes of
vulnerabilities, such as buffer overflows and attacks
on packet fragmentation mechanisms.

4. Test synthesis based on the mathematical apparatus
of modern algebra

Integrating all the methods we've looked at lets us
build a single, generalized test synthesis scheme for smart
gateways (Fig. 1).

The process is described as an iterative procedure
in the multidimensional space of gateway states,

controlled by a multifactorial fitness function ().

The formula for the fitness function for the loT
gateway looks like this:

,LI(X)=W1 ’ Scov +W2 ' Edetect +W3 : Rusage _W4 'Texec (4)

where S, — code coverage or protocol state space
coverage; E,.. — the weight of the detected errors

(depending on their criticality); R — peak resource

usage
usage (memory, central processing
stimulates the search for DoS attacks; T,

exec

unit), which
— penalty for
test execution time (to optimize the length of the set);

w, i=14 — weight coefficients that can be adjusted

depending on the testing objective.

Gateway State Space
(Physical Execution)

Intelligent Gateway
« Protocols (MQTT, CoAP)
« CPU, RAM, Flash Storage
« Security Module (TPM)
« Network Interfaces
« Data Aggregation Logic

St —\h-T:&nwlwow,

Monitoring & Telemetry
« Code Coverage
« Detected Errors
+ Resource Usage Peaks
« Execution Time

Fitness Function Evaluation

Fig. 1. Generalized scheme of test synthesis based on an algebraic approach
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As a result of the analysis, the following generalized
algorithm for synthesizing tests for loT gateway
components is proposed:

1. Initialization. Formation of the initial population
of scenarios using templates and taking into account the
structure (2).

2. Evaluation. Parallel launch of tests on digital
twins or physical devices. Collection of metrics via
telemetry interfaces (4).

3. Selection. Selection of tests that caused anomalies
or reached deep branches of the code.

4. Recombination and mutation. Application of
an adaptive set of operators (1) from algebra A",
including combined crossover and mutations of
evolutionary strategies (3) for physical parameters.

5. Correction. Restoration of the structural integrity
of tests for non-homologous chromosomes.

6. Termination condition. Achievement of the target
reliability level or exhaustion of the time budget.

100

925
88.5
85.7
82.0
80
75.2
69.7
60
531
49.2
40
20
0

Protocol Adapter Data Aggregator

Coverage (%)

Fig. 2. Comparison of gateway component coverage

Thus, for the protocol adapter, the best coverage is
92.5%, which is explained by the use of a structurally
adaptive crossover that preserves the syntactic
correctness of packets. For local storage and network
interface, the coverage also exceeds 89%, which indicates
the successful operation of evolutionary strategies with
real numbers when testing resource constraints.

An important aspect is not only the final result, but
also the speed at which it is achieved. Figure 3 shows the
generalized dynamics of the testing process, averaged
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Research results and their discussion

Security Module

To experimentally verify the proposed model,
a software package was developed that implements
adapted genetic algorithms. Testing was performed on
a model of an intelligent gateway with heterogeneous
interfaces operating under realistic load conditions [18].

The effectiveness of the proposed method was
evaluated in comparison with three existing approaches:

— classical random testing [19-21];

— testing based on rules created by experts (heuristic
expert) [22, 23];

— methods based on state-of-the-art FSM models
[4, 24, 25].

Fig. 2 shows comparative histograms of the final
error coverage for five key gateway components.

Analysis of the diagrams shows a significant
advantage of the proposed method for all system
components.

93.0
89.0
Testing Method
Random Testing
Heuristic (Expert)
=== State-of-the-Art (FSM/Model)
mmm Proposed Method

Network Interface Local Storage

across the entire system. The graph shows that the
proposed method is characterized by the steepest slope
in the initial stages (0-40% of the process duration).
This indicates the high convergence speed of the algorithm
due to the use of a priori information about the gateway
structure. While random testing methods show almost linear,
slow growth, the proposed approach quickly reaches a
coverage level of over 90%. The use of non-homologous
chromosomes made it possible to avoid the population
stagnation observed in the heuristic method graph.
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100

Coverage (%)

0 20 40
Process Duration (%)

Fig. 3. Generalized dynamics of gateway component coverage

Thus, experiments confirm that algebraic
formalization of the test synthesis process provides
a significant increase in code coverage and defect
detection compared to random search and static
analysis methods.

Conclusions
and prospects for further development
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1. A theoretical algebraic model for synthesizing
tests for intelligent 10T gateways has been developed
and substantiated, based on the use of a pair of
universal algebras (scenario generation and population
evolution). This made it possible to formalize the
process of testing complex heterogeneous systems and
prove the mathematical correctness of transferring
evolutionary computing methods to the field of
technical diagnostics.

2. An extended classification of concepts
(gene-parameter,  chromosome-scenario,  phenotype-
behavior) has been proposed, which, unlike classical
approaches, takes into account the specifics of loT:
multi-protocol, energy dependence, real-time operation,
and variable data formats.

3. The effectiveness of using a combination of
heuristics and combined crossover to overcome local
extrema when searching for vulnerabilities has been
proven. It has been shown that the introduction of
structural constraints (control genes) and chromosome

Random Testing (52.3%)

Heuristic (Expert) (74.1%)
== = State-of-the-Art (FSM/Model) (87.2%)
=== Proposed Method (91.1%)

60 80 100

length correction mechanisms significantly increases the
percentage of valid tests in the population, allowing
computational resources to be focused on verifying
the deep logic of the gateway.

4. The practical implementation of the proposed
methods on parallel computing structures solves the
problem of critical time constraints when testing
high-density networks, ensuring the scalability of the
diagnostic process and the possibility of integration
into modern development pipelines.

The theoretical and algebraic solutions obtained in
this work and the proven effectiveness of evolutionary
test synthesis create a fundamental basis for the transition
from disparate testing tasks to the creation of
a comprehensive methodology. The priority direction for
further scientific research is the development of methods
for component and integral diagnostics of the intelligent
gateway of the peripheral layer of a multi-density 1oT.
The implementation of this direction involves solving
two interrelated classes of problems:

1. At the level of individual gateway subsystems
(components), further work will focus on deepening
the specialization of evolutionary operators to take
into account hardware specifics (development of
methods for generating stress tests for the gateway's
neural processing units (NPUs), creation of adaptive
scenarios for testing the physical level in conditions
of high signal interference characteristic of dense
LoRaWAN, ZigBee, Wi-Fi 6, etc. networks).
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2. Development of integral diagnostics methods
(detection of defects that arise exclusively during the
interaction of correctly functioning separate components
(taking into account resource collisions, inter-level
tracking of error propagation).

Thus, the proposed algebraic approach creates
a reliable foundation for the implementation of new
directions, since its abstract nature allows expanding
the signature of operations without changing the overall
architecture of the method.
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TEOPETUKO-AJITEBPATYHI OCHOBH
EBOJIIOLIMHOI'O CUHTE3Y TECTIB
KOMITOHEHTIB IHTEJIEKTYAJIBHUX HIJIIO3IB
BUCOKOIJIBHUX IOT-CUCTEM

Axmyansuicms. Cyuacua napaouema Inmepnemy peueii (loT) nepeoicusae hynoamenmanvhy mpancgopmayiro, nepexooadu 6io
npocmux Mmepedic 300py menemempii 00 CKIAOHUX, BUCOKOWITbHUX eKocucmeM, Oe KI04o8y poib Gi0ieparoms iHmenekmyanvi
wiio3u. ApximexmypHa eemepozeHHiCmb Wai03i6 nopooxcye npodaemy "kombinamopnoeo sudyxy cmamuig”, Koau npocmip MOMCIUBUX
KoHGhizypayiti ma cyenapiie 6i0M0O8 nepesuuye MONCIUGOCME MPAOUYILHUX OeMepMIHOBAHUX MemOoOi8 Mecny68ants, He 30amHux
eekmusHo susenAmuU 2AUOOKO Npuxosami epasiueocmi. O6’€KmMom O00CHIOHCEHHA € Npoyecu asMoMamu308aHO20 CUHMESY
oiaznocmuunux mecmis i eepughixayii HadiliHocmi Oiia 6a2amowaposux 2emepoceHHux KOMnoHenmie inmenekmyanvhux loT-uino3sis.
Mema cmammi — po3po6aents meopemuuHUX 3acad i Mamemamuytoi Mooeni esonoYitiHo2o cunmesy mecmis 05 iHMEeNeKMYatbHux
wozie 1oT. 3aedanusn docnioycenns: gopmanizayis aoanmayii eeHeMuyHUX anopummis 0o ocodausocmeti apximexmypu loT;
nioBULeHHs. eheKMUBHOCMI BUABIEHHA KPUMUYHUX Oeghekmis. 3acmocoeani memoou: anapam meopii YHIGEPCATbHUX aneeop
i meopii kameeopii. Pezyiomamu 0ocnioxncennsn. Y pobomi 3anponoHo8ano it MamemMamuyHo OOIPYHMOBAHO MOOeNb CUHME3Y
mecmis, AKa 6a3yeEMvbCs HA BUKOPUCMAHKI NAPU YHIBEPCATbHUX aleebp, w0 ONUCYIomb NPOCMIp MeCmosux CYeHapiie ma e8omoyiliHi
onepamopu. Ynposaosiceno il cuCmemMamu308aH0 po3uupeHuti NOHAMIUHULL anapam, wo 8i0MmeoprE 6NPOBAONCEHHST MePMIHON02TT
nonynsyitnoi cenemuxu y cgepy mexuiunoi Oiacnocmuku Kibepizuunux cucmem. [logedeHo HAAGHICMb 20MOMOPQDIZMY
Midic aneedpaiuHuMu MOOenaMU KIACUYHUX 2eHeMUYHUX aneopummie i npoyecamu nowyky epasnugocmetl y loT-winiosax. Pospobdneno
Memoo cunme3y mecmis Ha OCHO8I MAMeMamuiyHo2o anapamy cyyacHoi aneebpu. O6IpyHmosano 3acmocy8anis meopii kamezopiti
0151 ONUCY MOPDI3MI6 MIdHC NPOCIMOPAMU CINAHIE WINIO3Y Ul eBONIOYILIHUMYU ONEPAMOPAMU, WO OAE 3MO2Y 2APAHMYEAmMU KOPEKMHICMb
nepemeopens mecmosux Habopie. Bucnoeku. 3anpononosanuii nioxio cnpusie cmeopennio yHieepcanbHo20 nioxo0y 00 mecmyeanis,
wo 3abesneuye cymmese niosuwjeHHs nOKpumms Kooy i eusenenus oegexmis. Cehepa euxopucmanns OOCAHYMUX Pe3VIbMaAmie:
cucmemu  A8MOMAMU308aH020 NPoekmysanus 1 Oiaenocmuku 0na loT, naamgopmu mecmyeanns Kibep@izuunux cucmem,
Ppo3pobnenns incmpymenmapiio ons QA-inocenepis y cpepi Embedded Systems ma Edge Al.

Kniwouosi cnosa: Inmepnem peueil; iHmeneKmyanbHuil wini03; 2eHeMuyHi aicopummu, YHigepcanbHa anzebpa; meopis

Kamezopiil, cunmes mecmis.
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