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ADAPTATION OF MULTICLASS CLASSIFICATION ALGORITHMS
FOR IDENTIFYING NETWORK-ATTACK TYPES IN ROUTING
PROTOCOLS USING STRUCTURED DATABASES

The subject of the article is the adaptation of multi-class classification algorithms for detecting types of network
attacks in routing protocols. The purpose of the study is to develop and experimentally test the effectiveness
of various deep learning architectures (Dense, CNN, LSTM) in the task of multi-class classification of network attacks,
as well as to evaluate the feasibility of combining them into an ensemble to improve the accuracy
and stability of classification. To achieve the stated goal, the following tasks must be performed: analyze the types
of network attacks characteristic of the routing level and their features; to evaluate the advantages and disadvantages
of traditional and modern attack detection methods, in particular signature, anomaly, and hybrid systems;
to investigate deep learning architectures (Dense, CNN, LSTM) for their suitability for network traffic classification;
to implement individual models and combine them into an ensemble using a voting mechanism. The following
methods were used: deep neural networks of various types, ensemble learning (bagging, stacking, voting),
and analysis of imbalanced data. To test the effectiveness of the models, the UNSW-NB15 dataset was used, which
contains realistic examples of normal and abnormal traffic. The experiments were conducted using modern machine
learning libraries, as well as regularization and normalization to prevent overfitting. Research results. Three neural
network architectures were implemented and tested. The dense model confirmed stable results on aggregated features,
CNN effectively identified local patterns even in the presence of noise, and LSTM ensured the detection
of long-term dependencies in sequential data. The ensemble of models demonstrated higher classification accuracy
compared to individual architectures, reduced the number of false positives, and increased generalizability.
Conclusions. Adapting and combining different deep learning architectures can significantly improve the quality
of multi-class classification of network attacks. The ensemble approach provides resistance to data imbalance and
increases the accuracy of detecting complex attacks. The results confirm the feasibility of using ensembles in
cybersecurity tasks and open up prospects for further research, in particular the integration of models into real-time
systems and the extension of analysis to other types of network threats.

Keywords: network attacks; routing protocols; deep learning; dense neural networks; ensemble learning;
intrusion detection; cybersecurity.

1. Introduction

In today's digital environment, information security is critically important for both
organizations and individual users. With the growth of network traffic, the number of malicious
actions is also increasing, in particular attacks at the routing level, which can lead to data integrity
violations, loss of communication between legitimate nodes, or theft of confidential information
[1]. Attacks that change the routing logic by redirecting packets through malicious nodes or
blocking communication are particularly dangerous. The most common types of such attacks
include DoS, Spoofing, Man-in-the-Middle, Routing Table Poisoning, as well as complex
combined attacks such as Worms, Backdoors, and Shellcode [2].

Despite the availability of modern protection tools, detecting attacks at the routing level
remains a difficult task. This is due to the short duration of attack signs, their similarity to
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legitimate activity, and the high variability of behavior patterns. The lack of effective methods for
detecting such threats can lead to serious theoretical and practical consequences, ranging from
disruption of critical infrastructure to data loss and financial damage. Therefore, there is
a need to create adaptive systems capable of self-learning and effective classification of new types
of attacks.

One promising approach to solving this problem is the use of deep learning methods.
This article examines the effectiveness of an ensemble of neural networks — dense, convolutional
(CNN), and recurrent (LSTM) — for multi-class classification of network attacks based on the
UNSW-NB15 dataset. Combining the advantages of different architectures allows for increased
classification accuracy and robustness in the presence of imbalanced data, as well as the
preservation of results in databases.

2. Analysis of current scientific publications and formulation of the research problem

Scientific publications present a wide range of approaches to the detection and classification
of network attacks [3]. Signature-based IDS systems demonstrate high accuracy in detecting
known threat patterns, but their significant drawback is their inability to respond to new, unknown
types of attacks [4]. Anomaly-based IDS, on the other hand, are capable of detecting unusual
behavior, but have a high number of false positives, which complicates their practical application
[5]. These limitations stimulate the development of hybrid solutions, in particular with the use of
machine learning and deep learning methods.

Deep learning methods, as noted by LeCun, Bengio, and Hinton, allow for the automatic
extraction of features from high-dimensional data without manual intervention, which is
particularly relevant for the classification of complex behavior patterns [6].

However, most studies focus on individual neural network architectures without considering
their combined effectiveness. For example, feed-forward (dense) models work well with
aggregated features but are unable to take time dependencies into account [7].

CNNs effectively extract local patterns even in noisy conditions, but do not always cope with
sequential information [8]. LSTM models preserve temporal context, but have high computational
complexity [9].

Special attention in the literature is paid to the problem of data imbalance, which negatively
affects the quality of classification. Ensemble methods, as shown in Zhou's work, allow combining
the strengths of different models, increasing generalizability and accuracy even on complex multi-
class sets [10].

However, most existing solutions are not adapted to the specifics of the routing layer, where
it is important to process both tabular and sequential data. To test the effectiveness of different
architectures, the UNSW-NB15 dataset was selected, which covers a wide range of attacks,
including Fuzzers, DoS, Shellcode, Reconnaissance, Worms, and others, and is relevant for multi-
class classification tasks in the field of cybersecurity [11, 12].

In summary, recent scientific publications confirm the potential of deep learning in detecting
network attacks, but at the same time reveal a number of limitations: narrow specialization of
models, insufficient adaptation to the routing level, and ignoring data imbalance.
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This creates a need to develop a comprehensive approach that combines the advantages of
different architectures and takes into account the specifics of traffic.

The research problem lies in the need to create an adaptive architecture for classifying network
attacks at the routing level that can effectively work with imbalanced multi-class data, combining
the strengths of different types of neural networks within an ensemble approach.

3. Purpose and objectives of the study

The purpose of the study is to develop and experimentally investigate an ensemble deep
learning architecture that combines dense, convolutional (CNN), and recurrent (LSTM)
neural networks to improve the accuracy and robustness of network attack classification
at the routing level.

The main objectives of the study are

- Toanalyze the types of network attacks characteristic of the routing level and their features.

- To evaluate the advantages and disadvantages of traditional and modern attack detection
methods, including signature, anomaly, and hybrid systems.

- Analyze deep learning architectures (Dense, CNN, LSTM) in terms of their suitability for
network traffic classification.

- Implement individual models and combine them into an ensemble using a voting
mechanism.

4. Materials and methods of research

Methods for detecting attacks in computer networks have historically been divided into two
main categories: signature-based systems and anomaly-based systems. Signature-based IDS work
by comparing traffic with known attack patterns. Such systems are highly accurate in detecting
known threats, but are unable to respond to new or modified attacks.

Anomaly-based IDS are based on studying normal system behavior and detecting deviations.
These methods are capable of detecting unknown threats, but often have a high number of false
positives [13].

Due to these limitations, hybrid methods that combine the advantages of both approaches,
as well as machine learning-based methods, are becoming increasingly popular.

Among the classic ML algorithms used in attack detection, the following can be highlighted:
Decision Trees — interpretable and fast, but prone to overfitting; Support Vector
Machines (SVM) — effective for classification with a clear separation boundary, but difficult to
scale; K-Nearest Neighbors (k-NN) — simple to implement, but slow with large amounts
of data; Random Forest, XGBoost — ensemble models that demonstrate high accuracy
in classification tasks [14].

Despite the effectiveness of these methods, they often require manual feature construction and
do not always cope with high-dimensional or unstructured data. This has led to the need for deep
learning, which can automatically extract relevant features without prior processing.
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Deep learning is a subset of machine learning that allows you to build multi-level models for
automatically extracting relevant features from raw data. Due to their ability to handle
high-dimensional, complex, and fuzzy data, deep learning models are widely used in
cybersecurity, particularly in detecting network attacks.

Below are three types of neural networks that are most commonly used in attack detection.

Dense or Feedforward Neural Networks. These are the simplest and most common
architectures. The network consists of a sequence of dense layers, where each neuron
is connected to all neurons in the next layer.

The structure of a dense neural network is shown in Fig. 1.

Input Layer Hidden Layers Output Layer

Fig. 1. Structure of a fully connected neural network

The main advantage of these models is their versatility. They can work with any tabular data
set, including network traffic.

Dense models learn quickly and are easy to implement, but they have a number of limitations:
susceptibility to overfitting, limited ability to capture spatial or temporal dependencies, and
dependence on high-quality preprocessing of data. To combat this, regularization (Dropout,
L1/L2), normalization, and early stopping are used.

Convolutional neural networks (CNN). Although CNNs are mainly used for image
processing, they have also shown high efficiency in working with tabular and sequential data.
The main idea is to detect local patterns through convolution. The network structure
is shown in Fig. 2.

In the context of network traffic,c, CNN can, for example, detect attack patterns
or recurring patterns in feature sequences.

CNNs use filters that "slide” over the data, automatically extracting key characteristics.
This allows the model to be noise-resistant and reduce dimensionality through pooling.
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Another advantage is the reduction in the number of parameters compared to dense models.
For network traffic, one-dimensional convolutions (Conv1D) are typically used.

Fully
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Feature Extraction Classification

Fig. 2. Structure of a convolutional neural network

Recurrent neural networks (RNN), in particular LSTM. RNNs are designed to process
sequential data. However, classic RNNs have a problem with losing long-term dependencies.
This is solved by the LSTM (Long Short-Term Memory) architecture, which stores
information for a long time using a special structure — a memory cell. The network architecture
is shown in Fig. 3.
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Fig. 3. Recurrent neural network structure

In the context of attack detection, LSTM allows analyzing user or system behavior not based
on individual points, but as a sequence of events. For example, LSTM can detect abnormal activity
that does not occur instantly, but accumulates over a period of time.

LSTM requires input data to be prepared in the form of sequences and scales well as the
number of input features increases. However, it is resource-intensive and requires careful
configuration [15].
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Each of the models described has its own unique advantages that make them effective in
different aspects of data processing. Dense networks are notable for their learning speed and
stability of results, especially when working with tabular or already aggregated features.
Convolutional neural networks (CNN) highlight key features even in the presence of noise or
variations in input data due to their architecture. At the same time, LSTM networks are capable of
retaining information for a long time, which makes it possible to identify long-term dependencies
in the data. That is why this work proposes using an ensemble that combines
the advantages of each of these models. This approach allows for better generalizability, increased
classification accuracy, and resilience to different types of input data.

Ensemble learning is a powerful approach in machine learning that involves combining
several models to improve the quality of predictions. The idea is based on the fact that
a combination of weaker or independent models can give a better result than a single strongest
model. This is especially important in highly complex tasks, such as detecting anomalies in
network traffic. Ensembles allow you to: reduce the probability of model error; reduce the risk
of overfitting; improve generalization on new data.

There are two main types of ensembles: homogeneous ensembles, which include identical
base models, such as Random Forest (an ensemble of decision trees), where each tree is trained on
a different subsample of data; heterogeneous ensembles, which combine different types
of models, such as LSTM, CNN, and Dense neural networks. This combination allows you to
make the most of the different nature of the models: sequence, spatiality, general patterns.

Among the main methods of ensemble learning, we note the following.

1. Bagging (Bootstrap Aggregating): Each model is trained on a random subsample
of training data with replacement. Their results are then aggregated. This approach reduces model
variance and helps avoid overfitting. The most famous example is Random Forest.

2. Boosting: Models are trained sequentially. Each subsequent model focuses on examples
that were misclassified by the previous ones. Boosting significantly reduces bias error. Examples:
AdaBoost, Gradient Boosting, XGBoost.

3. Stacking (stacked generalization): The outputs of several models (first level) are fed into
a meta-model (second level), which learns to make the final prediction. This allows you to learn
the optimal way to combine models.

4. Voting: Each model makes an independent prediction, and the final decision is made: Hard
voting — based on the majority of classes (which is most often predicted); Soft voting — based on
averaged probabilities, which is a more accurate approach when working with probabilistic models
such as neural networks [16].

This work uses soft voting, in which the results of the CNN, LSTM, and Dense models are
aggregated by averaging the probabilities of each class. This allows the "confidence™ of each
model to be taken into account and improves accuracy in cases of ambiguous classification.

Ensembles are particularly effective in cases where models have different architectures and
are trained differently. For example, as mentioned earlier, LSTM captures temporal dependencies
well, CNN captures spatial local patterns, and Dense captures global correlations.
Their combination allows the system to be more flexible and adaptive to different attack patterns.
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In addition, ensembles are important for tasks with imbalanced data, where some classes occur
much less frequently than others. In such cases, single models often overestimate the dominant
classes, while an ensemble allows for a more balanced distribution of "confidence."”

UNSW-NB15 is a publicly available dataset created in 2015 by the Australian Centre for
Cyber Security at the University of New South Wales. Its purpose is to provide a modern
foundation for research in the field of attack detection and evaluation of the effectiveness
of various machine learning algorithms in a realistic network environment [17].

The data was collected using the IXIA PerfectStorm attack generator, which allows you to
create realistic traffic with both legitimate and malicious flows. In total, over 2 million packets
were collected and grouped into 100+ unique features, including: number of packets in the
incoming and outgoing directions; number of bytes; session duration; TCP/UDP flags; statistical
parameters (mean, standard deviation); behavioral indicators (number of connections,
interactions); traffic categories (FTP, DNS, HTTP, etc.).

UNSW-NB15 covers 9 types of attacks and a variant of legitimate traffic: Fuzzers — sending
random data to detect vulnerabilities; Analysis — active scanning, including ports or network
protocols; Backdoors — hidden remote access to the system; DoS — denial-of-service attacks;
Exploits — using known vulnerabilities; Generic — universal attacks on encryption or
authentication; Reconnaissance — reconnaissance and information gathering; Shellcode — injection
of malicious commands; Worms — self-replicating attacks; Normal — legitimate traffic without
malicious actions.

One of the important features of this dataset is class imbalance: for example, the "Normal™ and
"Generic" classes are represented by a significantly larger number of records, while some rare attacks
(such as Worms or Shellcode) occur in only a few dozen examples. This complicates the model training
process and requires the use of special methods, such as class weighting or ensembles.

UNSW-NB15 is often used in research on multi-class classification due to its rich set
of features (especially behavioral ones), wide range of attacks, and proximity to the real-world
conditions of modern networks.

As part of this work, the dataset was pre-processed: duplicates were removed, numerical
values were normalized, categorical features were encoded, and the data was divided into training
and test samples.

The experiments were conducted on a computer with an Intel Core i7-11700F processor
(8 cores, 2.5-4.9 GHz), 32 GB of DDR4 RAM, an NVIDIA GeForce RTX 3060 graphics card
(12 GB VRAM), and Windows 11 Pro operating system. Python libraries were used to implement
the models: TensorFlow 2.13, Keras, NumPy, Pandas, Matplotlib. The models were trained using
a GPU, which significantly reduced processing time and ensured stable results.
All experiments were repeatable, and the code was adapted to run on similar configurations.

5. Research results

5.1. Description of the experimental comparative analysis methodology

To conduct an experimental comparative analysis of the effectiveness of network attack
classification models, a number of quantitative criteria were selected to objectively evaluate the
quality of neural networks.
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The main criteria are:

Accuracy — the proportion of correctly classified examples among all examples.

Recall — the ability of the model to detect all positive examples of a certain class.

Precision — the proportion of correctly classified positive examples among all those classified
as positive by the model.

F1-measure — the harmonic mean between precision and recall, which allows you to take into
account the balance between them.

Confusion Matrix — a visualization of classification results for each class, allowing you to
evaluate the specifics of errors.

Loss Function — an indicator that reflects the level of error in the model during training.

Training and inference time — a technical criterion that allows you to evaluate the
computational efficiency of models.

The quantitative results of the experiments are based on testing the models on the validation
part of the UNSW-NB15 dataset. For each model, the values of the above metrics are calculated
and then compared with each other. In addition, for the ensemble model, the impact of the soft
voting mechanism on the overall classification quality is additionally analyzed.

The sequence of experimental studies was structured as follows:

Preliminary data processing: feature normalization, class balancing, training and test sample
formation.

Training of individual models: dense neural network (Dense) — a basic model for tabular data;
convolutional neural network (CNN) — a model for detecting local patterns; recurrent neural
network (LSTM) — a model for sequence analysis.

Evaluation of the effectiveness of each model: construction of loss and accuracy function
graphs, error matrices, calculation of metrics.

Formation of a model ensemble: combining three architectures using soft voting.

Comparative analysis: comparison of the results of individual models and the ensemble,
determination of the advantages of the combined approach.

This approach allows not only to evaluate the effectiveness of each architecture separately,
but also to test the hypothesis regarding the feasibility of combining them within an ensemble
classification system.

5.2. Data preparation

The UNSW-NBJ15 dataset, which is one of the most modern and comprehensive datasets for
network traffic anomaly detection tasks, was used to implement the experimental part. This dataset
contains both legitimate (normal) and anomalous (malicious) network connection records, which
are distributed among 10 different attack classes.

The experimental study was performed in the Google Colab environment, which allows you
to work efficiently with large amounts of data thanks to free access to GPUs.

The implementation used the Python language platform along with powerful libraries for data
analysis and machine learning, namely: pandas — for processing and manipulating tabular data;
scikit-learn — for preprocessing, data splitting, and building basic models; TensorFlow and
Keras — for building, training, and evaluating deep neural networks [18, 19].
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During the data preparation stage, a series of steps were taken to improve the quality
of model training:

Step 1. Data merging: initially, two dataset files: UNSW_NB15_training-set.csv and
UNSW_NB15_testing-set.csv were merged into a single dataframe to provide a unified processing
system.

Step 2. Removal of irrelevant features: fields that do not contain useful information for the
model or could potentially cause data leakage (e.g., id, label, proto, service, state, attack_cat) were
removed from the data frame. Only numerical and informative traffic features were left.

Step 3. Filling in missing values: all missing (NaN) values in the selected features were
replaced with zeros to avoid errors during model processing and training.

Step 4. Feature scaling: Numeric parameters were normalized using StandardScaler, which
converts values to a range with a mean of 0 and a standard deviation of 1. This is especially
important for neural networks that are sensitive to the scale of input data.

Step 5. Class label encoding: LabelEncoder was used to convert text attack names into
numerical format. This allowed the model to work with labels as categories suitable for
classification.

Step 6. Sample division: the final dataset was divided into training (80 %) and test (20 %)
samples, taking into account stratification by class.

Stratification ensures that the proportions between classes are preserved in each subsample,
which is critical for correct training and evaluation when there is an imbalance between the number
of examples of different classes.

5.3. Building a base model (Dense)

For the initial stage of the experiments, a base model was developed based on a multilayer
architecture (Dense).

This type of neural network works well with tabular data classification tasks and provides
a basis for further comparisons with more complex architectures.

The structure of the built model consisted of the following layers: Dense (128), activation
function — ReLU, L1L2 regularizer (0.02, 0.04) to combat overfitting, weight initializer —
HeNormal; Dropout(0.2) to reduce the risk of overfitting; Dense(64) with ReLU activation;
Dropout(0.3); Output layer Dense(10, activation="softmax’), which corresponds to the number
of attack classes in the UNSW-NB15 dataset.

The Adam optimizer was used for optimization, and the loss function was
sparse_categorical_crossentropy. Training took place over 30 epochs using early stopping based
on val_loss, which prevented overfitting.

Fig. 4 shows the change in accuracy on the training and validation samples by epoch.
It can be seen that the model converges quickly during the first 10 epochs, and then the accuracy
stabilizes.

Already at epoch 15-20, the validation accuracy exceeds 80 %, which indicates the high
generalizing ability of the model.
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Fig. 5 shows the losses. Their steady decline on both samples confirms adequate training
without signs of overfitting or underfitting.
After training was completed, the model was tested on a delayed test sample.
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Fig. 4. Change in model accuracy on training and Fig. 5. Change in the loss function on the
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Fig. 6 shows the confusion matrix, which allows us to evaluate how the model copes with
each class separately. The model best recognizes the Normal, Generic, and Exploits classes, and
slightly worse — DoS and Reconnaissance. The highest number of errors is noticeable among
classes that have fewer examples in the dataset (Shellcode, Worms, Analysis).
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Fig. 6. Classification error matrix for the Dense model




288

Aemomamu3zoeani cucmemu ynpasiinua ma npunaou asmomamuxu. 2025. Ne 4 (187)

Table 1 shows examples of 10 random predictions of the Dense model. It can be seen that in
most cases the model copes with classification correctly, but sometimes confuses DoS with
Exploits or Normal with Exploits.

This is quite logical, since these types of attacks can have similar traffic characteristics, such
as the number of packets, transmission speed, or identical network protocols.

Table 1. Examples of Dense model predictions on random samples

No Expected class Predicted class Match
1 Exploits Exploits True
2 Normal Exploits False
3 Generic Generic True
4 Generic Generic True
5 Normal Normal True
6 Exploits Reconnaissance False
7 Reconnaissance Reconnaissance True
8 Fuzzers Fuzzers True
9 DoS Exploits False

10 Normal Normal True

5.4. Building a recurrent model (LSTM)

To account for the sequential nature of network traffic, a model based on long short-term
memory (LSTM) was implemented — a type of recurrent neural network that allows context to be
stored over time.

LSTM architectures are particularly effective in tasks where the order of input features affects
the result, particularly in cases involving traffic logs or temporal dependencies between packets.

Before feeding the input data into the LSTM model, the dimension of X_train was changed
from a two-dimensional matrix (samples, features) to a three-dimensional one (samples, timesteps,
features), where timesteps = 1.

The architecture consisted of: the first LSTM layer with 64 neurons without sequence return
(return_sequences=False), allowing the use of the following fully connected layer; two Dropout
layers (0.3 and 0.2) to reduce the risk of overfitting; an intermediate Dense(64) layer with the
ReLU activation function (); a final Dense(num_classes, activation="softmax’) layer for multi-
class classification.

The model was compiled using the Adam optimizer, the sparse_categorical_crossentropy loss
function, and the accuracy metric.

Fig. 7 and 8 show the graphs of accuracy and loss function changes for training and validation
samples, respectively.

As in the case of the Dense model, the accuracy curve stabilizes at around 80 %, and the loss
decreases to below 0.5, indicating effective training.

The evaluation on the test sample confirmed the training results: Test accuracy: 0.8047,
Test loss: 0.4842.

Thus, the LSTM model demonstrates a result very close to the Dense model, with a slightly
higher val_accuracy, indicating its stronger generalization ability.
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Fig. 9 shows the error matrix for LSTM. It can be seen that the model classifies the Generic,
Normal, and Exploits classes very well, but has difficulties with less common classes (Shellcode,
Analysis, Worms), which is a typical problem for unbalanced datasets.

Of particular note is the improved recognition of Reconnaissance (compared to Dense),
which indicates better sensitivity to sequential patterns in attack behavior.
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Fig. 9. Classification error matrix for the LSTM model
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Table 2 shows examples of 10 random predictions made by the LSTM model. In most cases,
the model classifies traffic correctly, but there are also false predictions. The most common ones
are mixing DoS and Exploits attack types, as well as classifying Analysis as Exploits.

There is a logical explanation for such errors. In particular, DoS and Exploits can have similar
numerical characteristics (e.g., number of packets, transmission speed, volume of bytes
transmitted), which makes it difficult to distinguish them based on tabular features. In addition,
the model rarely sees Analysis attacks during training, so it tries to "fit" them into the closest
familiar pattern, which is often Exploits.

Table 2. Prediction results for 10 random predictions (LSTM model)

No Expected class Predicted class Match
1 Normal Exploits True
2 DoS Exploits False
3 Analysis Exploits False
4 Generic Generic True
5 Generic Generic True
6 Generic Generic True
7 Exploits Exploits True
8 Normal Normal True
9 Normal Normal True

10 Normal Normal True

These observations are consistent with the error matrix analysis (Fig. 9), which also shows
a high number of incorrect predictions for classes with low representation. This indicates that the
LSTM model, despite its ability to take sequential dependencies into account, remains vulnerable
to class imbalance and less effective at recognizing rare attacks.

Therefore, despite its high overall accuracy, this example demonstrates the need for additional
mechanisms to adapt to imbalanced data or for ensemble learning with other types
of models capable of compensating for these weaknesses.

5.5. Building a convolutional model (CNN)

A convolutional neural network (CNN) was implemented to identify local patterns in the
network traffic structure. Although CNNs are traditionally used for image processing, in this case,
it was adapted to work with tabular data that had been previously converted into a format suitable
for convolutional processing.

The model consisted of a convolution layer (Conv1D), a subsampling layer (MaxPooling1D),
as well as a dense layer (Dense) and a Dropout layer, which reduces the likelihood of overfitting.
In the final layer, the softmax function was used to perform multi-class classification. The model
training lasted 20 epochs. At the final stage, the model achieved an accuracy of 80.16 % on the
test sample, which can be considered a fairly high indicator for the task of multi-class classification
of network attacks. The loss function value was 0.5003.

Fig. 10 shows that the accuracy of the model steadily increased during training.
The initial accuracy value was within 0.74, and after a few epochs, the model achieved
over 0.79 on the validation sample. This indicates that the model learns well and does not
lose its ability to generalize.
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The graph in Fig. 11 shows a gradual decrease in losses on both training and validation data.
There are no sharp jumps or discrepancies between the curves, which confirms the stability
of the model's learning. Such a smooth decrease in losses is an important criterion for a balanced
architecture without overfitting.
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The error matrix shown in Fig. 12 demonstrates that the model performs well in classifying
the main classes, namely Normal, Generic, and Fuzzers.
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Fig. 12. Classification error matrix for the CNN model
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At the same time, as in the case of previous architectures, there is a tendency to confuse DoS,
Backdoor, and Analysis with the Exploits class.

Table 3 shows examples of random predictions of the convolutional model. Out of ten
attempts, the model correctly classified nine, and the error was again observed when predicting
a DoS attack, which the system mistook for Exploits. This once again points to the difficulty
of distinguishing between attacks with similar characteristics.

Table 3. Prediction results for 10 random predictions (CNN model)

No Expected class Predicted class Match
1 Normal Normal True
2 Exploits Exploits True
3 Exploits Exploits True
4 Normal Normal True
5 DoS Exploits False
6 Exploits Exploits True
7 Generic Generic True
8 Normal Normal True
9 Exploits Exploits True

10 Normal Normal True

Overall, the CNN model demonstrated high efficiency and a good balance between accuracy
and stability, ranking among the top of all tested architectures.

5.6. Formation of a model ensemble and testing on random attacks

At the final and most important stage of the practical research, ensembles of several models
were formed to improve the quality of classification.

The idea behind the ensemble is to combine the predictions of several neural networks by
averaging their probabilistic forecasts. This approach allows us to level out the individual
weaknesses of each separate model and increase the overall accuracy of network attack detection.

An ensemble of two models: Dense + LSTM

First, an ensemble was formed that combines a fully connected model (Dense) and
a recurrent LSTM neural network. Each of them has its own architectural specifics: Dense captures
global relationships between features well, while LSTM captures sequential patterns characteristic
of time series.

Table 4 shows examples of 10 random attacks predicted by this ensemble. In most cases, the
classification results are correct, but there is some confusion between the DoS, Fuzzers,
and Exploits classes. This is to be expected, as these types of attacks can have
similar characteristics — for example, a short period of activity, similar traffic volumes,
or similar query patterns.

Despite these challenges, the combination of the two models significantly improves the results
compared to each of them separately, as evidenced by the increase in accuracy
and the decrease in the average error.
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Table 4. Prediction results for 10 random attacks (Dense and LSTM ensemble)

No Expected class Predicted class Match
1 Normal Normal True
2 Generic Generic True
3 Normal Normal True
4 Reconnaissance Exploits False
5 Exploits Exploits True
6 Exploits Exploits True
7 Generic Generic True
8 Normal Normal True
9 Generic Generic True
10 Fuzzers Exploits False

An ensemble of three models: Dense + LSTM + CNN

Next, an extended ensemble was formed, to which a convolutional neural network (CNN) was
added in addition to the Dense and LSTM models. Unlike the two previous architectures, CNN
effectively detects local patterns in the input data structure, which is particularly useful for
capturing relationships between closely spaced features.

This combination achieved the highest accuracy: all 10 random attacks were correctly
classified (Table 5). This indicates that the three different models "learn” from different
aspects of the data, and their combination provides the most complete coverage of network
traffic variability.

Table 5. Prediction results for 10 random attacks (ensemble of three models)

No Expected class Predicted class Match
1 Generic Generic True
2 Normal Normal True
3 Normal Normal True
4 Normal Normal True
5 Exploits Exploits True
6 Exploits Exploits True
7 Normal Normal True
8 Reconnaissance Reconnaissance True
9 Norma Norma True
10 Generic Generic True

The advantages of this configuration are also reflected in a reduction in the number of errors
among less represented classes, such as Worms, Shellcode, and Backdoor, which
are traditionally difficult to recognize. There is also an increase in the model's generalization
ability on new examples — it copes more accurately with new samples that were
not encountered during training.

Ensemble models demonstrated significantly higher efficiency compared to each individual
architecture. This approach compensates for the shortcomings of each model, in particular:
Dense — prone to losing spatial or sequential dependencies; LSTM — sensitive to sequence length
and may confuse similar patterns; CNN — works well with local structures but does not cover the
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complete temporal or global picture. When combined, they provide high accuracy, consistency,
and adaptability, which is critical in network attack detection tasks, where anomalies can be subtle
and difficult to detect. This approach also opens up prospects for further expansion — you can
experiment with the weight of each model in the ensemble, apply meta-classifiers, or even
automatically train an algorithm that will control the voting of models based on context.

6. Discussion of research results

During the experimental study, three separate deep learning models were implemented —
Dense, CNN, and LSTM - as well as their combination into an ensemble based on the soft voting
principle. Each model was trained on the same UNSW-NB15 dataset, with the same epoch
parameters, batch size, and categorical cross-entropy loss function. Accuracy, precision,
completeness, F1-score, and error matrix analysis metrics were used to evaluate effectiveness.

The dense model demonstrated stable accuracy at 84.2%, with an F1 score of 0.81. It trained
quickly but tended to overestimate dominant classes, which reduced its effectiveness in classifying
rare attacks. The CNN model achieved an accuracy of 86.7%, with an F1 score
of 0.83. It was better at detecting local patterns, especially for Shellcode and Worms attacks, but
had difficulties with temporal dependencies.

The LSTM model showed the highest accuracy among the individual models — 88.1 %, with
an F1 score of 0.85. It effectively detected sequential anomalies, such as Reconnaissance and DoS,
but required more training time and was sensitive to optimization parameters.

The ensemble model (Dense + CNN + LSTM) achieved the best results: overall accuracy
0f 90.3 %, F1-score of 0.88, and a 12 % reduction in false positives compared to individual models.
The error matrix showed a more even distribution of classification between classes, with improved
recognition of rare attacks.

A comparative analysis confirmed that the ensemble model has an advantage over individual
architectures across all key metrics. Its ability to combine local, global, and temporal features allowed
it to achieve the highest generalizability and robustness to data imbalance. Thus, the ensemble proved
to be the most effective solution for the task of classifying attacks at the routing level.

Despite the high quality of the UNSW-NB15 dataset, it has certain limitations: a limited
number of examples for some types of attacks, artificially generated flows that may not fully reflect
real conditions. In addition, the selected architectures have their drawbacks: the Dense model does
not take into account temporal dependencies, CNN is limited in a global context, and LSTM is
resource-intensive. The proposed comparative analysis method also has limitations:
it does not take into account the influence of hyperparameters on the results, and soft voting does
not always optimally combine models. In future studies, it is advisable to consider meta-models
(stacking) and adaptive ensemble methods.

The results of this study prove that combining neural network architectures in an ensemble is
not only a theoretically sound but also a practically feasible strategy for improving the reliability
of attack detection systems.

This approach can be applied in real IDS systems, as well as in user behavior monitoring,
where accuracy and adaptability are critical.
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7. Conclusions

An analysis of types of network attacks at the routing level was conducted. As a result, the
main types of attacks (DoS, Spoofing, MitM, Routing Table Poisoning, etc.) were systematized
and their characteristic features were identified. This made it possible to form a set of relevant
features for further classification. Unlike some publications, which focus only on the application
level, this study focuses on the routing level, which is less researched.

The advantages and disadvantages of traditional and modern attack detection methods were
evaluated. It was found that signature-based methods are not capable of detecting new threats,
while anomaly-based methods have a high number of false positives. This justified the use
of a hybrid approach with elements of deep learning. Unlike some studies, where the analysis is
limited to only one category of methods, this study provides a comprehensive comparison.

Deep learning architectures (Dense, CNN, LSTM) were analyzed for the task of network
traffic classification. It was found that each of the models has specific advantages: Dense — speed
and simplicity, CNN — detection of local patterns, LSTM — sequence processing.

This became the basis for the formation of the ensemble. Compared to analogues, where
usually only one architecture is used, a combined approach is proposed.

Individual models and their ensemble were implemented and tested. The following results
were achieved: accuracy of Dense — 84.2 %, CNN - 86.7 %, LSTM - 88.1 %.

The ensemble model outperformed all individual architectures, achieving an accuracy
of 90.3% and an F1-score of 0.88. This confirms the effectiveness of combining models
within soft voting.

A comparative analysis of model effectiveness was conducted. It was found that the ensemble
provides the best balance between accuracy, completeness, and resistance to data imbalance.
Compared to similar studies that use only basic metrics, this study additionally considers error
matrices, loss functions, and inference time.

The limitations of the study were identified. The main drawbacks are the limited
representativeness of the UNSW-NB15 dataset in terms of real traffic, as well as the sensitivity
of LSTM to training parameters.

The soft voting technique does not always provide an optimal combination of models, which
opens up prospects for further research using meta-models (stacking) and attention mechanisms.
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AJIATITALIA AJITOPUTMIB BATATOKJACOBOI KJTTACU®DIKAILIILL
JIJISI BUSIBJIEHHSA TUITY MEPEKEBOI ATAKH B
MAPIIPYTU3ALIMHUX ITPOTOKOJIAX 3 BUKOPUCTAHHSM
CTPYKTYPOBAHUX BbA3 JAHUX

[peamerom cTaTTi € aganranis ajdropuTMiB OaratokiaacoBoi Kiacugikaiii Ui BHSBICHHS THITIB
MEpPSKEBHUX aTaKk Yy MapHIpyTH3AMIMHUX MPOTOKOMax. Mera [OCTiIKeHHS — po3poouth W
EKCIICpUMEHTAIIFHO TepeBipuTH eDEeKTUBHICTh pi3HUX apXiTekTyp riaubokoro HaBuaHHs (Dense, CNN,
LSTM) y 3amaui GararokiacoBoi kiacugikamii Mepe)keBHX aTak, a TaKOX OI[HHUTH IOUIIBHICTH iX
00’ eHaHHSA B a"camOIb TUTS MiABUILEHHS TOYHOCTI Ta CTIMKOCTI Kiacudikarii.
Jns MOCATHEHHS OKpECIeHOI METH HEOOXiJJHO BUKOHATUM TakKi 3aBJAHHA. NPOAHAIi3yBaTH THUIH
MEpEeKEBUX aTaK, BIACTHBHX ISl MAPIIPYTH3AIIHOTO PiBHS, Ta IX O3HAKH; OI[IHATH TIEPEBATH il HEAOIIKH
TPaJULiHHKUX 1 Cy4acHMX METOIB BUSBIICHHS aTaK, 30KpeMa CUTHATypHi, aHOMaJIbHi Ta TIOpUIHI CUCTEMH;
nocmiauTi  apxitekrypu rambokoro Hasuanus (Dense, CNN, LSTM) miomo iX mnpumatHoCTi [0
kimacuikarii MepexxeBoro Tpadiky; peanizyBaTH OKpeMi Mozeni Ta iX 00’e¢qHaHHS B aHCaMONb i3
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3aCTOCYBaHHAM voting-mexanizmy. Buxkopucrano TaKi MeTOAU: IMOOKI HEUPOHHI
Mepexi pi3HHX TumiB, aHcamOieBe HaBuanHs (bagging, stacking, voting), a Takox aHami3
nrcOalaHcOBaHUX MaHuX. J{ms mepeBipku ehekTHBHOCTI Moeneit 3actocoBano aaracer UNSW-NBI15, mo
MICTUTh peasliCTH4YHI MPUKIaad HOPMAaJbHOrO ¥ aHomaibHOro Tpadiky. ExcnepumeHTH mpoBeaeHo i3
3aCTOCYBaHHSAM CyYacHUX OiONIOTEeK MAaIIMHHOTO HAaBYaHHSA, a TaKOXK PETyJsApH3alii Ta HopMaiizarii
Ul 3ano0iraHHs TepeHaBuaHHo. Pe3yjabTatm gochaigxkeHHs. PeamizoBaHo ¥ IpoTecTOBaHO TpHU
apxiTeKTypu HelpoHHUX Mepex. Dense-mozmens miaTBepamia cTabiibHI pe3ysbTaTH Ha arperoBaHHX
o3Hakax, CNN edekTHBHO BUIUIA JOKAIBHI MTATEPHU HABITh 3a HasIBHOCTI mrymy, a LSTM 3a0e3meunna
BUSIBJICHHSI JIOBIOCTPOKOBHX 3aJISKHOCTEH y MOCHIJOBHUX AaHUX. AHCAMOJIb MOJIENel MPOJeMOHCTPYBaB
BUIIYy TOYHICTh Kiacudikamii TOPIBHIHO 3 OKPEMHMH apXiTEeKTypamMH, 3MEHIINB KiJIbKICTh
XWOHOIIO3UTUBHUX PE3yJIBTATIB 1 MIABUINHMB y3arajbHIOBaHICTh. BHCHOBKM. Anamrailis Ta ITOE€THAHHS
PI3HUX apXiTeKTyp TIMOOKOro HaBYaHHS JAal0Th 3MOTY CYTTEBO IOKPAIIUTH SKICTh 0araTOKIACcOBOI
kimacuikarii MepexxeBux aTak. AHcamOIeBHHA MiaXim 3a0esredye CTIUKICTh 0 MUCOalaHCy NaHWX i
MIiJIBUILYE TOYHICTh BUSBJIICHHS CKJIaJHUX arak. JIOCATHYTI pe3y/ibTaTd MiATBEPKYIOTh JOIIbHICThH
BUKOPHCTaHHS aHCaMONiB y 3aBHaHHAX KiOepOeslekdu Ta BiIKPUBAIOTh MEPCIEKTUBU JUIS TTOMATBIINX
JIOCITIJDKEHB, 30KpeMa IHTerparii Mojeledl y CHCTEMH peajbHOTO0 4Yacy W pO3MIUPECHHS aHali3y
Ha 1HIII THIIHX MEPEKEBUX 3arpo3.

Kuaro4oBi c10Ba: MepexeBi aTaku; MPOTOKOIN MapIIpyTH3aIliil; ITHOOKe HaBYaHHSA, IIIJIbHI HEHPOHHI
Mepexi; aHcaMOJIeBe HaBYaHHS; BUSBIICHHS BTOPTHEHb; KibepOe3meka.
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