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MODEL FOR ASSESSING THE LEVEL AND PRIORITIZING  
MULTI-PARAMETER THREATS USING THE MAMDANI FUZZY 

LOGIC ALGORITHM OF THE FIRST TYPE 
 
The subject of the study is a model for assessing threats and determining their priorities based on fuzzy logic 
methods. The first-type Mamdani algorithm was used to build the model. The developed threat assessment model 
was tested on a static scenario, as well as on dynamic real-time attack scenarios. The problem was solved using 
fuzzy logic methods. The Fuzzy Logic Toolbox (a MATLAB extension) was used to model the system, which 
contains tools for designing systems based on fuzzy logic. Block diagrams of the static and dynamic fuzzy threat 
assessment models are presented in the Simulink application. The purpose of the study is to develop and analyze  
a fuzzy model for assessing threats and determining their priorities in order to make decisions on the sequence  
of measures to counter these threats. The objectives of the work include justifying the feasibility and effectiveness  
of using fuzzy logical expressions and fuzzy logic operations for a formalized description of expert requirements for 
determining threat priorities. Fuzzy logic methods are widely implemented in various control systems, particularly 
in the following areas: nonlinear process control, self-learning systems, risk and critical situation analysis, pattern 
recognition, financial analysis, corporate repository information research, and management and coordination 
strategy optimization. Methods used in the study: probability theory, fuzzy logic theory, modeling.  
Results achieved. The possibility of using fuzzy logical expressions and fuzzy logic operations for a formalized 
description of expert criteria for determining threat priorities is considered. This approach provides numerical 
assessments of threats based on specified parameters, which contributes to accuracy and flexibility in the analysis 
process. The possibility of using fuzzy logical expressions and fuzzy logic operations for a formalized description  
of expert requirements for determining threat priorities is justified. This makes it possible to obtain numerical threat 
assessments based on specified input parameters, ensuring accuracy and adaptability in the analysis process.  
The article proposes an algorithm for rating threats on a scale from 0 to 1 using a fuzzy logic system, which 
contributes to accurate results. Conclusions. The developed procedure for prioritizing threats, based on a fuzzy set 
model, significantly expands the functionality and allows determining threat levels. This, in turn, creates  
the basis for making effective decisions on the implementation of measures to counter these threats and is the main 
result of the study. 

Keywords: model; fuzzy logic; membership function; threat level assessment; threat prioritization; decision 
support; uncertainty; linguistic variables; fuzzy inference. 
 

Introduction 
 

Problem statement 
In most cases, security specialists assess threats based on their own experience, converting 

threat levels into numerical values. However, this approach to assessing threat levels significantly 
limits the overall capabilities of the methodology, as the reliability of expert conclusions often 
gives rise to conflicting opinions. In today's world, the rapid development of information 
technology and the increasing complexity of decision-making processes bring to the fore methods 
that take into account factors of uncertainty and insufficient data. Approaches based on fuzzy 
logic, which allows for the formalization and analysis of complex systems where traditional 
methods lose their effectiveness, are particularly important in this context.  
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The article focuses on the development of methodological foundations and practical 
recommendations for the implementation of threat prioritization systems using fuzzy logic. Fuzzy 
set methods are particularly useful in situations where it is impossible to construct an accurate 
mathematical model of the system's functioning.  

Thanks to fuzzy set theory, it becomes possible to use imprecise and subjective expert 
knowledge about the subject area to make decisions without the need to formalize them in the form 
of traditional mathematical models. 

Thus, the implementation of fuzzy logic methods for assessing the level of threats with their 
subsequent prioritization for timely and balanced countermeasures is a relevant scientific task. 

 
Analysis of recent studies and publications 
Fuzzy logic first appeared in the mid-1960s thanks to the work of Lotfi Zadeh [1],  

an American mathematician and logician who first introduced the concept. Since then,  
its theoretical foundations and models have continued to evolve and remain one of the most  
widely used methods today.  

The practical application of fuzzy set theory actually began in 1975, when E. Mamdani 
created the first fuzzy controller [2]. Fuzzy logic methods are widely used in various  
control systems, particularly in the following areas: control of nonlinear processes, self-learning 
systems, analysis of risky and critical situations, pattern recognition, financial analysis,  
research of data from corporate repositories, optimization of management strategies,  
and coordination of actions [3, 4].  

Works [5, 6] discuss the development of an automated decision support system that uses fuzzy 
networks to analyze and assess the air situation from the perspective of threats. 

An analysis of scientific literature demonstrates the active and effective application of fuzzy 
logic methods for threat assessment in various fields, including information security, cybersecurity, 
and critical infrastructure risk management [7, 8].  

The main advantage of using fuzzy logic is its ability to effectively process inaccurate,  
fuzzy, or incomplete input data and expert assessments, which are often encountered  
during threat analysis.  

Numerous studies [9, 10, 11, 12] consider the practical implementation of the presented 
models, in particular using the Fuzzy Logic Toolbox environment in MatLab, as well as the 
creation of test sets of fuzzy rules. Research shows that fuzzy logic methods are an important and 
effective tool for threat assessment, especially in situations with significant uncertainty.  
These methods facilitate the development of reliable and adaptive models that take expert 
knowledge into account, ensuring more informed decision-making in the field of security. 

Other studies in this area cover such areas as guided fuzzy clustering [13], rule merging [14], 
and multi-criteria optimization. 

The purpose of this article is to develop and analyze a fuzzy model for assessing threats  
and determining their priorities in order to make decisions on the sequence of measures  
to counter these threats. 
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Presentation of main material 
 

To eliminate the shortcomings of existing risk analysis and assessment methods, the use  
of fuzzy logic methods is proposed. Fuzzy logic demonstrates high efficiency in cases where 
there is insufficient understanding of the characteristics of the system under study, limited access 
to the necessary amount of data, and risk assessment is based on expert information, where  
the input data may be insufficiently accurate or incorrectly presented. The flexibility and ease  
of use of fuzzy logic as a methodology for solving problems ensure its effective implementation 
in data control and analysis systems. At the same time, human intuition and operator experience 
are also involved [15, 16]. 

Fuzzy logical inference assumes that a set of rules must be applied to evaluate the activated 
membership function. In the context of fuzzy logical inference, such a set is called a rule base  
or knowledge base for a specific subject area. The use of a set of rules contributes  
to a more complete coverage of the reference space, while ensuring the reliability of the 
conclusions obtained [17]. Based on the set of rules, a fuzzy logical inference system is built,  
as shown in Fig. 1. 

 

If х – is А1 y – is B1

If х – is А2 y – is B2

If х – is Аm y – is Bm

Agregator Defazifierх y

 
 

Fig. 1. Structural diagram of a fuzzy logic inference system 
 Source: [17] 

 
The fuzzy inference process, based on fuzzy set theory, involves the use of fuzzy logic to form 

a correspondence between a given input signal and an output result. This mapping serves as the 
basis for decision-making or pattern recognition. This process takes into account all key elements: 
membership function, logical operations, and if-then rules [18]. This article proposes an algorithm 
based on fuzzy inference rules using the Mamdani algorithm, which is designed to assess the level 
of threat. In the algorithm, several arrays of input data are processed to determine the initial value 
of the threat level. 

The Mamdani algorithm is one of the first to be successfully implemented in fuzzy inference 
systems. It was developed in 1975 by English mathematician Ebrahim Mamdani as an approach to 
controlling the operation of a steam engine [19]. Fuzzy inference using the Mamdani method was 
first proposed for the development of control systems based on the synthesis of linguistic rules 
formulated by experienced experts [2]. In this system, the output of each rule is represented as  
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a fuzzy set of all possible values of a linguistic variable. Mamdani systems, due to their 
intuitiveness and simpler rule base structure, are ideal for use in expert systems in which rules are 
formed based on the knowledge and experience of specialists. 

The Mamdani algorithm works as follows: 
- for each input parameter, the degree of its membership in the corresponding fuzzy set is 

determined; 
- based on each fuzzy logical rule, the degree of correspondence of the rules to the obtained 

data is evaluated; 
- the degree of membership of each conclusion derived from fuzzy logical rules is calculated; 
- calculations are performed to determine the values of the conclusions. 
The obtained values have the form of a fuzzy quantity representing the result of logical 

analysis. To convert this result into a clear value, a defuzzification procedure is used. 
The inference process for the Mamdani system is summarized in Fig. 2. 

 

Rule 1

Rule 2

Rule 3

∑ 
Input 1

Input 2

Output 1

 
 
Fig. 2. Fuzzy inference process for the Mamdani system 

 Source: [20] 
 

The MATLAB Fuzzy Logic Toolbox and Simulink extension package was used to model 
the system. A triangular shape was chosen for the membership functions. After defining the 
input variables, the graphical interface of the membership function editor is shown in Fig. 3. 

 

 
 

Fig. 3. Graphical interface of the membership function editor 
           Source: developed by the authors 
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Figure 4 shows the membership functions for four possible types of input parameters.  
These functions show how each point of influence of the input parameter determines  
the membership value in the range from 0 to 1. 

 

 
a)                                                              b) 

 
 c)                                                                       d) 
 

Fig. 4. Membership functions for input parameters of the first type (a), second type (b), third type (c),  
  and fourth type (d) 

            Source: developed by the authors 
 
The output parameter of the fuzzy model for threat assessment is the threat priority, which 

varies from 0 to 1. This is illustrated in Fig. 5. 
 

 
 

Fig. 5. Membership functions for threat prioritization 
    Source: developed by the authors 

 
In the course of work, based on available standard data and expert comments on the 

relationship between input and output parameters, it is necessary to define fuzzy inference rules. 
Initial rules were formulated and evaluated for reliability in both static conditions and real-time 
scenarios. The input data allows the priority of threats to be adapted by applying specific rules. 
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Within the framework of the presented model, 226 rules were formulated, confirming its stability 
and effectiveness. Some of the fuzzy inference rules used are described in detail in Table 1. 

 
Table 1. Basic rules of fuzzy inference applied in this article 
 

Rule Description 
Rule 1 
(low priority) 

IF (Input1 is mf1) AND (Input2 is mf3) AND (Input3 is mf5) AND (Input4 is 
mf1) THEN (Output1 is mf1) (Weight: 1) 

Rule 2  
(low priority) 

IF (Input1 is mf2) AND (Input2 is mf2) AND (Input3 is mf4) AND (Input4 is 
mf2) THEN (Output1 is mf1) (Weight: 1) 

Rule 3  
(low priority) 

IF (Input1 is mf3) AND (Input2 is mf3) AND (Input3 is mf3) AND (Input4 is 
mf3) THEN (Output1 is mf1) (Weight: 1) 

Rule 4  
(medium priority) 

IF (Input1 is mf4) AND (Input2 is mf2) AND (Input3 is mf3) AND (Input4 is 
mf3) THEN (Output1 is mf2) (Weight: 1) 

Rule 5  
(medium priority) 

IF (Input1 is mf4) AND (Input2 is mf2) AND (Input3 is mf3) AND (Input4 is 
mf2) THEN (Output1 is mf1) (Weight: 1) 

Rule 6  
(high priority) 

IF (Input1 is mf5) AND (Input2 is mf1) AND (Input3 is mf1) AND (Input4 is 
mf3) THEN (Output1 is mf3) (Weight: 1) 

Rule 7  
(high priority) 

IF (Input1 is mf5) AND (Input2 is mf2) AND (Input3 is mf1) AND (Input4 is 
mf3) THEN (Output1 is mf3) (Weight: 1) 

Rule 8  
(high priority) 

IF (Input1 is mf5) AND (Input2 is mf1) AND (Input3 is mf2) AND (Input4 is 
mf3) THEN (Output1 is mf3) (Weight: 1) 

 
Let us assume that, after analyzing the system's performance, experts evaluated the input 

parameters according to the following indicators: first type – 70 points, second type – 30,000 points, 
third type – 180 points, and fourth type – 80 points. In accordance with the defined rules and using 
Mamdani's fuzzy inference algorithm, an initial threat assessment of 0.202 was obtained (Fig. 6). 

 

 
Fig. 6. Graphical interface of the program for viewing rules (Fuzzy Logic  

  Designer Rule Inference) after completing the fuzzy inference procedure 
            Source: developed by the authors 
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The diagram of the proposed fuzzy model for threat assessment, developed using MATLAB 
software, is shown in Fig. 7. The figure shows a static scenario that processes input parameters 
as constant information for each moment in time. The basic fuzzy inference system assesses  
the threat level for each set of input parameters. 

 

in out[70  30000  180  80] 0.2016

 
 

Fig. 7. Static model of fuzzy logic for threat assessment in the MATLAB environment 
 Source: developed by the authors 

 
A threat with a higher priority characterizes a more dangerous set of input parameters.  

The threat priority value itself influences decisions on the use of protective measures  
to neutralize this threat. Table 2 presents the results of modeling in a static test scenario 
performed over eight time points for a set of four input parameters. 

 
Table 2. Results of modeling in a static test scenario with an 8-cycle run 
 

№ P1 P2 P3 P4 T 
1 70 45000 250 80 0.202 
2 187 38000 220 90 0.5 
3 295 33700 150 100 0.4963 
4 450 27700 100 150 0.5 
5 792 17000 70 70 0.5 
6 955 10200 45 65 0.7661 
7 1110 7690 30 20 0.7942 
8 1224 5960 20 15 0.8085 

 
The results of testing this model with the parameters shown in Table 2 are shown in Fig. 8. 
 

 
 
Fig. 8. Threat level assessment during static scenario testing 
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Assessing the threat level during static scenario testing is crucial for ensuring system 
security and reliability. It allows you to identify potential risks, detect weaknesses in the 
architecture or code, and predict possible damage scenarios.  

Proper testing helps prevent critical problems, reduces the likelihood of failure, and 
promotes more informed decisions about protection, such as information or data. 

Let's consider several scenarios for modeling dynamic attacks based on given input 
parameters in order to assess the threats that may arise within their limits. To study the stability 
and effectiveness of the fuzzy model, a comparison of the results obtained when implementing 
different scenarios was performed.  

Figure 9 shows an example of a dynamic scenario that adaptively analyzes input parameters 
and uses them as data relevant to solving real-world problems that change over time.  

The block diagram of this scenario was developed using the MATLAB  
software environment. 

 

in out

 
 
Fig. 9. Dynamic model of fuzzy logic for threat assessment in the MATLAB environment 
            Source: developed by the authors 

 
In all scenarios considered, the input data of the fuzzy model is formed as a set of input 

parameters that are received in real time. In the first scenario, each of the parameters  
changes in a certain way.  

In particular, parameter P1 is characterized by increasing variable values, which at eight time 
points take the form [70, 187, 295, 450, 792, 955, 1110, 1224].  

Parameter P2 shows a decrease in variable values, which at the same time points are equal  
to [45000, 38000, 33700, 27700, 17000, 10200, 7690, 5960]. In turn, parameters P3 and P4 also 
decrease over time.  
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Their values in eight time intervals are [250, 220, 150, 100, 70, 45, 30, 20] and  
[200, 170, 140, 110, 80, 50, 20, 10], respectively. The characteristics of changes over time  
for each of the four parameters – P1, P2, P3, and P4 – used in this scenario are clearly  
illustrated in Fig. 10. 
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c) d)  
Fig. 10. Dependence of input parameters of the first type (a), second type (b), third type (c),  

 and fourth type (d) on time 
              Source: developed by the authors 
 

Fig. 11 shows the results of assessing the threat to a fuzzy system. As can be seen, the threat 
value increases significantly with the growth of parameter P1, while the other three parameters 
show a downward trend. In the first scenario, the final threat value is 0.8014, which indicates  
a fairly high level of threat. 
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Fig. 11. Output of the fuzzy logic model for assessing threats for the first scenario 
 Source: developed by the authors 
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The second scenario assumes that each of the specified parameters changes according to certain 
patterns over eight different points in time. In particular, parameter P1 shows a gradual decrease in its 
values, taking the following indicators: [1500, 1000, 800, 700, 300, 200, 100, 50]. At the same time, 
parameter P2, on the contrary, is characterized by an increase in values and is determined  
by the following values: [2000, 3000, 7000, 10000, 12000, 15000, 16000, 19000]. As for parameters P3 
and P4, both also show a tendency to increase in value over time, reaching values of [15, 25, 35, 75, 
115, 140, 150, 160] for P3 and [0, 5, 10, 15, 20, 30, 40, 50] for P4. The dynamics of change for each of 
these four parameters – P1, P2, P3, and P4 – according to the scenario are illustrated in Fig. 12. 
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Fig. 12. Dependence of input parameters of the first type (a), second type (b), third type (c),  
 and fourth type (d) on time 
 Source: developed by the authors 

 
Fig. 13 shows the results of the fuzzy system threat assessment. Given the above conditions, 

the threat value is significantly reduced, as parameter P1 tends to decrease, while the other three 
parameters show an increase. 
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Fig. 13. Output of the fuzzy logic model for assessing threats for the second scenario 
              Source: developed by the authors 
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Conclusions 
 

The study presents a detailed description of the approach to threat assessment using fuzzy set 
theory. An analysis of the parameters necessary for calculating the threat level was carried out, and 
a multifunctional approach to decision-making based on fuzzy logic was determined. Such  
a system is an effective tool that optimizes the decision support process, greatly facilitating the 
work of the specialist conducting the assessment. 

The article proposes an algorithm for rating threats on a scale from 0 to 1 using a fuzzy logic 
system, which ensures high accuracy of results. The developed threat assessment model was tested 
on a static scenario, as well as on dynamic real-time attack scenarios. A comparison of the 
simulation results in Table 2 for static threats with the results in Figure 11 for the dynamic scenario 
demonstrates the high accuracy, reliability, and minimal error rate of the created model.  
This indicates its effectiveness and potential for use in various conditions. 

The developed threat prioritization procedure, based on a fuzzy set model, significantly 
expands the functionality and allows determining threat levels. This, in turn, creates a basis for 
making informed decisions on the implementation of measures to counter these threats.  

The use of the obtained results as statistical data for calculating the probability of a threat and 
the method of refining the probabilities of events is appropriate when constructing a functional 
model for threat detection based on a Bayesian network [21, 22], which will allow refining  
the probability of its occurrence. 
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ОЦІНЮВАННЯ РІВНЯ ТА ПРІОРИТИЗАЦІЇ 
БАГАТОПАРАМЕТРИЧНИХ ЗАГРОЗ ІЗ ВИКОРИСТАННЯМ 

АЛГОРИТМУ НЕЧІТКОЇ ЛОГІКИ МАМДАНІ ПЕРШОГО ТИПУ 

Предметом дослідження є модель оцінювання загроз і визначення їх пріоритетів на основі методів 
нечіткої логіки. Для побудови моделі використано алгоритм Мамдані першого типу. Розроблену 
модель оцінювання загроз протестовано на статичному сценарії, а також на динамічних сценаріях атак 
у реальному часі. Поставлене питання розв’язано із застосуванням методів нечіткої логіки. 
Для моделювання системи використано Fuzzy Logic Toolbox (розширення MATLAB), що містить 
інструменти для проєктування систем на основі нечіткої логіки. Блок-схеми статичної та динамічної 
нечіткої моделі оцінювання загроз подано в застосунку Simulink. Мета дослідження – розроблення й 
аналіз нечіткої моделі оцінювання загроз і визначення їх пріоритетів для прийняття рішення 
щодо послідовності заходів з протидії цим загрозам. Завдання роботи передбачають обґрунтування 
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доцільності та ефективності застосування нечітких логічних виразів і операцій нечіткої логіки для 
формалізованого опису експертних вимог до визначення пріоритетів загроз. Методи нечіткої логіки 
широко впроваджуються в різноманітних системах управління, зокрема в таких сферах: управління 
нелінійними процесами, системи із самонавчанням, аналіз ризикових і критичних ситуацій, 
розпізнавання образів; фінансовий аналіз, дослідження інформації із корпоративних сховищ, 
оптимізація стратегій управління та координації дій. Методи, використані в дослідженні: теорія 
ймовірності, теорія нечіткої логіки, моделювання. Досягнуті результати. Розглянуто можливість 
застосування нечітких логічних виразів і операцій нечіткої логіки для формалізованого опису експертних 
критеріїв щодо визначення пріоритетності загроз. Такий підхід забезпечує отримання числових оцінок 
загроз на основі заданих параметрів, що сприяє точності та гнучкості в процесі їх аналізу. Обґрунтовано 
можливість застосування нечітких логічних виразів і операцій нечіткої логіки для формалізованого опису 
експертних вимог до визначення пріоритетів загроз. Це дає змогу отримати числові оцінки загроз на 
основі заданих вхідних параметрів, забезпечуючи точність і адаптивність у процесі аналізу.  
У статті запропоновано алгоритм рейтингової оцінки загроз за шкалою від 0 до 1 за допомогою 
системи нечіткої логіки, що сприяє точним результатам. Висновки. Розроблена процедура 
пріоритизації загроз, побудована на моделі нечітких множин, значно розширює функціональні 
можливості й дає змогу визначати рівні загроз. Це зі свого боку створює підґрунтя  
для ухвалення ефективних рішень щодо впровадження заходів із протидії цим загрозам  
і є основним результатом дослідження. 

Ключові слова: модель; нечітка логіка; функція належності; оцінка рівня загроз;  
визначення пріоритетів загроз; підтримка прийняття рішень; невизначеність; лінгвістичні змінні; 
нечіткий висновок. 
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