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MODEL FOR ASSESSING THE LEVEL AND PRIORITIZING
MULTI-PARAMETER THREATS USING THE MAMDANI FUZZY
LOGIC ALGORITHM OF THE FIRST TYPE

The subject of the study is a model for assessing threats and determining their priorities based on fuzzy logic
methods. The first-type Mamdani algorithm was used to build the model. The developed threat assessment model
was tested on a static scenario, as well as on dynamic real-time attack scenarios. The problem was solved using
fuzzy logic methods. The Fuzzy Logic Toolbox (a MATLAB extension) was used to model the system, which
contains tools for designing systems based on fuzzy logic. Block diagrams of the static and dynamic fuzzy threat
assessment models are presented in the Simulink application. The purpose of the study is to develop and analyze
a fuzzy model for assessing threats and determining their priorities in order to make decisions on the sequence
of measures to counter these threats. The objectives of the work include justifying the feasibility and effectiveness
of using fuzzy logical expressions and fuzzy logic operations for a formalized description of expert requirements for
determining threat priorities. Fuzzy logic methods are widely implemented in various control systems, particularly
in the following areas: nonlinear process control, self-learning systems, risk and critical situation analysis, pattern
recognition, financial analysis, corporate repository information research, and management and coordination
strategy optimization. Methods used in the study: probability theory, fuzzy logic theory, modeling.
Results achieved. The possibility of using fuzzy logical expressions and fuzzy logic operations for a formalized
description of expert criteria for determining threat priorities is considered. This approach provides numerical
assessments of threats based on specified parameters, which contributes to accuracy and flexibility in the analysis
process. The possibility of using fuzzy logical expressions and fuzzy logic operations for a formalized description
of expert requirements for determining threat priorities is justified. This makes it possible to obtain numerical threat
assessments based on specified input parameters, ensuring accuracy and adaptability in the analysis process.
The article proposes an algorithm for rating threats on a scale from 0 to 1 using a fuzzy logic system, which
contributes to accurate results. Conclusions. The developed procedure for prioritizing threats, based on a fuzzy set
model, significantly expands the functionality and allows determining threat levels. This, in turn, creates
the basis for making effective decisions on the implementation of measures to counter these threats and is the main
result of the study.

Keywords: model; fuzzy logic; membership function; threat level assessment; threat prioritization; decision
support; uncertainty; linguistic variables; fuzzy inference.

Introduction

Problem statement

In most cases, security specialists assess threats based on their own experience, converting
threat levels into numerical values. However, this approach to assessing threat levels significantly
limits the overall capabilities of the methodology, as the reliability of expert conclusions often
gives rise to conflicting opinions. In today's world, the rapid development of information
technology and the increasing complexity of decision-making processes bring to the fore methods
that take into account factors of uncertainty and insufficient data. Approaches based on fuzzy
logic, which allows for the formalization and analysis of complex systems where traditional
methods lose their effectiveness, are particularly important in this context.
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The article focuses on the development of methodological foundations and practical
recommendations for the implementation of threat prioritization systems using fuzzy logic. Fuzzy
set methods are particularly useful in situations where it is impossible to construct an accurate
mathematical model of the system's functioning.

Thanks to fuzzy set theory, it becomes possible to use imprecise and subjective expert
knowledge about the subject area to make decisions without the need to formalize them in the form
of traditional mathematical models.

Thus, the implementation of fuzzy logic methods for assessing the level of threats with their
subsequent prioritization for timely and balanced countermeasures is a relevant scientific task.

Analysis of recent studies and publications

Fuzzy logic first appeared in the mid-1960s thanks to the work of Lotfi Zadeh [1],
an American mathematician and logician who first introduced the concept. Since then,
its theoretical foundations and models have continued to evolve and remain one of the most
widely used methods today.

The practical application of fuzzy set theory actually began in 1975, when E. Mamdani
created the first fuzzy controller [2]. Fuzzy logic methods are widely used in various
control systems, particularly in the following areas: control of nonlinear processes, self-learning
systems, analysis of risky and critical situations, pattern recognition, financial analysis,
research of data from corporate repositories, optimization of management strategies,
and coordination of actions [3, 4].

Works [5, 6] discuss the development of an automated decision support system that uses fuzzy
networks to analyze and assess the air situation from the perspective of threats.

An analysis of scientific literature demonstrates the active and effective application of fuzzy
logic methods for threat assessment in various fields, including information security, cybersecurity,
and critical infrastructure risk management [7, 8].

The main advantage of using fuzzy logic is its ability to effectively process inaccurate,
fuzzy, or incomplete input data and expert assessments, which are often encountered
during threat analysis.

Numerous studies [9, 10, 11, 12] consider the practical implementation of the presented
models, in particular using the Fuzzy Logic Toolbox environment in MatLab, as well as the
creation of test sets of fuzzy rules. Research shows that fuzzy logic methods are an important and
effective tool for threat assessment, especially in situations with significant uncertainty.
These methods facilitate the development of reliable and adaptive models that take expert
knowledge into account, ensuring more informed decision-making in the field of security.

Other studies in this area cover such areas as guided fuzzy clustering [13], rule merging [14],
and multi-criteria optimization.

The purpose of this article is to develop and analyze a fuzzy model for assessing threats
and determining their priorities in order to make decisions on the sequence of measures
to counter these threats.
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Presentation of main material

To eliminate the shortcomings of existing risk analysis and assessment methods, the use
of fuzzy logic methods is proposed. Fuzzy logic demonstrates high efficiency in cases where
there is insufficient understanding of the characteristics of the system under study, limited access
to the necessary amount of data, and risk assessment is based on expert information, where
the input data may be insufficiently accurate or incorrectly presented. The flexibility and ease
of use of fuzzy logic as a methodology for solving problems ensure its effective implementation
in data control and analysis systems. At the same time, human intuition and operator experience
are also involved [15, 16].

Fuzzy logical inference assumes that a set of rules must be applied to evaluate the activated
membership function. In the context of fuzzy logical inference, such a set is called a rule base
or knowledge base for a specific subject area. The use of a set of rules contributes
to a more complete coverage of the reference space, while ensuring the reliability of the
conclusions obtained [17]. Based on the set of rules, a fuzzy logical inference system is built,
as shown in Fig. 1.

> If x—is Al > y-isBl
X > Ifx—is A2 > y—isB2 > Agregator > Defazifier =y
> Ifx—isAm >  y-isBm

Fig. 1. Structural diagram of a fuzzy logic inference system
Source: [17]

The fuzzy inference process, based on fuzzy set theory, involves the use of fuzzy logic to form
a correspondence between a given input signal and an output result. This mapping serves as the
basis for decision-making or pattern recognition. This process takes into account all key elements:
membership function, logical operations, and if-then rules [18]. This article proposes an algorithm
based on fuzzy inference rules using the Mamdani algorithm, which is designed to assess the level
of threat. In the algorithm, several arrays of input data are processed to determine the initial value
of the threat level.

The Mamdani algorithm is one of the first to be successfully implemented in fuzzy inference
systems. It was developed in 1975 by English mathematician Ebrahim Mamdani as an approach to
controlling the operation of a steam engine [19]. Fuzzy inference using the Mamdani method was
first proposed for the development of control systems based on the synthesis of linguistic rules
formulated by experienced experts [2]. In this system, the output of each rule is represented as
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a fuzzy set of all possible values of a linguistic variable. Mamdani systems, due to their
intuitiveness and simpler rule base structure, are ideal for use in expert systems in which rules are
formed based on the knowledge and experience of specialists.

The Mamdani algorithm works as follows:

- for each input parameter, the degree of its membership in the corresponding fuzzy set is
determined,

- based on each fuzzy logical rule, the degree of correspondence of the rules to the obtained
data is evaluated;

- the degree of membership of each conclusion derived from fuzzy logical rules is calculated;

- calculations are performed to determine the values of the conclusions.

The obtained values have the form of a fuzzy quantity representing the result of logical
analysis. To convert this result into a clear value, a defuzzification procedure is used.

The inference process for the Mamdani system is summarized in Fig. 2.

Rule 1
Rule 2 Z Output 1
Rule 3

Fig. 2. Fuzzy inference process for the Mamdani system
Source: [20]

The MATLAB Fuzzy Logic Toolbox and Simulink extension package was used to model
the system. A triangular shape was chosen for the membership functions. After defining the
input variables, the graphical interface of the membership function editor is shown in Fig. 3.

Input 1 (5 MFs)

\/ b

\/ <

Input 2 (2 MFs)

Mamdani
Type 1

\/

Output 1 (32 MFs)

Input 4 (3 MFs)

Fig. 3. Graphical interface of the membership function editor
Source: developed by the authors
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Figure 4 shows the membership functions for four possible types of input parameters.
These functions show how each point of influence of the input parameter determines
the membership value in the range from 0 to 1.
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Fig. 4. Membership functions for input parameters of the first type (a), second type (b), third type (c),
and fourth type (d)
Source: developed by the authors

The output parameter of the fuzzy model for threat assessment is the threat priority, which
varies from 0 to 1. This is illustrated in Fig. 5.

LOW MEDIUM HIGH,

b

v a1 [ ¥ [E] [X] 0.5 [X] oF [X] 0.9

Fig. 5. Membership functions for threat prioritization
Source: developed by the authors

In the course of work, based on available standard data and expert comments on the
relationship between input and output parameters, it is necessary to define fuzzy inference rules.
Initial rules were formulated and evaluated for reliability in both static conditions and real-time
scenarios. The input data allows the priority of threats to be adapted by applying specific rules.
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Within the framework of the presented model, 226 rules were formulated, confirming its stability
and effectiveness. Some of the fuzzy inference rules used are described in detail in Table 1.

Table 1. Basic rules of fuzzy inference applied in this article

Rule

Description

Rule 1
(low priority)

IF (Inputl is mfl) AND (Input2 is mf3) AND (Input3 is mf5) AND (Input4 is
mfl) THEN (Outputl is mfl) (Weight: 1)

Rule 2
(low priority)

IF (Inputl is mf2) AND (Input2 is mf2) AND (Input3 is mf4) AND (Input4 is
mf2) THEN (Outputl is mfl) (Weight: 1)

Rule 3
(low priority)

IF (Inputl is mf3) AND (Input2 is mf3) AND (Input3 is mf3) AND (Input4 is
mf3) THEN (Outputl is mfl) (Weight: 1)

Rule 4
(medium priority)

IF (Inputl is mf4) AND (Input2 is mf2) AND (Input3 is mf3) AND (Input4 is
mf3) THEN (Outputl is mf2) (Weight: 1)

Rule 5
(medium priority)

IF (Inputl is mf4) AND (Input2 is mf2) AND (Input3 is mf3) AND (Input4 is
mf2) THEN (Outputl is mfl) (Weight: 1)

Rule 6
(high priority)

IF (Inputl is mf5) AND (Input2 is mfl) AND (Input3 is mfl) AND (Input4 is
mf3) THEN (Outputl is mf3) (Weight: 1)

Rule 7
(high priority)

IF (Inputl is mf5) AND (Input2 is mf2) AND (Input3 is mfl) AND (Input4 is
mf3) THEN (Outputl is mf3) (Weight: 1)

Rule 8
(high priority)

IF (Inputl is mf5) AND (Input2 is mfl) AND (Input3 is mf2) AND (Input4 is
mf3) THEN (Outputl is mf3) (Weight: 1)

Let us assume that, after analyzing the system's performance, experts evaluated the input
parameters according to the following indicators: first type — 70 points, second type — 30,000 points,
third type — 180 points, and fourth type — 80 points. In accordance with the defined rules and using
Mamdani's fuzzy inference algorithm, an initial threat assessment of 0.202 was obtained (Fig. 6).

PieeHb
3arposmu = 0.202

[4]

N
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—
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Fig. 6. Graphical interface of the program for viewing rules (Fuzzy Logic
Designer Rule Inference) after completing the fuzzy inference procedure
Source: developed by the authors
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The diagram of the proposed fuzzy model for threat assessment, developed using MATLAB
software, is shown in Fig. 7. The figure shows a static scenario that processes input parameters
as constant information for each moment in time. The basic fuzzy inference system assesses
the threat level for each set of input parameters.

[70 30000 180 80] ™ in M out

Fig. 7. Static model of fuzzy logic for threat assessment in the MATLAB environment
Source: developed by the authors

0.2016

A threat with a higher priority characterizes a more dangerous set of input parameters.
The threat priority value itself influences decisions on the use of protective measures
to neutralize this threat. Table 2 presents the results of modeling in a static test scenario
performed over eight time points for a set of four input parameters.

Table 2. Results of modeling in a static test scenario with an 8-cycle run

Ne P1 Pz P3 P4 T

1 70 45000 250 80 0.202
2 187 38000 220 90 0.5

3 295 33700 150 100 0.4963
4 450 27700 100 150 0.5

5 792 17000 70 70 0.5

6 955 10200 45 65 0.7661
7 1110 7690 30 20 0.7942
8 1224 5960 20 15 0.8085

The results of testing this model with the parameters shown in Table 2 are shown in Fig. 8.

Fig. 8. Threat level assessment during static scenario testing
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Assessing the threat level during static scenario testing is crucial for ensuring system
security and reliability. It allows you to identify potential risks, detect weaknesses in the
architecture or code, and predict possible damage scenarios.

Proper testing helps prevent critical problems, reduces the likelihood of failure, and
promotes more informed decisions about protection, such as information or data.

Let's consider several scenarios for modeling dynamic attacks based on given input
parameters in order to assess the threats that may arise within their limits. To study the stability
and effectiveness of the fuzzy model, a comparison of the results obtained when implementing
different scenarios was performed.

Figure 9 shows an example of a dynamic scenario that adaptively analyzes input parameters
and uses them as data relevant to solving real-world problems that change over time.

The block diagram of this scenario was developed using the MATLAB
software environment.

C

I'\ \\ | ‘\
in out
] \
N
\ \ \‘.

Fig. 9. Dynamic model of fuzzy logic for threat assessment in the MATLAB environment
Source: developed by the authors

In all scenarios considered, the input data of the fuzzy model is formed as a set of input
parameters that are received in real time. In the first scenario, each of the parameters
changes in a certain way.

In particular, parameter P1 is characterized by increasing variable values, which at eight time
points take the form [70, 187, 295, 450, 792, 955, 1110, 1224].

Parameter P2 shows a decrease in variable values, which at the same time points are equal

to [45000, 38000, 33700, 27700, 17000, 10200, 7690, 5960]. In turn, parameters Ps and P4 also
decrease over time.
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Their values in eight time intervals are [250, 220, 150, 100, 70, 45, 30, 20] and
[200, 170, 140, 110, 80, 50, 20, 10], respectively. The characteristics of changes over time
for each of the four parameters — Pi, P2, Ps, and P4 — used in this scenario are clearly
illustrated in Fig. 10.
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Fig. 10. Dependence of input parameters of the first type (a), second type (b), third type (c),
and fourth type (d) on time
Source: developed by the authors

Fig. 11 shows the results of assessing the threat to a fuzzy system. As can be seen, the threat
value increases significantly with the growth of parameter P1, while the other three parameters
show a downward trend. In the first scenario, the final threat value is 0.8014, which indicates
a fairly high level of threat.

0.8 —

0.6 I

05

0.2

Fig. 11. Output of the fuzzy logic model for assessing threats for the first scenario
Source: developed by the authors
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The second scenario assumes that each of the specified parameters changes according to certain
patterns over eight different points in time. In particular, parameter P1 shows a gradual decrease in its
values, taking the following indicators: [1500, 1000, 800, 700, 300, 200, 100, 50]. At the same time,
parameter P2, on the contrary, is characterized by an increase in values and is determined
by the following values: [2000, 3000, 7000, 10000, 12000, 15000, 16000, 19000]. As for parameters P3
and P4, both also show a tendency to increase in value over time, reaching values of [15, 25, 35, 75,
115, 140, 150, 160] for Pz and [0, 5, 10, 15, 20, 30, 40, 50] for P4. The dynamics of change for each of
these four parameters — P1, P2, P3, and P4 — according to the scenario are illustrated in Fig. 12.
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Fig. 12. Dependence of input parameters of the first type (a), second type (b), third type (c),
and fourth type (d) on time
Source: developed by the authors

Fig. 13 shows the results of the fuzzy system threat assessment. Given the above conditions,
the threat value is significantly reduced, as parameter P1tends to decrease, while the other three
parameters show an increase.
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Fig. 13. Output of the fuzzy logic model for assessing threats for the second scenario
Source: developed by the authors
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Conclusions

The study presents a detailed description of the approach to threat assessment using fuzzy set
theory. An analysis of the parameters necessary for calculating the threat level was carried out, and
a multifunctional approach to decision-making based on fuzzy logic was determined. Such
a system is an effective tool that optimizes the decision support process, greatly facilitating the
work of the specialist conducting the assessment.

The article proposes an algorithm for rating threats on a scale from 0 to 1 using a fuzzy logic
system, which ensures high accuracy of results. The developed threat assessment model was tested
on a static scenario, as well as on dynamic real-time attack scenarios. A comparison of the
simulation results in Table 2 for static threats with the results in Figure 11 for the dynamic scenario
demonstrates the high accuracy, reliability, and minimal error rate of the created model.
This indicates its effectiveness and potential for use in various conditions.

The developed threat prioritization procedure, based on a fuzzy set model, significantly
expands the functionality and allows determining threat levels. This, in turn, creates a basis for
making informed decisions on the implementation of measures to counter these threats.

The use of the obtained results as statistical data for calculating the probability of a threat and
the method of refining the probabilities of events is appropriate when constructing a functional
model for threat detection based on a Bayesian network [21, 22], which will allow refining
the probability of its occurrence.
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OILITHIOBAHHS PIBHA TA IPIOPUTU3AIIIL
BATATOIHAPAMETPUYHUX 3ATI'PO3 I3 BUKOPUCTAHHAM
AJTOPUTMY HEUITKOI JOT'TKW MAMJIAHI IEPIIOIO TUITY

IIpenmeTom mociigKeHHsI € MOJCIb OI[IHIOBAHHS 3arpo3 1 BU3HAYCHHS iX MPIOPHUTETIB HA OCHOBI METOJIB
HewiTkol Joriku. J[ns moOyaoBu Mojeni BUKOPUCTaHO anropuTM Mawmpaani nepmoro tumy. Po3poOiieny
MOJIENb OI[IHIOBAaHHS 3arpo3 MPOTECTOBAHO HA CTATUYHOMY CIIEHApii, a TAKOXK Ha JUHAMIYHHUX CIEHApisfX aTak
y peanpHOMy daci. [locraBneHe mNHUTaHHS pPO3B’S3aHO 13 3aCTOCYBAaHHAM METOMIB HEYITKOI JIOTIKH.
Jlnst MonenroBaHHsS cuCTeMH BukopuctaHo Fuzzy Logic Toolbox (posmmpenns MATLAB), 1mo MicTuTh
THCTpYMEHTH JIJIsl TIPOEKTYBAaHHS CUCTEM Ha OCHOBI HEYITKOI JIOTIKH. BJIOK-CXeMH CTaTM4YHOI Ta JMHAMIYHOL
HEYiTKOT MOJIeNi OL[iHIOBaHHS 3arpo3 moaaHo B 3actocyHky Simulink. Mera mocuizkeHHs1 — po3poOieHHs i
aHaJli3 HEWiTKOI MOJEJi OLIHIOBAaHHA 3arpo3 1 BU3HAUCHHS IX MPIOPUTETIB Ui NPUHHATTA PIIICHHS

IIOJI0 MOCIIJIOBHOCTI 3aXOJiB 3 MPOTUIIl IIMM 3arpo3aM. 3aBAaHHs Po0OTH TependavyaroTh OOIPyHTYBaHHS
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JOILINBHOCTI Ta e(eKTHBHOCTI 3aCTOCYBaHHSI HEUITKHX JIOTIYHUX BUpA3iB 1 ONepaliii HEYITKOI JIOTiKH IS
(hopMaJTi30BaHOTO OINMHUCY EKCIEPTHUX BUMOT JI0 BU3HAYCHHS MPIOPUTETIB 3arpo3. MeToau HEdiTKOl JIOTiKU
IIMPOKO BIPOBA/DKYIOTHCS B PI3HOMAHITHHX CHUCTEMax YIIPaBIiHHS, 30KpeMa B TaKuX cdepax: yIpaBliHHS
HENIHIMHUMH TIpoIleCaMH, CHCTEMH 13 CaMOHAaBUYaHHSM, aHai3 pPH3WKOBUX 1 KPUTHYHHX CHUTYAaIliH,
po3mi3HaBaHHA 00pasiB; (IHAHCOBHM aHami3, IOCTIUKCHHA iHQOpMaIlii i3 KOPHMOPATHBHUX CXOBHIIL,
ONTHUMi3alisl cTpaTeriii ympaBiiHHA Ta KoopauHauii Aiil. MeToau, BUKOPHCTAHI B JOCJi:KeHHI: Teopis
HMOBIpHOCTI, TEOpis HEYITKOi JIOTIKH, MOJenioBaHHA. JOCATHYTI pe3yjbTaTu. PO3TISIHYTO MOXIHBICT
3aCTOCYBaHHS HEUITKHUX JIOTIYHUX BUPA3IB 1 ONEpaIliii HEUiTKOI JOTIKU 1 (POPMaTi30BAaHOTO OTHCY EKCIEPTHUX
KpUTEpiiB 100 BU3HAUCHHS NpPiOpUTETHOCTI 3arpo3. Takuil miaxin 3abe3medye OTpUMAaHHS YHCIOBHX OILHOK
3arpo3 Ha OCHOBI 33/IaHUX MApaMeTpiB, IO CHPUSE TOYHOCTI Ta THYYKOCTI B mpolieci ix aHamizy. OOrpyHTOBaHO
MOXJIMBICTh 3aCTOCYBaHHS HEUITKHX JIOTTUHUX BUpa3iB 1 omnepaliif HediTKO1 JOTiKY i OpMaTi30BaHOTO OMHCY
eKCIIEPTHUX BUMOT JI0 BH3HAUCHHS NPIOpHUTETIB 3arpo3. lle mae 3Mory oTpuMaTrH YMCIIOBI OIHKH 3arpo3 Ha
OCHOBI 3aJlaHMX BXITHMX TapaMeTpiB, 3a0e3MEeUYyl0YM TOYHICT, 1 aJaNTHBHICTH Yy TIPOIECI aHami3y.
VY crarTi 3amponoHOBaHO AJITOPUTM PEUTHHIOBOI OIIHKH 3arpo3 3a mkanoko Bix 0 mo 1 3a momomororo
CHUCTEMH HEUITKOI JIOTIKH, IO CIpHS€ TOYHHM pe3ylbTaTaM. BucHOBKH. PospoOiieHa mpoueaypa
MpiopHUTH3aIlii 3arpo3, MOOyJOBaHA Ha MOJENi HEYITKMX MHOXHH, 3HAYHO pO3MIMPIOE (DYHKI[IOHATBHI
MOXJIMBOCTI ¥ Jae 3MOry BH3Ha4aTH piBHI 3arpo3. lLle 31 cBoro OOKy CTBOpIOE MiATPYHTS
JUIST  yXBaJIeHHS e(EeKTHBHUX pIlIeHb I0J0 BIPOBa/DKEHHS 3aXOJiB 13 MPOTHAIl IIMM 3arpo3am
i € OCHOBHUM PE3YJIBTATOM JOCIIIKCHHS.

KarouoBi ciaoBa: wMojens; HewiTka Jorika; (yHKIIS HaJleXHOCTi; OIliHKAa piBHA 3arpos;
BHU3HAYCHHS TPIOPUTETIB 3arpo3; MIATPUMKA NPUHHATTSA pIlllcHb, HEBU3HAYCHICTh; JIIHTBICTHYHI 3MiHHI,
HEYITKUI BUCHOBOK.
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